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Single-particle entangled states (SPES) can offer a more secure way of encoding and processing
quantum information than their multi-particle counterparts. The SPES generated via a 2D alter-
nate quantum-walk setup from initially separable states can be either 3-way or 2-way entangled.
This letter shows that the generated genuine three-way and nonlocal two-way SPES can be used as
cryptographic keys to securely encode two distinct messages simultaneously. We detail the message
encryption-decryption steps and show the resilience of the 3-way and 2-way SPES-based crypto-
graphic protocols against eavesdropper attacks like intercept-and-resend and man-in-the-middle.
We also detail how these protocols can be experimentally realized using single photons, with the
three degrees of freedom being OAM, path, and polarization. These have unparalleled security for
quantum communication tasks. The ability to simultaneously encode two distinct messages using
the generated SPES showcases the versatility and efficiency of the proposed cryptographic protocol.
This capability could significantly improve the throughput of quantum communication systems.

Introduction.– Quantum cryptography [1] has become
a sought-after research field due to the surge in security
threats to existing public-key cryptosystems and the un-
matched potential of quantum computers over classical
counterparts. The former exploits the properties of quan-
tum physics in performing cryptographic tasks for secure
quantum communication between two parties [1–6]. The
BB84 cryptographic protocol (i.e., Ref. [4]) was the first
to realize quantum superposition in a cryptographic pro-
tocol, wherein the qubits are transmitted in one direction,
and classical information exchange is needed to establish
the communication between two parties (sender-receiver,
or, conventionally Alice-Bob). An eavesdropper can be de-
tected from an erroneous key at the receiver’s end, and the
sender-receiver duo repeats the entire procedure if needed.
Ref. [5] is the famous E91 cryptographic protocol that uses
Bell states to achieve secure communication between the
two parties. In this case, Alice and Bob test Bell’s inequal-
ities to detect the existence of an eavesdropper.

Discrete-time quantum walks (DTQWs or QWs) are
a potent resource for quantum computing and executing
quantum-information-processing tasks [7–10]. Refs. [6, 11–
13] introduced quantum walks in quantum cryptographic
systems. The use of DTQWs in quantum cryptographic
protocols [4, 5] has advantages, such as a more straight-
forward way to generate public-key via a DTQW setup
instead of using random number generators with classical
communication [4] or entangled spin- 12 particles with ran-
dom measurements [5]. Moreover, the message decryption
via DTQW setup is less resource intensive than protocols
discussed in [4, 5] as these deploy random measurements at
the receiver’s end and classical communication between the
receiver-sender duo to decrypt the encoded message. Fur-
ther, the BB84 protocol [4] lacks entanglement, making it
more vulnerable to Eve and the process of detecting Eve’s
interference laborious. Moving now on to DTQW-based
cryptographic schemes, Ref. [11] showed how a two-particle
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cyclic-QW could generate random key sequences due to its
inherent nonlinear chaotic dynamic behavior, which can be
used in image encryption. On the other hand, Ref. [6] pro-
posed that a cryptographic public-key can be formed from
a quantum state generated through cyclic-QW (CQW) dy-
namics. Few recent studies also use quantum states gener-
ated via ordered or periodic 1D CQWs in quantum cryp-
tography; see Refs. [12, 13]. Ref. [13] uses periodic CQW-
states to generate a public key, whereas Ref. [12] discussed
a secure CQW-based cryptographic scheme via the use of a
recurrent maximally entangled state in forming the public
key. The generated QW states are cryptographic keys to
encrypt and decrypt a single message between the sender-
receiver duo. The chosen position Hilbert space of the
CQWs in Refs. [6, 12, 13] is one-dimensional. Thus, it
poses a limitation for encrypting an extended set of mes-
sages and enabling the simultaneous encryption of more
than one message. It motivates us to design a QW-based
cryptographic scheme with more spatial degrees of freedom
(DoF), like 2D DTQWs. This letter shows how to perform
cryptographic tasks with two distinct sets of messages that
can be securely communicated between a sender-receiver
duo. In one shot, two messages can be sent.

Three-way, as well as nonlocal two-way single particle
entangled states (SPES), can be generated via a 2D al-
ternate QW (say AQW) efficiently [14]. The amount of
three-way or two-way single-particle-entanglement (SPE)
generated can be controlled by tuning the initial state and
evolution operator parameters of the AQW dynamics [14].
This work proposes a secure communication protocol be-
tween the sender-receiver duo using the generated genuine
three-way and nonlocal two-way SPES as cryptographic
keys. This protocol can encode dual (or two simultaneous)
messages. We also provide the necessary proof and show
via examples how the proposed cryptographic scheme has
foolproof security against eavesdroppers. We then com-
pare it with other quantum-walk-based cryptographic pro-
tocols. We also investigate the cryptographic scheme’s abil-
ity to withstand eavesdropping (like man-in-the-middle,
intercept-and-resend attacks).

Below, we first detail the AQW dynamics to generate
genuine 3-way and nonlocal 2-way SPES. Then, we delve
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into the specifics of our cryptographic protocol using the
generated 3-way SPES along with necessary proofs and
its resilience (security) against attacks from eavesdroppers,
with example messages. Further, a similar cryptographic
protocol using the generated nonlocal 2-way SPES is also
detailed, and a comparison with existing proposals is also
made. We then show our scheme’s photon-based exper-
imental realization via a circuit. Finally, the letter con-
cludes with a summary and outlook.

Generating three-way plus nonlocal two-way SPES via
2D AQW.– A 2D AQW is defined on a tensor product space
Hx ⊗Hy ⊗Hc of the position and coin Hilbert spaces. Hy

and Hx are the y-position and x-position Hilbert spaces
(infinite dimensional), and Hc refers to the coin Hilbert
space (two dimensional) with {|0c⟩ , |1c⟩} being its com-
putational basis. A photon is a practical example of the
quantum walker, wherein its polarization states (such as
horizontal |H⟩ and vertical |V ⟩ polarization) are mapped
into Hc space, and the photon’s path DoF into Hy position
space and finally, its OAM DoF corresponds to the Hx

space [15]. The quantum walker, when initially localized
at the position |0x, 0y⟩, with an arbitrary superposed coin
state, has the general initial state [14], |ψ0⟩ = |ψ(t = 0)⟩,
i.e.,

|ψ0⟩ = |0x, 0y⟩ ⊗ [cos

(
θ

2

)
|0c⟩+ eiϕ sin

(
θ

2

)
|1c⟩]. (1)

Here phase ϕ ∈ [0, 2π), θ ∈ [0, π], and the particle (2D
alternate quantum walker) evolves via the coin operation,

Ĉ, and the two conditional shift operators Ŝx and Ŝy which
enable the particle transport in x-direction and y-direction
alternately. The following is a general single-qubit coin
operator,

Ĉ(α, β, γ) =

(
cos (α) eiβ sin (α)

sin (α)eiγ −ei(β+γ) cos (α)

)
, (2)

with, α, β, γ ∈ [0, 2π], while the conditional shift operators
are given as,

Ŝx =

∞∑
j=−∞

{|(j − 1)x⟩ ⟨jx| ⊗ 1y ⊗ |0c⟩ ⟨0c|

+ |(j + 1)x⟩ ⟨jx| ⊗ 1y ⊗ |1c⟩ ⟨1c|},

and Ŝy =

∞∑
j=−∞

{1x ⊗ |(j − 1)y⟩ ⟨jy| ⊗ |0c⟩ ⟨0c|

+ 1x ⊗ |(j + 1)y⟩ ⟨jy| ⊗ |1c⟩ ⟨1c|}.

(3)

The full evolution operator for the 2D alternate quantum
walker is then given by [14],

U(t) = (Ŝy.[1xy ⊗ Ĉ]).(Ŝx.[1xy ⊗ Ĉ]) = CyCx , (4)

where Ĉ = Ĉ(α, β, γ). Both 1x and 1y are (2N + 1) ×
(2N + 1) identity matrices, while 1xy is a (2N + 1)2 ×
(2N + 1)2 identity matrix, which are basically the identity
operators in Hx, Hy and combined xy-position Hilbert-
space respectively. Thus, the particle (walker) at time step

t = N has a quantum state,

|ψt⟩ =
N∑

i,j=−N

[h
(N)
i,j |ix, jy, 0c⟩+ v

(N)
i,j |ix, jy, 1c⟩], (5)

wherein the complex amplitudes h
(N)
i,j and v

(N)
i,j are func-

tions of the initial state parameters: ϕ, θ and coin param-
eters: α, β, γ. The intertwined state amplitudes indicate
that these states can be genuine three-way entangled be-
tween the coin, x-position and y-position DoF, and non-
local two-way entangled between x-position DoF and y-
position DoF of the walker [14].
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FIG. 1: (a) π-tangle πxyc vs time steps (t) for evolution
sequence M1xM1y... and with an initially separable state
(Eq. (1)) with ϕ = π, and θ = π

2 (best result, dotted red),
θ = 0(dashed blue), θ = π

8 (solid cyan). (b) Nonlocal 2-way
entanglement negativity Nxy vs t for evolution sequence
G1xG1y... and with the initially separable state with ϕ = π,
and θ = π

2 (best result, dotted red), θ = 0(dashed blue),
θ = π

8 (solid cyan).

In a recent work [14], we performed several numerical
simulations to reveal a wide range of spatial evolutions (see,
Eq. (4)) comprising a single arbitrary coin (see, Eq. (2)),
which generate maximal three-way and nonlocal two-way
SPE for the separable initial state Eq. (1). We call such
evolution sequences optimal entanglers. In addition, the
amount of 3-way and nonlocal 2-way SPE so generated can
also be controlled by fine-tuning the initial state or coin
parameters.

One such optimal entangler for 3-way entanglement
(see, Eq. 4) among numerous other optimal entanglers of

Ref. [14] is,M1xM1y, with ϕ = 0, π, 2π, here the coin M̂1 is

Ĉ(α = 5π
16 , β = π

2 , γ = π
2 ). Fig. 1(a) shows the generated 3-

way entanglement quantified by π-tangle [16, 17], πxyc (see
Supplementary Material (SM) Sec. A [18]) via the evolu-
tion sequence, M1xM1y... with ϕ = π and θ = 0, π8 ,

π
2 .

Note that πxyc = 0 in the absence of 3-way entangle-
ment, and the larger the πxyc value, the larger the gen-
uine 3-way entanglement in the SPES. From Fig. 1(a), we
see that M1xM1y... gives largest 3-way entanglement for
θ = π

2 , such as πxyc = 2.2070 (at t = 2), 32.9376 (at t =
10), 117.7828 (at t = 20).

An optimal entangler (Eq. 4) for the nonlocal 2-way
entanglement (quantified by the entanglement negativity
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Nxy, see SM Sec. A [18, 19]) from Ref. [14] is G1 = Ĉ(α =
19π
16 , β = π

2 , γ = π
2 ) with ϕ = 0, π. Fig. 1(b) shows the

negativity (Nxy) generated via the evolution G1xG1y with
ϕ = π and θ = 0, π8 ,

π
2 . Clearly, the evolution G1xG1y...

yields maximal nonlocal 2-way entanglement for θ = π
2 and

specifically, at time steps t = 2, 10, 20; G1xG1y yields cor-
respondingly Nxy = 0.4273, 2.9398, 5.9312.

Below, we discuss how this generated 3-way and nonlocal
2-way SPES are utilized in a cryptographic protocol to de-
sign quantum-secure public keys and how one can perform
the encryption-decryption of two distinct messages simul-
taneously via x-DoF and y-DoF of the quantum-particle,
between two parties: Alice and Bob.

3-way SPES-based quantum cryptographic protocol.–
The 3-way SPE-generating 2D AQW scheme can be ex-
ploited to design a cryptography protocol to encode two
messages (m,n) in the two nonlocal DoFs (x, y) of the par-
ticle evolving via the AQW. We discuss the protocol con-
sidering the spatial evolution sequence M1xM1y... in the
following steps–

Step 1 (Entangled Public Key Generation): Say Al-
ice plans to send two distinct messages, m and
n, to Bob securely, with m,n ∈ {−N,−(N −
1), ...,−2,−1, 0, 1, 2, ..., N − 1, N} and N is the maximum
value for position of the walker in the x or y direction at
time step t of the AQW evolution. Bob generates the pub-
lic key as |ϕpk⟩ = U t |lx⟩ |ky⟩ |qc⟩, where U = Ŝy.[1xy ⊗
M̂1].Ŝx.[1xy⊗M̂1]. |lx⟩ and |ky⟩ are respectively the x and

y position states and |qc⟩ = cos
(
θ
2

)
|0c⟩ + eiϕ sin

(
θ
2

)
|1c⟩ is

the coin state, of the walker (particle). This public-key is
entangled in three DoF i.e., x, y and coin DoF, e.g., with
π-tangle πxyc = 2.2070 at t = 2, πxyc = 32.9376 at t = 10
and so on, for ϕ = π and θ = π

2 (see Fig. 1(a)). Note:
These are maximal values of entanglement obtainable for
arbitrary initial state (Eq. 1) via the AQW dynamics. Bob
sends this secure 3-way entangled public key to Alice at
any arbitrary time-step (t) via a quantum channel.

Step 2 (Message Encryption): Now Alice encodes the
messagesm and n respectively in the x-DoF and y-DoF, via

|ψ(m,n)⟩ = T̂ |ψpk⟩, where T̂ =
∑N

i,j=−N |(i+m)x⟩ ⟨ix| ⊗
|(j + n)y⟩ ⟨jy|⊗1c. Then Alice sends the encoded messages
via quantum state |ψ(m,n)⟩ to Bob.

Step 3 (Message Decryption): Bob decodes the en-

crypted message via the operation M̂ = (U−1)t on

|ψ(m,n)⟩. It is essential to have [U, T̂ ] = 0, i.e., the op-

erators U and T̂ commute, for proceeding further with this
cryptographic protocol. We provide the detailed proof for
the commutation relation [U, T̂ ] = 0 in Sec. B of SM [18].
Thus, Bob obtains,

M̂ |ψ(m,n)⟩ =(U−1)tT̂ |ψpk⟩ = (U−1)tT̂U t |lx, ky, qc⟩ ,
= U−tT̂U1U t−1 |lx, ky, qc⟩ ,
= U−tU1T̂U t−1 |lx, ky, qc⟩ ,
= ... = U−tU t−1T̂U1 |lx, ky, qc⟩ ,
= U−tU tT̂ |lx, ky, qc⟩ ,
= |(l +m)x⟩ |(k + n)y⟩ |qc⟩ .

(6)

The second and third lines of Eq. (6) justify the necessity

of the commutation relation [U, T̂ ] = 0 (proved in SM [18]
Sec. B) in this protocol. Finally, from the outcome of
Eq. (6), Bob securely reads the two messages (m,n) en-
coded by Alice. The security of the cryptographic scheme
against any eavesdropper attack is discussed below.

Security of the protocol with example messages.– Here,
we discuss the abovementioned cryptography scheme and
its resilience against eavesdropping attacks, with example
messages: m = 1 and n = 2.

Let |lx⟩ = |0x⟩ , |ly⟩ = |0y⟩ , |qc⟩ = 1√
2
(|0c⟩− |1c⟩) which

corresponds to the initial separable state shown in Eq. (1)
with ϕ = π and θ = π

2 , and we consider the 2D AQW state
at time-step t = 2, say.

Step 1: The public key generated by Bob is, |ϕpk⟩ =

U2 |0x⟩ |0y⟩ |0c⟩−|1c⟩√
2

, where U = Ŝy.[1xy ⊗ M̂1].Ŝx.[1xy ⊗
M̂1].

Thus, |ϕpk⟩ = U2 |0x, 0y⟩ ⊗ 1√
2
(|0c⟩ − |1c⟩) =

1
8192 [256u

2(−e iπ
2 v + 4

√
2u2) |−2x,−2y, 0c⟩ +

e
iπ
2 {−8e

iπ
2 v2(−4

√
2 + e

iπ
2 vu−2) |−2x, 0y, 0c⟩ +

(64
√
2e

iπ
2 v2 − 8eiπv(−32 + v2)u−4)u2) |0x,−2y, 0c⟩ −

(64
√
2e

3iπ
2 v2 − 8e2iπv3u−2 + 256e2iπvu−2) |0x, 0y, 0c⟩ +

(
√
2e

3iπ
2 v4u−4 + 8e2iπv3u−2) |2x,−2y, 0c⟩ +

(32
√
2e

5iπ
2 v2 + 256e3iπvu2) |2x, 0y, 0c⟩ +

(−32
√
2e

iπ
2 v2 + 256vu2) |−2x, 0y, 1c⟩ + (8eiπv3u−2 −√

2e
3iπ
2 v4u−4) |−2x, 2y, 1c⟩ + (64

√
2e

3iπ
2 v2 +

8eiπv3u−2 − 256eiπvu2) |0x, 0y, 1c⟩ − (64
√
2e

5iπ
2 v2 +

8e2iπv3u−2 − 256e2iπvu2) |0x, 2y, 1c⟩ − (32
√
2e

5iπ
2 v2 +

8e2iπv3u−2) |2x, 0y, 1c⟩ − (1024
√
2e

7iπ
2 u4 +

256e3iπvu2) |2x, 2y, 1c⟩}], where u = sin
(
3π
16

)
, v = csc

(
π
8

)
.

This public-key quantum state with intertwined complex
amplitudes is entangled in the three available DoF: x,
y and coin, with degree of entanglement πxyc = 2.2070.
Bob sends this 3-way entangled public key to Alice via a
quantum channel. An eavesdropper (Eve) can interrupt
this communication at the stage (step-2) when Alice
transfers the encrypted message state |ψ(m = 1, n = 2)⟩
to Bob.

Step 2: Alice encodes the messages m = 1
and n = 2 respectively in the x-DoF and y-
DoF, via |ψ(m = 1, n = 2)⟩ = T̂ |ψpk⟩, where T̂ =∑2

i,j=−2 |(i+ 1)x⟩ ⟨ix| ⊗ |(j + 2)y⟩ ⟨jy| ⊗ 1c is kind of a

shift operator (Eq. 3) that causes shift in x, y-directions
independent of coin state. Then Alice sends this message-
containing quantum state |ψ(m = 1, n = 2)⟩ to Bob.

Step 3: In the absence of Eve, Bob receives
|ψ(m = 1, n = 2)⟩ untampered and decodes the messages

by operating M̂ = U−2 on |ψ(m = 1, n = 2)⟩. Bob

now obtains, M̂ |ψ(m = 1, n = 2)⟩ = U−2T̂ |ψpk⟩ =

U−2T̂U2 |0x, 0y⟩ ⊗ 1√
2
(|0c⟩ − |1c⟩) = U−2U2T̂ |0x, 0y⟩ ⊗

1√
2
(|0c⟩ − |1c⟩) = T̂ |0x, 0y⟩ ⊗ 1√

2
(|0c⟩ − |1c⟩) =

|(0 + 1)x, (0 + 2)y⟩⊗ 1√
2
(|0c⟩− |1c⟩) = |1x⟩ |2y⟩⊗ 1√

2
(|0c⟩−

|1c⟩). Finally, from this output, Bob securely reads the two
messages (m = 1, n = 2) encoded by Alice: the x and y
position kets.

Now, let us consider that Eve is present at Step 2 and
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(a) (b) (c)

FIG. 2: Photon-based realization of the quantum cryptography protocol using genuine 3-way single-particle entangled
states: (a) The cryptography algorithm for communication between the sender (Alice) and the receiver (Bob) using a
photon; (b) Circuit for generation of a public key via AQW at time step t = 2 using a single photon by Bob; (c) Message
Decryption circuit: after Alice’s message-encryption in the photonic public key, Bob decrypts the message from the photon
using this circuit.

can access quantum computers (say, Q-Eve) or classical
computers (say, C-Eve). Eve, however, does not know
the private key, i.e., values of {A, j}, thus C-Eve know-
ing the state |ψ(m = 1, n = 2)⟩ is well-nigh impossible [6]).
This fact mitigates the intercept-and-resend eavesdropping
strategy [20] wherein Eve tries to measure the signal sent
by Alice, i.e., |ψ(m,n)⟩. Similarly, Q-Eve can not harm,
as her measurements perturb and alter the quantum state
|ψ(m,n)⟩ and make the state unusable. This attempt of
interception will be recognized immediately by the sender-
receiver duo. Further, the genuine 3-way entanglement
(maximal) in public key |ψpk⟩ (in comparison to a product-
state or superposed public key of Refs. [6, 13]) makes it
even harder for both Q-Eve or C-Eve to extract any infor-
mation from the public key via POVM measurements [6].
In addition, the fact that Alice and Bob share the private
key {A, j} takes care of the risk of the receiver’s authenti-

cation (i.e., a man-in-the-middle attack [20]), i.e., whether
the receiver is the friend (Bob) or a foe (Q-Eve or C-Eve).
Finally, Q- or C-Eve needs to have information on the op-
erator to be applied on |ψ(m = 1, n = 2)⟩ to retrieve Al-
ice’s message(s). Additionally, any Eve figuring out ex-

act M̂ and retracing back to the state |ψ(m = 1, n = 2)⟩
is practically impossible, as there exists an infinite number
of possible coin operators and their combinations to form
an evolution operator via the complex 2D AQW dynamics.
Therefore, the proposed quantum cryptographic protocol
is secure and resilient against any Eve, whether Eve has
access to quantum or classical computers. Although this
quantum cryptographic protocol is foolproof, implementing
hardware adaptation to isolate quantum systems and em-
ploying privacy-amplification is highly recommended [20].
These measures can further mitigate deviations from the
theoretical prediction in the practical implementation of
the quantum cryptographic scheme.

A quantum cryptographic protocol similar to the above-
discussed 3-way SPES-based cryptographic protocol can be
designed, utilizing the nonlocal 2-way SPES generated via
the 2D AQW dynamics (Fig. 1(b)) as public keys. See SM
Sec. C [18] for message encryption-decryption steps of the
protocol and SM Sec. D [18] for its security analysis against
eavesdroppers. The cryptographic protocols discussed in
this letter, utilizing the genuine 3-way and nonlocal 2-way
SPES, are compared with other relevant cryptographic pro-
posals [6, 11–13], see details in SM [18] Sec. E. These pro-

tocols are more efficient than existing proposals [6, 11–13]
by offering enhanced security in public-key generation, im-
plementing a resource-efficient message decryption method,
exhibiting greater resilience against eavesdropping and fa-
cilitating easier Eve detection. It is also worth noting that
this letter stands out as the sole proposal capable of se-
curely encoding two distinct messages concurrently.

Experimental realization of our protocols.– Our cryp-
tographic protocols based on 3-way and nonlocal 2-way
SPES can be experimentally realized with a photonic cir-
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cuit [15, 21–23] using a single-photon source, wherein the
OAM (orbital angular momentum), path and polarization
of a single-photon are mapped respectively to the 2D alter-
nate quantum walker’s position x-DoF, y-DoF and coin-
DoF. This experimental setup requires passive optical de-
vices such as polarization beam splitters (PBS) and Jones-
plates (J-plates) [24]. A PBS reflects horizontal polariza-
tion (|0c⟩) and transmits vertical polarization (|1c⟩), thus,
this device acts as Ŝy operator of the AQW dynamics. A
J-plate modifies the photon’s OAM states depending upon
its polarization states, which makes this device imitate the
AQW operator sequence: coin-shift in x direction-coin, i.e.,
J(α, β, γ) ≡ [1xy⊗M̂1]).Ŝx.[1xy⊗M̂1]. A schematic repre-
sentation for this photon-based implementation of the cryp-
tography protocols is given in Fig. 2. The output photon
from Bob’s setup, as in Fig. 2(b), has 3-way entanglement
(SPE) between its path, OAM, and polarization states, and
the entanglement quantifier π-tangle can be calculated via
full state tomography or a machine-learning assisted mea-
surement scheme with a series of swap operators on copies
of the quantum state [25]. This 3-way entangled single-
photon is the public key; Alice then encodes two messages
(m,n), one in the OAM state and the other in its path
state via an appropriate arrangement of PBS and J-plates
(i.e., a T̂ operation). After receiving the message-encoded
photon, Bob will use a sequence of PBS and J-plates akin
to the inverse of the AQW evolution operator, as shown
in Fig. 2(c). Then Bob finally recovers the encrypted mes-
sages by measuring the OAM and path states of the photon

at his detectors. A single photon detector (SPD) measures
the photon’s path state, and thus, Bob obtains the message
m. Bob measures the photon’s OAM state using an SPD,
a single-mode fiber, and a spatial light modulator at his
detectors, thereby obtaining the message n. A photonic re-
alization can be done with a public key exhibiting nonlocal
2-way SPE; see SM [18] Sec. F.

Conclusion.– A resource-saving 2D AQW setup can
generate genuine three-way and nonlocal two-way single-
particle entangled states (SPES) with a single quantum
particle initially in a separable (product) state. Using this,
we develop cryptographic protocols such that the generated
3-way and nonlocal 2-way SPES encode two distinct mes-
sages in the two position degrees of freedom x and y of the
quantum-walker (particle). Herein, both the 3-way and
nonlocal 2-way SPES work as cryptographic public keys,
and then the encryption-decryption of two sets of messages
can be securely enabled between the sender-receiver duo.
We also outlined the experimental implementation of the
cryptographic schemes using single photons. Besides being
the sole protocol for simultaneously encrypting two dis-
tinct messages in a resource-saving manner, this protocol
exhibits enhanced security compared to existing ones. A
cryptographic protocol exploiting more than three DoF of
a single quantum particle, such as a single photon or a
trapped ion, to encrypt and decrypt more than two mes-
sages simultaneously can be an extension of this proposal.
Our presented work significantly contributes towards the
forefront of quantum cryptography and communication by
leveraging the novel resource-saving alternate 2D AQW se-
tups.
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SUPPLEMENTARY MATERIAL

In Sec. A, we discuss the entanglement measures: π-tangle and entanglement negativity, respectively, to quantify genuine
three-way and nonlocal two-way SPE (single-particle-entanglement) in the evolved states via quantum walk dynamics
initialized with arbitrary separable states. In Sec. B, we provide the detailed proof for the commutation relation between
the evolution operator and the message-encryption operator, essential to the proposed quantum cryptography protocols
(described in the main text) based on 3-way as well as nonlocal 2-way SPES (single-particle entangled states) via 2D
alternate discrete-time quantum walks (AQWs). Then, in Sec. C, we explain the nonlocal 2-way SPES-based quantum
cryptographic protocol. Sec. D then discusses the security of the nonlocal 2-way SPES-based quantum cryptographic
protocol with example messages and examines the resilience of the protocol against eavesdropping like man-in-the-middle
and intercept-and-resend attacks. A comparison between QW-based cryptographic schemes with the proposed protocols
is made in Sec. E. Finally, we put forth the photon-based experimental realization of the quantum cryptographic protocol
based on nonlocal 2-way SPES in Sec. F.

A. Entanglement quantifiers for 2-way and genuine 3-way single-particle entanglement (SPE)

The amount of genuine 3-way SPE in quantum states of a particle evolving via 2D alternate quantum walk (AQW)
dynamics initialized with arbitrary separable states (as discussed in the main text) are the same as the degree of quantum
correlations between the particle’s three degrees of freedom (x, y and coin). This 3-way entanglement can be measured
by a negativity-based monotone, π-tangle [16, 17], denoted by, πxyc. It is defined as,

πxyc =
πx + πy + πc

3
, where, πx = N2

x|yz − (N2
xy +N2

xz), πy = N2
y|zx − (N2

yz +N2
yx), πz = N2

z|xy − (N2
zx +N2

zy). (7)

Here, Ni|jk =
||ρTi

ijk||−1

2 and Nij =
||ρTi

ij ||−1

2 , where i, j, k ∈ {x, y, c}. ρijk = |ψ(t)⟩ ⟨ψ(t)|, i.e., the density operator for the
evolved state |ψ(t)⟩ (i.e., |ψt⟩ shown in main text Eq. (5)) of the quantum walker and ρij = Trk(ρijk) is a reduced density
operator after tracing out i degree of freedom (DoF). Also, Ti stands for the partial transpose concerning i-DoF and ||.||
denotes the matrix trace norm. Note that πxyc ≥ 0 in general, but πxyc = 0 in the absence of genuine 3-way SPE [17] in
the particle, e.g., for separable or product states such as the initial state shown in main text Eq. (1).

Moreover, the amount of nonlocal two-way SPE in a single particle that evolves via the 2D AQW dynamics, i.e.,
entanglement between x and y position DoF of the walker (particle), can be quantified by negativity N [19]. To evaluate
this, at any arbitrary time step t of the AQW, we perform a partial trace of the full density operator, ρxyc = |ψ(t)⟩ ⟨ψ(t)|,
concerning the coin degree of freedom, and we get, ρxy = Trc(ρxyc). Then the eigenvalues λi where i is from 1 to (2t+1)2,
of the partial-transpose of ρxy with respect to either x-DoF or y-DoF, are evaluated. From this, one finds entanglement
negativity to be,

N =
∑
i

|λi| − λi
2

,where i runs from 1 to (2t+ 1)2. (8)

Note N is positive for entangled states, i.e., for nonlocal 2-way SPES, whereas N = 0 for non-entangled or product
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states such as initial states shown in main text Eq. (1).

B. Proof of commutation relation essential to the cryptography protocol

Here we prove the commutation relation, [U, T̂ ] = 0 between the general evolution operator U = Ŝy.[1xy⊗Ĉ].Ŝx.[1xy⊗Ĉ]
(see main text Eq. (4)) and the operator T̂ =

∑t
i,j=−t |(i+m)x⟩ ⟨ix| ⊗ |(j + n)y⟩ ⟨jy| ⊗ 1c used for the message (m,n)

encryption (see main text page-3) as follows. Let U = Uy.Ux where Uy = Ŝy.[1xy ⊗ Ĉ] and Ux = Ŝx.[1xy ⊗ Ĉ]. As shown
in main text Eq. (2), the general coin operator is,

Ĉ(α, β, γ) =

(
cos (α) eiβ sin (α)

sin (α)eiγ −ei(β+γ) cos (α)

)
, (9)

where α, β, γ ∈ [0, 2π] and the shift operators (conditional), as given in main text Eq. (4), are,

Ŝx =

∞∑
j=−∞

{|(j − 1)x⟩ ⟨jx| ⊗ 1y ⊗ |0c⟩ ⟨0c|+ |(j + 1)x⟩ ⟨jx| ⊗ 1y ⊗ |1c⟩ ⟨1c|},

Ŝy =

∞∑
j=−∞

{1x ⊗ |(j − 1)y⟩ ⟨jy| ⊗ |0c⟩ ⟨0c|+ 1x ⊗ |(j + 1)y⟩ ⟨jy| ⊗ |1c⟩ ⟨1c|}.
(10)

Here the coin operator Ĉ of interest, is M̂1 = Ĉ(α = 5π
16 , β = π

2 , γ = π
2 ) for 3-way SPES (single-particle entangled states)

generation or Ĝ1 = Ĉ(α = 19π
16 , β = π

2 , γ = π
2 ) for nonlocal 2-way SPES generation, see main text page-2 and 3.

Clearly, for an arbitrary state vector |ψ⟩ = |lx, ky, qc⟩ of the quantum particle evolving via 2D AQW, we have, Ux |ψ⟩ =
ϵ0(q) |(l − 1)x, ky, 0c⟩ + ϵ1(q) |(l + 1)x, ky, 1c⟩, where ϵ0(q) (or, ϵ1(q)) are the amplitudes for the particle being at position
l − 1 (or, l + 1) in the x-direction, depending on the coin state |qc⟩. For example if q = 0, then ϵ0(0) = cos(α) and

ϵ1(0) = eiγ sin(α). Similarly, we have Uy |ψ⟩ = ϵ
′

0(q) |lx, (k − 1)y, 0c⟩ + ϵ
′

1(q) |lx, (k + 1)y, 1c⟩, where ϵ
′

0(q) (or, ϵ
′

1(q)) are

probability amplitudes to locate the particle at position site k − 1 (or, k + 1) in the y-direction, depending on the coin
state |qc⟩.

For the arbitrary quantum state |ψ⟩,

T̂U |ψ⟩ =T̂Uy[ϵ0(q) |(l − 1)x, ky, 0c⟩+ ϵ1(q) |(l + 1)x, ky, 1c⟩]

= T̂ [ϵ0(q)(ϵ
′

0(0) |(l − 1)x, (k − 1)y, 0c⟩+ ϵ
′

1(0) |(l − 1)x, (k + 1)y, 1c⟩)

+ ϵ1(q)(ϵ
′

0(1) |(l + 1)x, (k − 1)y, 0c⟩+ ϵ
′

1(1) |(l + 1)x, (k + 1)y, 1c⟩)]

= ϵ0(q)(ϵ
′

0(0) |(l − 1 +m)x, (k − 1 + n)y, 0c⟩+ ϵ
′

1(0) |(l − 1 +m)x, (k + 1 + n)y, 1c⟩)

+ ϵ1(q)(ϵ
′

0(1) |(l + 1 +m)x, (k − 1 + n)y, 0c⟩+ ϵ
′

1(1) |(l + 1 +m)x, (k + 1 + n)y, 1c⟩)

(11)

On the other hand, we find,

UT̂ |ψ⟩ =UyUx[|(l +m)x, (k + n)y, qc⟩]
= Uy[ϵ0(q) |((l +m)− 1)x, (k + n)y, 0c⟩+ ϵ1(q) |((l +m) + 1)x, (k + n)y, 1c⟩]

= ϵ0(q)(ϵ
′

0(0) |(l +m− 1)x, (k + n− 1)y, 0c⟩+ ϵ
′

1(0) |(l +m− 1)x, (k + n+ 1)y, 1c⟩)

+ ϵ1(q)(ϵ
′

0(1) |(l +m+ 1)x, (k + n− 1)y, 0c⟩+ ϵ
′

1(1) |(l +m+ 1)x, (k + n+ 1)y, 1c⟩)

(12)

From close observation of Eqs. (11) and (12), we see that UT̂ |ψ⟩ = T̂U |ψ⟩ for any arbitrary state |ψ⟩. This proves that
UT̂ = T̂U , i.e., [U, T̂ ] = 0.

To justify the essential use of this commutation relation in the quantum cryptography protocol mentioned in the main
text, let us look at Step 3 (Message Decryption) by Bob as discussed in main text page-3, where Bob acts the operator

M̂ = (U−1)t on Alice’s message-encoded quantum state |ψ(m,n)⟩ = T̂ |ψpk⟩ where the public key, |ψpk⟩ = U t |lx, ky, qc⟩.
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Bob obtains,

M̂ |ψ(m,n)⟩ =(U−1)tT̂ |ψpk⟩ = (U−1)tT̂U t |lx, ky, qc⟩
= U−tT̂U1U t−1 |lx, ky, qc⟩
= U−tU1T̂U t−1 |lx, ky, qc⟩
= ... = U−tU t−1T̂U1 |lx, ky, qc⟩
= U−tU tT̂ |lx, ky, qc⟩
= |(l +m)x⟩ |(k + n)y⟩ |qc⟩ .

(13)

From this outcome of Eq. (13), Bob securely reads the two messages (m,n) encoded by Alice. The second and third lines

of Eq. (13) justify the necessity of the commutation relation [U, T̂ ] = 0 in the cryptographic protocol. In other words,
without the commutation relation, message decryption is impossible.

C. Nonlocal 2-way SPES based quantum-cryptographic protocol

The nonlocal 2-way SPES generated via the 2D AQW method can also be used to design a quantum cryptographic
protocol to encode two messages (m,n) in the two nonlocal DoFs (x, y) of the quantum particle evolving via the AQW.
We discuss the protocol considering the optimal entangler G1xG1y... in the subsequent steps–

Step 1: Consider, Alice plans to transfer two messages m and n to Bob securely, where m,n ∈ {−N,−(N −
1), ...,−2,−1, 0, 1, 2, ..., N − 1, N}. Here, N is the maximum value for the position of the walker in the x or y di-
rection at time step t in the AQW evolution. Bob generates the public key as |ϕpk⟩ = U t |lx⟩ |ky⟩ |qc⟩, where U =

Ŝy.[1xy⊗Ĝ1].Ŝx.[1xy⊗Ĝ1]. |lx⟩ and |ky⟩ are respectively the x and y position states and |qc⟩ = cos
(
θ
2

)
|0c⟩+eiϕ sin

(
θ
2

)
|1c⟩

be the coin state, of the particle. This public-key is entangled in the nonlocal x and y-DoF, for example, with an entan-
glement value Nxy = 0.4273 at t = 2, Nxy = 2.9398 at t = 10 for ϕ = π and θ = π

2 at both time-steps (see main text
Fig. 1(b)). Bob then sends this public key to Alice at any arbitrary AQW time-step (t).

Step 2: Alice encodes the messages m and n respectively in the x-DoF and y-DoF, via |ψ(m,n)⟩ = T̂ |ψpk⟩, where
T̂ =

∑N
i,j=−N |(i+m)x⟩ ⟨ix| ⊗ |(j + n)y⟩ ⟨jy| ⊗ 1c. Alice then sends this encoded message to Bob via the quantum state

|ψ(m,n)⟩.

Step 3: Bob decodes Alice’s message via the operation M̂ = U−t on |ψ(m,n)⟩. It is again essential to have [U, T̂ ] = 0,

i.e., the operators U and T̂ commute, for proceeding further with the cryptographic protocol. The detailed proof of the
commutation relation [U, T̂ ] = 0 is provided in Sec. B above. Due to the commutation relation, Bob obtains,

M̂ |ψ(m,n)⟩ =U−tT̂ |ψpk⟩ = U−2T̂U t |lx, ky, qc⟩ = U−tU1T̂U t−1 |lx, ky, qc⟩
= ... = U−tU tT̂ |lx, ky, qc⟩ = |(l +m)x⟩ |(k + n)y⟩ |qc⟩ .

(14)

Finally, Bob securely reads the two messages (m,n) encoded by Alice from this outcome.

The security of the cryptographic scheme against any eavesdropper attack is discussed below in Sec. D.

D. Security of the nonlocal 2-way SPES-based quantum cryptographic protocol with example messages

Here, we discuss the cryptography scheme based on 2-way SPES and its resilience against any eavesdropping attacks,
with example messages of m = 1 and n = 2.

Let |lx⟩ = |0x⟩ , |ly⟩ = |0y⟩ , |qc⟩ = 1√
2
(|0c⟩ − |1c⟩). These correspond to the initial state (separable) as shown in main

text Eq. (1), i.e., |ψ0⟩ = |0x, 0y⟩ ⊗ [cos
(
θ
2

)
|0c⟩+ eiϕ sin

(
θ
2

)
|1c⟩], with (ϕ = π, θ = π

2 ), and let us consider the AQW state
at time-step t = 2 for simplicity in the calculations.

Step 1: The public key generated by Bob is, |ϕpk⟩ = U2 |0x⟩ |0y⟩ 1√
2
(|0c⟩−|1c⟩), where U = Ŝy.[1xy⊗ Ĝ1].Ŝx.[1xy⊗ Ĝ1].



9

Thus,

|ϕpk⟩ =U2 |0x, 0y⟩ ⊗
1√
2
(|0c⟩ − |1c⟩)

=
1

8192
[v3u−2(−8e

iπ
2 +

√
2vu−2) |−2x,−2y, 0c⟩+ e

iπ
2 {32e iπ

2 v(
√
2v − 8e

iπ
2 u2) |−2x, 0y, 0c⟩

+ (64
√
2e

iπ
2 v2 + 8eiπv(−32 + v2)u−4)u2) |0x,−2y, 0c⟩ − (64

√
2e

3iπ
2 v2 + 8e2iπv3u−2

− 256e2iπvu2) |0x, 0y, 0c⟩+ (1024
√
2e

3iπ
2 u4 + 256e2iπvu2) |2x,−2y, 0c⟩+ (32

√
2e

5iπ
2 v2

+ 8e3iπv3u−2) |2x, 0y, 0c⟩ − (32
√
2e

iπ
2 v2 − 8v3u−2) |−2x, 0y, 1c⟩+ (256eiπvu2

− 1024
√
2e

3iπ
2 u4) |−2x, 2y, 1c⟩+ (64

√
2e

3iπ
2 v2 − 8eiπv3u−2 + 256eiπvu2) |0x, 0y, 1c⟩

− (64
√
2e

5iπ
2 v2 − 8e2iπv3u−2 + 256e2iπvu2) |0x, 2y, 1c⟩ − (32

√
2e

5iπ
2 v2 + 256e2iπvu2) |2x, 0y, 1c⟩

− (
√
2e

7iπ
2 v4u−4 + 8e3iπv3u−2) |2x, 2y, 1c⟩}] ,

(15)

where u = sin
(
3π
16

)
and v = csc

(
π
8

)
. This public-key quantum state |ϕpk⟩ with the intertwined complex amplitudes is

entangled in the nonlocal x and y-DoF, with degree of entanglement N = 0.4273 (negativity). Bob then sends this public
key to Alice. An eavesdropper (Eve) can interrupt the communication in step 2 when Alice transfers the encrypted
quantum state |ψ(m = 1, n = 2)⟩ to Bob.

Step 2: Alice encodes the messages m = 1 and n = 2 respectively in the nonlocal x-DoF and y-DoF, via

|ψ(m = 1, n = 2)⟩ = T̂ |ψpk⟩, where T̂ =
∑2

i,j=−2 |(i+ 1)x⟩ ⟨ix| ⊗ |(j + 2)y⟩ ⟨jy| ⊗ 1c. Then Alice sends this message
containing the quantum state to Bob.

Step 3: In the absence of Eve, Bob receives |ψ(m = 1, n = 2)⟩ untampered and decodes the Alice messages by operating

M̂ = U−2 on |ψ(m = 1, n = 2)⟩. As a consequence of the commutation relation [U, T̂ ] = 0, (see Sec. B above), Bob
obtains,

M̂ |ψ(m = 1, n = 2)⟩ =U−2T̂ |ψpk⟩ = U−2T̂U2 |0x, 0y⟩ ⊗
1√
2
(|0c⟩ − |1c⟩)

= U−2U2T̂ |0x, 0y⟩ ⊗
1√
2
(|0c⟩ − |1c⟩) = T̂ |0x, 0y⟩ ⊗

1√
2
(|0c⟩ − |1c⟩)

= |(0 + 1)x, (0 + 2)y⟩ ⊗
1√
2
(|0c⟩ − |1c⟩) = |1x⟩ |2y⟩ ⊗

1√
2
(|0c⟩ − |1c⟩).

(16)

Thus Bob got the product state |1x⟩ ⊗ |2y⟩ ⊗ 1√
2
(|0c⟩ − |1c⟩) and finally, from this output state (see, its position kets),

Bob securely reads the two messages (m = 1, n = 2) encoded by Alice.

Now, let us consider that Eve is present at Step 2 and has access to quantum computers (say, Q-Eve) or classical
computers (say, C-Eve). However, Eve does not know the private key, i.e., the values of {A, j}, thus C-Eve learning the
state |ψ(m = 1, n = 2)⟩ is well-nigh impossible [6]). It mitigates the intercept-and-resend Eve attack [20] where Eve tries
to measure the message-encrypted state or signal, i.e., |ψ(m,n)⟩. Similarly, Q-Eve can not affect, as her measurements
perturb and alter the quantum state |ψ(m,n)⟩ and make the state unusable. This attempt of interception will be
recognized immediately by the sender-receiver duo. Further, the genuine nonlocal 2-way entanglement in public key
(|ψpk⟩) (as compared to a product-state or superposed public key of Refs. [6, 13]) makes it even harder for both Q-Eve or
C-Eve to extract any information from |ψpk⟩ (the public key) via POVM measurements [6]. Additionally, the fact that
the private key {A, j} is shared among Alice and Bob takes care of the risk of the receiver’s authentication (i.e., a man-in-
the-middle attack [20]), i.e., whether the receiver is the friend (Bob) or a foe like Eve. Finally, Q- or C-Eve needs to have
information on the operator to be applied on the state |ψ(m = 1, n = 2)⟩ to retrieve the message(s) encrypted by Alice.

Additionally, the probability of any Eve guessing correct M̂ and retracing back to the quantum state |ψ(m = 1, n = 2)⟩
is practically negligible because there exist infinite ways to form coin operators, and their combinations for the complex
2D AQW evolution.

To summarize, the private key information is inaccessible to Q- or C-Eve and Eve has almost zero probability of knowing
Alice’s encrypted quantum state |ψ(m,n)⟩. In addition, the nonlocal 2-way entanglement in the public key (|ψpk⟩) adds
another layer of protection (because of this, information extraction from the public key via any measurement is impossible).
Due to the infinitely large number of possible 2× 2 coin operators and their combinations to form a 2D-AQW-evolution
operator, Eve figuring out the exact message-decryption operator M̂ (see Step 3 above) and retrieving back to the quantum
state |ψ(m,n)⟩, is practically impossible. This quantum cryptographic protocol is, therefore, foolproof and resilient against
Eve, no matter whether Eve has access to quantum or classical computers. Although this quantum cryptography scheme is
secure, implementing methods like hardware adaptation to isolate quantum systems and employing privacy-amplification
is highly recommended [20]. These measures can further mitigate deviations from the theoretical prediction in the practical
implementation of the quantum cryptographic scheme.
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E. Comparison between QW-based quantum cryptographic schemes

A comparison of this cryptographic scheme (this paper) based on the genuine three-way SPES and the nonlocal two-
way SPES via the 2D AQW setup with other existing relevant cryptographic proposals [6, 11–13] is shown in Table I.
The proposal of Ref. [11] uses the DTQW evolution of two particles, whereas the other proposals (including this paper)
involve the DTQW evolution of single particles. The existing cryptographic protocols [6, 11–13] employ 1D DTQWs
to generate their cryptographic keys. Ref. [11] showed that a cyclic 1D-DTQW could generate random key sequences
due to its inherent nonlinear chaotic dynamic behavior but focuses only on image encryption. The protocol of Ref. [6]
uses quantum states generated through cyclic 1D DTQW (CQW) dynamics to generate public keys, whereas Ref. [13]
uses periodic quantum states exploiting chaotic vs. ordered 1D CQW dynamics to achieve the same goal. Ref. [12]
uses recurrent maximally entangled states generated via a 1D CQW in forming public keys. On the other hand, our
proposal uses genuine 3-way (as well as nonlocal 2-way) SPES states generated via 2D AQW dynamics. One spectacular
advantage of our proposal is that one can securely encrypt and decrypt two distinct messages simultaneously, unlike the
previous protocols [6, 12, 13], where just one message can be communicated between Alice and Bob. It is possible due
to our use of the 2D AQW evolution, which exploits the particle’s two infinite spatial Hilbert spaces. In contrast, as in
the previous protocols, 1D cyclic DTQWs have only one finite spatial Hilbert space. Regarding message decryption, our
proposal with small time steps is as resource-saving as the proposals of Refs. [6, 12, 13]. Another distinctive advantage
of our protocols is their superior security against eavesdropper attacks over other existing proposals. It is leveraged from
using the genuine three-way (or nonlocal 2-way) single particle entangled states as public keys and the complexity of the
used 2D AQW evolution. The use of 2D AQW dynamics in this letter expands the range and complexity of possible
coin or evolution operators beyond what is achievable with 1D DTQW dynamics of existing proposals. It also makes
our protocols more secure against quantum and classical computer-based brute-force attacks than the existing proposals,
as a more extensive and intricate set of coins or evolution operators correlates with greater security in a cryptographic
algorithm. The protocol in Ref. [12] is secure due to its entangled public key. However, it can only encode a single message
and includes one position Hibert space (i.e., 1D DTQW evolution)—the protocols of Refs. [6, 13] lack entanglement in
their public keys and may not be as secure as our proposed protocols and that of Ref. [12].

TABLE I: Comparison between different DTQW-based quantum cryptographic schemes

Properties↓/Proposals→

3-way (nonlocal 2-way)
entangled states via 2D
AQW based protocol

(This paper)

Recurrent entangled states
via 1D cyclic QW
based protocol

(D. Panda & C. Benjamin [12])

Periodic states via
1D cyclic QW
based protocol

(A. Panda & C. Benjamin [13])

Non periodic 1D
cyclic QW

based protocol
(Vlachou et al. [6])

Chaotic 1D
cyclic QW

based protocol
(Yang et al. [11])

Cryptographic (public) key
generating method

2D AQW, genuine three-way
or, nonlocal two-way entangled
states generated via the 2D AQW.

Recurrent entangled states via
1D CQW.

Periodic states via 1D
CQW.

States via 1D CQW.
1D CQW of
two particles.

No. of simultaneous
message(s) for

encryption-decryption

Two; one with the x-DoF
and the other with y-DoF.

One, with x-DoF. One, with x-DoF. One, with x-DoF. Not applicable.

Message decryption method
Resource saving for working with
few time steps in the AQW
evolution.

Resource saving as it
exploits periodicity of DTQW
and entangled states.

Resource saving as it
exploits periodicity of DTQW.

Resource consuming as it
exploits inverse of the
DTQW evolution operator.

Not applicable.

Resilience against
eavesdropper (Eve) attack

Highly secure due to genuine 3-way
entanglement in public key, secrecy
in public key and complexity of
2D AQW evolution operator.
Here, it is easy to detect Eve.

Secure due to entanglement
in public key, secrecy in public
key and periodicity of 1D DTQW.
Here, it is also easy to detect Eve.

It is more secure than Vlachou et
al. [6] due to the secrecy of
the Public key and
1D DTQW periodicity.

Secure only due to the
secrecy of the Public key
via 1D DTQW.

Not applicable.

F. Experimental realization of cryptographic protocol based on nonlocal 2-way SPES

Our quantum cryptographic protocol using the nonlocal 2-way SPES can also be experimentally realized with a photonic
circuit [15, 21–23] using a single-photon source, similar to the photonic realization of 3-way SPES based cryptographic
protocol as discussed in the main text. Here again, the OAM (orbital-angular-momentum), path, and polarization of a
single photon are mapped correspondingly into the x-position, y-position, and coin DoF of the quantum walker. The
same experimental circuit shown in the main text, Fig. 2, can also implement this 2-way SPES-based protocol. The
experimental setup requires passive optical devices such as polarization beam splitters (PBS) and J-plates [24]. A PBS

acts as Ŝy operator of the AQW dynamics, as this device reflects horizontal polarization (|0c⟩) and transmits vertical
polarization (|1c⟩). Since a J-plate modifies a photon’s OAM states depending upon its polarization states, this device

imitates the AQW operator sequence: coin-shift in x direction-coin, i.e., J(α, β, γ) ≡ [1xy ⊗ Ĝ1]).Ŝx.[1xy ⊗ Ĝ1]. The
output photon from Bob’s setup, as in main text Fig. 2(b), has nonlocal 2-way entanglement (SPE) between its path and
OAM states, and the entanglement quantifier entanglement-negativity (N) can be calculated via a full state tomography
or a machine-learning assisted measurement scheme with a series of swap operators on copies of the quantum state [25].
This nonlocal 2-way entangled single-photon is the public key. When untampered, Alice can use it to encode two messages
(m,n), one in the OAM state and the other in its path state, via an appropriate arrangement of J-plates and PBS. After
receiving the message-encoded photon, Bob will use a sequence of PBS and J-plates akin to the inverse of the AQW
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evolution operator, as shown in the main text, Fig. 2(c). Then Bob finally recovers the encrypted messages by measuring
the OAM and path states of the photon using the detectors at his disposal. A single photon detector (SPD) measures
the photon’s path state, and then Bob obtains the message m. Bob measures the photon’s OAM state using an SPD, a
single-mode fiber, and a spatial light modulator, and he finally obtains the message n.
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