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Abstract—Federated learning is a promising collaborative
and privacy-preserving machine learning approach in data-rich
smart cities. Nevertheless, the inherent heterogeneity of these
urban environments presents a significant challenge in selecting
trustworthy clients for collaborative model training. The usage
of traditional approaches, such as the random client selection
technique, poses several threats to the system’s integrity due
to the possibility of malicious client selection. Primarily, the
existing literature focuses on assessing the trustworthiness of
clients, neglecting the crucial aspect of trust in federated servers.
To bridge this gap, in this work, we propose a novel framework
that addresses the mutual trustworthiness in federated learning
by considering the trust needs of both the client and the server.
Our approach entails: (1) Creating preference functions for
servers and clients, allowing them to rank each other based on
trust scores, (2) Establishing a reputation-based recommendation
system leveraging multiple clients to assess newly connected
servers, (3) Assigning credibility scores to recommending devices
for better server trustworthiness measurement, (4) Developing a
trust assessment mechanism for smart devices using a statistical
Interquartile Range (IQR) method, (5) Designing intelligent
matching algorithms considering the preferences of both parties.
Based on simulation and experimental results, our approach
outperforms baseline methods by increasing trust levels, global
model accuracy, and reducing non-trustworthy clients in the
system.

Index Terms—Federated Learning, Trustworthiness, Game
Theory, Smart-cities, IoT, Bootstrapping, Recommendation Sys-
tems

I. INTRODUCTION

THe concept of smart cities is gaining popularity day by
day. This is driven by the fact that urban regions now

host more than half of the global population. Projections
from the World Bank indicate that this urban population
will reach 6 billion by 2045 1. Smart cities rely on data
collected from Internet of Things (IoT) sensors and Internet
of Vehicles (IoV) networks [1]. According to the International
Data Corporation (IDC), the number of IoT devices globally

1https://www.worldbank.org/en/topic/urbandevelopment/overview

is estimated to reach approximately 41.6 billion by 2025 2.
This data abundance offers businesses opportunities to enhance
production processes and strategic decision-making, boosting
profitability [2], [3]. Nonetheless, the prevailing data analysis
method often involves offloading data of smart devices to
edge servers for training and pattern extraction. This approach
encounters scalability challenges given the exponential growth
of smart city devices and data heterogeneity [4]–[8].
To address these challenges, Federated Learning (FL) has
emerged as a solution to communication and privacy con-
cerns [9], [10]. FL enables model training tasks to be executed
locally, at the device level, and through distributed meth-
ods [11]. In this process, the federated server initially creates
a machine-learning model and communicates its weights to a
selected group of client devices during each communication
round. Clients perform model training on their local data
and provide updated weights to the federated server, which
aggregates them to construct a new global model. This iterative
process continues until a specific number of training rounds
or the desired accuracy is reached [12].
The distributed nature of data in smart cities drives the
adoption of FL, aligning with data localization and privacy
needs. FL handles data growth, offering scalability, resource
efficiency, resilience, real-time adaptability, and latency reduc-
tion. It taps into the potential of edge devices, ensuring system
resilience even in node failure scenarios. In summary, FL
addresses challenges posed by distributed datasets, enhancing
privacy and scalability while unlocking the potential of smart
city initiatives. Nevertheless, given the heterogeneous nature
of devices in smart cities, it is a challenging task to select
a trustworthy set of clients to cooperate and work within the
model training during federated learning rounds. The usage
of traditional approaches, such as the random client selection
technique, would pose several threats to the integrity of the
system. This is due to the possibility of selecting malicious
clients which can target the system with attacks such as

2https://www.idc.com/
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poisoning attacks. These attacks can degrade the accuracy of
the final global model [13]. Current literature often focuses
on assessing client trust while neglecting trust in federated
servers and primarily targets bootstrapping the process rather
than addressing newcomer IoT device challenges [14].

This paper introduces a novel framework for bilateral client
selection in federated learning environments in the domain
of smart cities. The advantage of the approach stems from
the fact that it considers the trustworthiness of both entities
in the environment, i.e., the federated servers, as well as the
clients. The goal is to enhance the security, reliability, and
efficiency of the federated learning system while unlocking
the full potential of smart cities. The main challenge lies
in assessing the client’s trust without directly accessing the
smart devices’ internals. The approach addresses this through a
method based on resource monitoring and statistical IQR score
analysis. We assume that by monitoring client device resource
utilization, abnormal behaviour or performance deviations can
raise concerns about trustworthiness. In addition, the reputa-
tion of the federated servers is also a crucial factor, which
leads to the use of a reputation-based recommendation system
in the environment. This system evaluates and recommends
trustworthy federated servers based on past performance, in-
tegrity, and reliability while introducing a credibility score
for recommending devices; by considering the trustworthi-
ness of both clients and the federated servers, the proposed
framework targets to create a robust and secure federated
learning ecosystem in the realm of smart cities. This approach
addresses concerns related to data privacy, security breaches,
and biased learning outcomes, fostering trust and confidence
among federated learning parties.

A. Problem Statement

Performing federated learning training tasks on smart de-
vices can provide substantial advantages. Nonetheless, adopt-
ing an unsupervised client selection approach, as per the
standard federated learning model [15], has drawbacks for
a plethora of reasons. First, the inclusion of untrustworthy
clients can significantly degrade the performance of the over-
all system. Untrustworthy devices may engage in malicious
activities, such as injecting bogus data into the local train-
ing process, which can lead to skewed models and reduced
accuracy [13]. This not only undermines the effectiveness
of the federated learning approach but also compromises the
privacy and security of the system. Second, While existing
research primarily focuses on assessing the trustworthiness of
clients, this process is usually single-sided, as it often neglects
the potential untrustworthy effects of servers, particularly
in scenarios involving payment or data disclosure. In such
contexts, servers can pose a threat to the confidentiality and
integrity of client data. Overlooking this aspect of trust leaves
the federated learning system vulnerable to data breaches
and unauthorized access. To create a more comprehensive
and robust trust framework, we believe that it is essential
to consider the trustworthiness of both clients and servers.
Furthermore, allowing the servers to assign trust values to
themselves is also a challenging task since the servers might

act mischievously and assign high scores deliberately. Such
factors ensure that the trustworthiness of federated servers
poses a significant challenge and should not be neglected.
However, the absence of a comprehensive trust assessment
framework hinders the widespread adoption of federated server
infrastructures in smart cities. In our prior research [16], [17],
we addressed the challenge of selecting clients in federated
learning, taking into account client incentives (rewards) and
enhancing the accuracy of the global model on federated
servers. In this study, we propose that trust scores for all
participants in a federated learning system should take a
crucial role in the decision-making process. Consequently,
we have created a mechanism to foster trust between smart
devices and federated servers, which facilitates mutual trust
establishment and authentication between these two parties.

B. Contributions

Motivated by the limitations of random client selection and
the fact that most existing work in the current literature focuses
on assessing client trust while neglecting trust in federated
servers and primarily targets bootstrapping the process rather
than addressing newcomer IoT device challenges. In this
paper, we introduce a novel mutual trust selection approach
for federated learning within smart city environments. Our
approach relies on a combination of reputation-based recom-
mendation systems, statistical IQR trust-establishing methods,
and matching game theory. The reputation-based recommenda-
tion system evaluates and recommends trustworthy federated
servers based on past performance, integrity, and reliability
while introducing a credibility score for recommender devices.
The IQR method is applied to evaluate the trustworthiness of
smart devices based on resource usage. Finally, the adoption
of matching game theory allows the clients and the federated
servers to choose each other by preferences, taking into
account trustworthiness. Consequently, smart devices will play
a role in determining their preferred federated server based on
the server’s level of trust and vice versa.

Hereafter, we summarize the main contributions of our
work:

• Developing a trust bootstrapping model that enables
devices to allocate trust values to newcomer federated
servers with no prior participation. We believe this will
ensure fairness in future Federated Learning (FL) training
rounds between active servers, newcomers and existing
clients in terms of participant acquisition.

• Creating a credibility score model for devices to uphold
the bootstrapping quality by dynamically updating device
credibility scores based on their associated trust values
and recommendations provided by various recommenders
(i.e., other devices in the system that can give a recom-
mendation towards another device).

• Introducing a novel client selection approach in federated
learning, which draws inspiration from game theory and
takes into consideration the preferences of both clients
and servers during the selection phase.

• Creating a different trust calculation mechanism for both
client smart devices and federated servers.
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• Developing a group of matching algorithms which take
into account the preferences of client devices as well as
federated servers. These proposed algorithms establish
a stable matching relationship, discouraging withdrawal
from the matching by either clients or servers.

C. Paper Organization

We investigate the existing research concerning the selection
of trustworthy clients, emphasizing the originality of our
approach in Section II. We then outline the trust establishment
mechanisms between smart devices and federated servers
in Section III. Subsequently, we introduce the method for
calculating trust in smart devices, Section III-A, and federated
servers, Section III-B. Furthermore, we explore the principles
of matching game theory and the formulation of preference
lists in Section IV-B. We present the development of dis-
tributed matching algorithms in Section IV-E. To comprehen-
sively evaluate our proposals, we describe the experimental
setup employed for simulations and result interpretation in
Section V. Lastly, we offer a concise summary and conclusive
remarks in Section VI, encapsulating the essence of our study.

II. RELATED WORK

In this section, we survey the existing works in the literature
pertaining to client selection as well as the usage of game
theory in the selection process. We also highlight the novelty
of our approach.

A. Client Selection in Federated Learning

In [18], the authors introduce a novel method for trust
formation between IoT devices and training servers. The tech-
nique focuses on identifying underused or overused resources
during model training by the device by implementing a Double
Deep Q Learning (DDQN) task scheduling method. This
method incorporates trust scores and energy levels to perform
scheduling decisions.

Chen et al. in [19] employ an information gain strategy
to assess gradient variation similarities between the global
model and locally trained models. This solution operates at
the model aggregation level, where trust scores are assigned
to individual working devices based on similarity values. This
approach mitigates the adverse effects of suspicious nodes.

In [20], Cao et al. propose FLTrust, a federated learning
approach. Where task owners bootstrap trust values for each
client’s model in each round using pre-obtained historical
data named as root dataset. this historical data is utilized to
construct a model to predict trust scores.

In this work [21], Wahab et al. put forth an approach
that calculates trust values for potential recommender devices.
This approach also incorporates a scheduling technique based
on Interquartile Range statistical and double-deep Q-learning
methods to specify the accepted client devices. The selection
of suitable candidate devices relies on both the levels of energy
and the candidate trust score.

In [22], Bao et al. introduce FLChain, which relies on
the blockchain mechanism for establishing a sustainable,

distributed, and transparent federated learning scheme. This
system incorporates trust factors and rewards to incentivize
trustworthy trainers and penalize dishonest devices in real
time.

In a recent study by authors in [23], FLTrust was proposed to
mitigate the presence of malicious clients in federated learning.
Unlike conventional byzantine-robust techniques that heavily
count on statistical analysis to identify malicious clients, their
method leverages a small quantity of acquired data to bootstrap
trust.

The work presented in [24] tackles the issue of restricted
computational capabilities on client devices and introduces an
approach referred to as FedCS. This method aims to address
the challenge posed by the diversity of resources available
on client devices by introducing certain limitations on the
acceptance criteria for updated models. In [25], the authors
introduce FedMCCS. This approach considers the resources of
each individual device during the selection process. An evalu-
ation of these resources is performed to determine whether
a particular device is capable of performing a Federated
Learning (FL) task.

Another noteworthy contribution in the field of FL is
presented in [26], the authors proposed FLOD, an innova-
tive approach designed to defend against byzantine threats
in federated learning. FLOD leverages trust establishment,
aggregation based on Hamming distance, several optimiza-
tions and homomorphic encryption to guarantee resistance to
byzantine attacks and privacy preservation. In contrast to other
methods, these techniques illustrate the benefits of utilizing
trust establishment to assign a trust score to each local model.

B. Game Theory in Federated Learning

Game theory enhances decision-making by providing a
framework to analyze strategic interactions, leading to optimal
outcomes in diverse fields such as economics, politics, and
evolutionary biology. It promotes cooperation, reveals hidden
incentives, and guides the formulation of effective strategies.

The authors of [27] introduce a novel matching-theoretic
strategy for addressing the challenge of low-latency task
scheduling in multi-access edge computing networks charac-
terized by incomplete preference lists. In a large ecosystem,
the matching process takes place between the server respon-
sible for federated learning tasks and end-user devices.

In [28], the authors proposed a matching-theoretic solution
with incomplete preference lists in a multi-access edge com-
puting environment to handle the low-latency task scheduling
issue. The matching process takes place between edge nodes
responsible for federated learning tasks and end-user devices
in a large environment.

In [29], the authors present a one-to-one modified dual-sided
matching framework to handle task allocation in federated
learning while safeguarding against untrustworthy clients. The
study also introduces a worker reputation metric. The proposed
approach effectively allocates tasks and mitigates potential
malicious actions.

Based on the literature, the majority of the approaches
consider trust from a single-side approach. That is, from the
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side of the clients or vice versa. Also, it is important to
note that these solutions primarily focus on bootstrapping
the overall model and the federated learning process rather
than specifically targeting newcomer IoT devices, which is the
primary focus of our work. On the other hand, our suggested
approach aims to develop a mutual trust-based solution that
considers the trust of both entities, i.e., the server as well as
the clients. This gives room for less biased selections while
minimizing the levels of untrustworthiness in the environment,
making the system more robust and secure.

III. PROBLEM FORMULATION

This section outlines the procedure for establishing trust
scores among participants in the federated learning setting,
specifically, the clients and servers. Additionally, we em-
phasize and provide explanations for the various symbols
employed in this study, as represented in Table I.

TABLE I: Notations Index

Notation Description

Federated Servers and Clients
A Initial group of federated servers
D Initial group of clients
a a single federated server
d a single client
Sa Set size of clients selected by server a
LSa List of clients selected by server a
Ka Set of clients desired by server a

Trust Establishment
Ta Trust score for a single federated server a
Td Trust score for a single client d

F
Features of resource data, namely, F = { RAM , CPU,

bandwidth}
f a single feature f ∈ F

Mf
d

List of devices resource feature f ∈ F upon a certain
round r

Ef List of resource utilization by a subset D′ ⊂ D of
clients during training

αf
d Total overutilization of feature f by client d
βf
d Total underutilization of feature f by client d
γfd Frequency of overutilization of feature f by client d
δfd Frequency of underutilization of feature f by client d
ζfd Average underutilization of feature f by client d
εfd Average overutilization of feature f by client d

ηfd
overutilization of feature f by client d according to

upper limit
ψf
d overutilization frequency of features f for device d

ϑfd
Underutilization of feature f by client d according to

lower limit
λfd Underutilization frequency of feature f for client d

Matching Game Approach
Γ(d) A matching game strategy of client d
Γ A matching game relation between two parties
Pa Preference array of server a
Pd Preference array of device d

d′ ≻s d′′ Server a prefers d′ over d′′
Γ(a) A matching game strategy of server a

A. Trust Establishment Mechanism for Clients

In this section, we introduce the trust establishment mech-
anism applied by the servers to compute the client’s trust
score. By monitoring the clients’ resources (i.e., CPU, RAM,
and Bandwidth) consumption during the training rounds, the
federated server will be able to specify untrustworthy clients
that over-use or under-use their resources.

Algorithm 1: Client Devices Trust Establishment

Input: F, Ef , Mf
d

Output: Trustworthiness of client device d
1: for each f in F and d in D do
2: Arrange the data points in sample Ef

3: Obtain Qf3 , Qf2 , Qf1
4: Obtain the interquartile range: IQRf = Qf3 - Qf1
5: Obtain lower limit: Lf = Qf1 + IQRf * 1.5
6: Obtain upper limit: Uf = Qf3 + IQRf * 1.5
7: for each xfd in Mf

d do
8: if xfd > Uf then
9: αfd +=xfd

10: γfd +=1
11: else if xfd < Lf then
12: βfd +=xfd
13: δfd +=1
14: end if
15: end for
16: if γfd > 0 then
17: εfd = αfd / γfd
18: ηfd = Uf / εfd
19: | ψd | += 1
20: end if
21: if δfd > 0 then
22: ϑfd = Lf / ϑfd
23: ζfd = βfd / δfd
24: | λd | += 1
25: end if
26: end for
27: if | λd | ==0 and | ψd | ==0 then
28: Td = 0
29: else
30: Td =

∑F
f η

f
d+ϑ

f
d

ψd+λd

31: end if

The methodology applied relies on the Interquartile Range
(IQR) statistical technique [21]. The core concept behind
the IQR method involves dividing the dataset into different
quartiles, denoted as Q3, Q2, and Q1. Q1 represents the
threshold above which 75% of the dataset observations lie,
while Q2 corresponds to the median of the sorted dataset.
Q3, on the other hand, signifies the point below which 75%
of the dataset resides. This approach takes a small dataset
as input, containing the average consumption of RAM, CPU,
and bandwidth across a group of clients previously involved
in federated learning model training with similar resource
requirements. To identify potentially suspicious usage patterns
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within the dataset, the federated server incorporates the In-
terquartile Range (IQR) statistical technique.

B. Bootstrapping Trust for federated servers

In this section, we discuss the proposed trust bootstrapping
solution and highlight the main phases of the process.

Bootstrapping is a mechanism commonly applied in various
areas of study (like cloud computing) to provide recommen-
dations to the different parties involved in roles within the
environment. In the context of our work, such a system
helps determine the level of trust for newly joined federated
servers in the environment when there is no prior information
about them [30], [31]. Accordingly, our approach aims to use
bootstrapping to assess the trustworthiness of newly added fed-
erated servers initially. In our proposed solution, clients create
preference lists which contain a list of the federated servers
they want to work with based on the trust levels of the servers.
Thus, servers without trust scores are excluded from the list, as
assigning random trust values can create unfair situations for
both the clients and servers. To overcome this problem, our
method relies on the collaboration of multiple active clients
working together in a distributed manner. Whenever a client
encounters a new federated server, it seeks guidance from its
neighbouring devices to obtain a recommended trust value.

1) Bootstrapping Overview
In our collaborative smart devices ecosystem, depicted in

Fig. 1, the smart devices work together to establish a trust
score for assessing the trustworthiness of federated servers.
Each smart device maintains a comprehensive dataset that
captures the historical interactions with the federated server
in the previous rounds of training. This dataset encompasses
various characteristics, such as type, region, payment, and
the corresponding trust score. When a new federated server
expresses its willingness to call a specific client (Step I),
the client requests from the neighbouring clients to predict
the expected trust score for the federated server (Step II).
To accomplish this, the client forwards a bootstrapping query
to all other active nearby clients (Step II). Subsequently, the
intended clients predict the trust score based on their local
decision tree classification model (section III-B2) (Step III).
Once the trust values are produced, the client aggregates the
received scores using the Dempster-Shafer method (DST) by
considering the credibility score of each smart device (Step
IV). Finally, the smart device updates the credibility score for
all participated neighbours based on the DST result (Step V).
This collaborative process harnesses the collective knowledge
and experiences of the clients in the system to assess the
federated servers’ trustworthiness and integration capabilities
within the smart cities ecosystem.

2) Decision Tree Creation
The decision tree is a popular supervised technique in ma-

chine learning that utilizes the concept of information gain to
construct decision trees in a top-down manner. This approach,
inspired by the ID3 algorithm and employing a greedy search
strategy without backtracking [32], finds broad application in
various domains. Decision trees can be created for regression
and classification tasks, where the focus of classification

Fig. 1: Bootstrapping Architecture

decision trees lies in categorical outcomes. When constructing
a classification decision tree, the primary consideration is
information gain. Information gain quantifies the decrease in
entropy or impurity within a dataset after dividing it based on a
specific attribute. The objective is to identify the attribute that
maximizes information gain, leading to informative and pre-
dictive splits. As the decision tree continues to split the dataset
into subsets that are increasingly homogeneous with regards
to the target variable, a tree structure gradually emerges.

The decision tree begins with a root node and progressively
splits the data into branches according to attribute values. At
each decision node, the attribute that maximizes information
gain is selected for further partitioning. Leaf nodes represent
final classification outcomes or class labels. The resulting
structure of nodes and branches forms a set of rules that
facilitate the classification of new instances.

Information gain is a guiding principle for determining
the most informative attribute to split on at each node. It
quantifies the level of uncertainty or randomness in the dataset
attributable to a specific attribute. The attribute with the high-
est information gain is deemed the most significant in discrim-
inating between different classes or categories. Through the
iterative application of this process, the classification decision
tree continuously refines its predictive capabilities, enabling
accurate classification of previously unseen data.

Below, we highlight the equations for entropy and informa-
tion gain:

Entropy:

H(X) = −
n∑
i=1

P (xi) log2(P (xi)) (1)

Information Gain:

Gain(X,A) = H(X)−
∑

v∈Values(A)

|Xv|
|X|

H(Xv) (2)

Where:
- H(X) denotes the entropy of the dataset X
- P (xi) represents the probability of occurrence of class
xi in dataset X
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- A is an attribute used for splitting
- Xv denotes the subset of dataset X where attribute A

takes value v
- Values(A) represents the possible values of attribute A
- |X| and |Xv| denote the cardinality of dataset X and

subset Xv respectively

These equations capture the essence of entropy and infor-
mation gain, which are fundamental concepts used in decision
tree algorithms to determine the quality of attribute splits and
construct accurate decision trees.

TABLE II: Historical Data Sample Example

Server Geographic Location Trust Score Trust Status

S1 Asia 99.05 YES

S1 America 100 YES

S2 Africa 99.37 YES

S2 Africa 99.88 YES

S3 America 99.54 NO

S4 Asia 73.69 NO

S4 America 97.62 YES

S4 America 92.42 YES

S4 Africa 87.62 NO

S4 Europe 82.42 NO

S4 Asia - ?

In order to showcase the practical application of information
gain in federated learning scenarios for decision tree genera-
tion, we present a demonstrative example using a subset of
the dataset presented in Table II. The dataset comprises data
collected from IoT devices about federated servers, including
details such as server type, provider, deployment region, and
observed trust.

For example, to assess the trustworthiness of a newly
deployed federated server, S4, which is located in Asia, we
initiate the evaluation process by examining the (sub)dataset.
The first step involves determining the dataset’s entropy using
Equation (1). By examining the trust status class labels in
Table 1, we observe that among the ten servers, four are
classified as ”No” and six as ”Yes”. Accordingly, the dataset’s
entropy can be computed as follows:

E(DATA) = - (6/10) log2(6/10) - (4/10) log2(4/10) = 0.971

Afterward, we move on to calculate the entropy of each
attribute, specifically the server and its geographic location,
using Equation (1). It is crucial to mention that we do not
include the trust score attribute in these computations as
it is unknown for newly joined servers. Nevertheless, we
incorporate this attribute in Table 2 to illustrate the decision-
making process for the class label attribute, trust status.

Hereafter, we illustrate the methodology employed to cal-
culate the entropy value for the Server attribute using equation
1.

Server = S1: We have two instances labeled ”Yes” and 0
instances labeled ”No”:

E(DS1) = −1 · log2(1)− 0 · log2(0) = 0

Server = S2: We have two instances labeled ”Yes” and 0
instances labeled ”No”:

E(DS2) = −1 · log2(1)− 0 · log2(0) = 0

Server = S3: We have 1 instance labeled ”No” and 0
instances labeled ”Yes”:

E(DS3) = 0

Server = S4: We have two instances labeled ”Yes” and three
instances labeled ”No”:

E(DS4) = −
(
3

5

)
· log2

(
3

5

)
−
(
2

5

)
· log2

(
2

5

)
= 0.971

Now, Since we have the entropy, we can move forward and
calculate the information gain using equation 2:

IG(DServer) = 0.971− 2

10
× 0.+

2

10
× 0.

+
1

10
× 0.+

5

10
× 0.971

= 0.4855

by applying the same step to the Geographic Location at-
tribute, we can get an information gain of:

IG(DGL) = 0.971− 2

10
× 0.+

3

10
× 0.917666

+
3

10
× 0.917666 +

2

10
× 0.

= 0.4204004

By following this approach, we can compute the entropy
values for the attributes and further analyze the newcomer
federated servers.

3) Trust Score Aggregartion
After setting up the recommendation trees on each side of

the recommender system and obtaining the recommendations,
we can move forward to the next phase, which is endorsement
aggregation. The main objective of this phase is to combine
the collected endorsements in a way that can handle dishonest
and misleading submissions. To accomplish this, we apply the
Dempster-Shafer method of evidence, which is known for its
ability to combine information from different sources. What
makes our approach different from existing techniques for
trust establishment is that it doesn’t rely on predetermined
thresholds for decision-making. Instead, we calculate beliefs
about both untrustworthiness and trustworthiness of devices
and compare them to make the final decision. Additionally,
our approach assigns weights to endorsers based on their
credibility scores, which are constantly updated to reflect
changes in their honesty over time. This dynamic weight
assignment approach differs from the static weight assignment
used in other methods.

Let H = {H1, H2, H3} represent the set of three hypotheses
that correspond to different endorsements for a newly deployed
server. In this context, H1 denotes trustworthiness, H2 de-
notes untrustworthiness, and H3 signifies uncertainty between
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distrust and trust. The basic probability assignment (BPA)
mb
i (H) for a specific hypothesis H about a server i given by

bootstrapper b correlates with the credibility score of b.
In particular, when bootstrapper b attributes a trustworthi-

ness score of λ to server i, the calculation of the BPAs for
various hypotheses proceeds as follows:

• mb
i (H1) = λ

• mb
i (H2) = 0

• mb
i (H3) = 1− λ

Alternatively, if bootstrapper b determines server i as un-
trustworthy, the BPAs are calculated as:

• mb
i (H1) = 0

• mb
i (H2) = λ

• mb
i (H3) = 1− λ

Once all the BPAs are defined, the ultimate collective belief
function concerning a specific hypothesis H is derived by
adding together the BPAs contributed by various endorsing
bootstrappers for H . The belief function determined by rec-
ommender system r concerning the trustworthiness of server
i after consulting two bootstrappers b′ and b is expressed as:

θri (H1) =
1

K

[
mb
i (H1) ·mb′

i (H1)

+mb
i (H1) ·mb′

i (H3) +mb
i (H3) ·mb′

i (H1)

] (3)

Similarly, after consulting two bootstrappers b′ and b re-
garding the untrustworthiness of item i’s the belief function
computed by r is provided by:

θri (H2) =
1

K

[
mb
i (H2) ·mb′

i (H2)

+mb
i (H2) ·mb′

i (H3) +mb
i (H3) ·mb′

i (H2)

] (4)

Finally, after consulting bootstrappers b′ and b, the belief
function determined by r for the federated server i with
respect to its trustworthiness or untrustworthiness (i.e., overall
uncertainty) is represented as:

θri (H3) =
1

K

[
mb
i (H3) ·mb′

i (H3)
]

(5)

Where:

K =
∑

h∩h′=∅

mb
i (h) ·mb′

i (h
′) (6)

The values generated by various belief functions are real
numerical values falling within the range of 0 to 1, meaning
θri (H1), θri (H2), and θri (H3) all lie within the interval [0, 1].
In conclusion, the recommender system’s decision regarding
a given newcomer server i is determined by evaluating the
beliefs in its lack of trustworthiness θri (H3) and trustwor-
thiness θri (H1) and subsequently comparing these values. In
other words, if θri (H1) > θri (H3), server i is classified as
trustworthy; otherwise, server i is considered untrustworthy.

C. Credibility Score

The credibility score adjustment procedure, described by
Equation (7), guarantees that each bootstrapper’s credibility
score is updated relatively to the contrast between their com-
puted endorsement R(u, i) for the federated server i and the
decision produced by the DST-based aggregation process. This
update process rewards users whose endorsements align with
the final decision, increasing their credibility scores, while
users whose endorsements deviate from the final decision
experience a decrease in their credibility scores. Maintaining
accurate credibility scores is crucial for the bootstrapping
process honesty, as the effectiveness of the DST aggregation
method heavily relies on the endorsers’ credibility scores.

ϕ(r → u) =

{
min(1, ϕ(r → u) +X), if C1
|ϕ(r → u)− Y |, if C2

(7)

where
• X = max(θir(T ), θir(N))
• Y = min(θir(T ), θir(N))

Accordingly, the conditions C1 and C2 are defined as
follows:

• C1: R(u, i) ∈ {T} ∧ θir(T ) > θir(N) or R(u, i) ∈
{N} ∧ θir(T ) < θir(M)

• C2: R(u, i) ∈ {T} ∧ θir(T ) < θir(N) or R(u, i) ∈
{N} ∧ θir(T ) > θir(N)

IV. CLIENT SELECTION: A MUTUAL APPROACH

In this section, we describe the introduced framework, ex-
plain the federated server and the client preference functions,
and provide the mutual selection algorithms for the client and
server.

A. Mutual Trust Matching approach Overview

Our proposed approach requires two distinct sets of inputs:
a group of operational smart devices labelled as D that are
ready and motivated to participate in the Federated Learning
(FL) model training process and a group of federated servers
denoted as A that must select a group of clients D′ ⊂ D
for executing federated learning tasks. In Figure 2, you can
observe the high-level architecture of our strategy within a
smart urban environment.

The proposed approach comprises three primary stages. (1)
Initially, federated servers communicate with smart devices
regarding their operational requirements. (2) In the phase
of preference establishment, each federated server and client
construct their preference array based on their trust score.
(3) Subsequently, federated servers and clients are matched
together.

B. Mutual Trust Game Theory Formulation

This section outlines the mutual trust game and the process
of generating preference lists for federated servers and clients.

Definition 1: Consider the matching relation Γ between
IoT/IoV devices and federated servers established through the
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Fig. 2: Overview of the Proposed Method

matching game. Γ is represented as a function A∪D → 2A∪D,
and it Comply to the following conditions:

• For each client d, Γ(d) is a subset of A. Where |Γ(d)| = 0
indicates that client d remains unallocated to any feder-
ated server.

• For each federated server a, Γ(a) is a subset of D.
In cases where Sa < Ka, it signifies that the required
number of smart devices for federated server a in its FL
task has not been met.

• The allocation relationship between client d and federated
server a, i.e., d ∈ Γ(a), holds true if and only if Γ(d) = a
for all d ∈ D and a ∈ A.

Definition 2: A relation between Server-Client Γ is termed
”restricted” if there exists a pair (a, d) where a belongs to Γ(d)
and d belongs to Γ(a). Additionally, the conditions a ≻d Γ(d)
and d ≻a Γ(a) must be satisfied.

Definition 3: A federated server, denoted as a, is considered
satisfied when it reaches the desired number of clients, denoted
as Ka. If a server still needs clients, it will accept any smart
device that meets the condition Sa < ka.

Definition 4: The Γ relation is considered stable under the
following conditions: (1) The relationship is not restricted, and
(2) each federated server has a sufficient number of client
devices in Sa to meet its requirements.

C. Preference Function: Federated Servers

Federated servers mainly aim to enhance the training ac-
curacy of deep learning models by carefully selecting client
devices with the highest trust scores. Each federated server
a ∈ A has a transitive, strict, and complete preference relation
Pa(D) with each smart device d ∈ D. If a preference
relationship d′ ≻a d′′ exists, federated server a prefers smart
device d′ over smart device d′′. Furthermore, if a does not
obviously prefer d to stay unpaired, the smart device d is
categorized as unappealing to a.

D. Preference Function: Clients

Clients aim to be matched to the federated servers with
the highest trust score. With each smart device d ∈ D, each

federated server a ∈ A has a transitive, strict, and complete
preference connection Pd(A). If a preference relation a ≻d a′
exists, federated server a is preferred over federated server
a′ for a smart device d. Furthermore, a federated server a is
labelled undesirable to d if a smart device d does not clearly
prefer joining a or staying unpaired.

E. Matching Algorithms: Clients & Federated Server

The following phase entails creating the appropriate al-
gorithms to carry out the intended matching based on the
generated preference lists obtained from Algorithm 1 and the
bootstrapping method introduced in (section III-B). Since our
methodology is distributed, we introduce two separate algo-
rithms (2 and 3). Algorithm 2 operates on each smart device,
while Algorithm 3 operates on each federated server. This
procedure results in the association of clients with federated
servers. To elaborate on Algorithm 2, each client device starts a
pairing process with its designated federated server, guided by
its preference list. On the contrary, through Algorithm 3, each
federated server responds to smart devices with acceptance or
rejection decisions according to its preference list.

Algorithm 2: Selection Process - Smart Devices

Input: Array Pd containing client preferences
Output: Matching relation between client device and feder-

ated server
1: repeat
2: for each a ∈ Pd do
3: Send pairing request messaged→m to a
4: Await for the response Responsem→d from a
5: Label a as visited
6: if Responsea→d == ”Accept” then
7: Match d and a
8: end if
9: end for

10: Rebuild the preference array of smart device
11: until Reach the end of the federated training process

Algorithm 2 uses the federated server preference list gen-
erated based on the method discussed in Section III-B. It
then iterates over each smart device preference list (Line 2),
determining the most preferred server. The smart device then
initiates a pairing request to the designated server (Line 3),
anticipating a response (Line 4), then marking the server
as visited (Line 5). If the server approves, the server and
smart device are matched (Lines 6 − 9). If the smart device
receives a negative response, it will relegate the server to
the end of the preference list. This technique is repeated
for each round of federated learning (Line 11). The method
discussed in Section III-B is run within Algorithm 2 (Line 10)
to acquire updated preference lists that consider smart devices’
performance changes and the additions or removals of servers.
Algorithm 2 exhibits a linear relationship with every round,
denoted by O(n), where n represents the count of federated
servers within the preference list Pi, since it evaluates each
server’s availability for federated learning.
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Algorithm 3: Selection Process - Federated Server

Input: A list Rd of client devices with pairing requests to
server a

Output: Smart devices matched to a specific server a
1: repeat
2: while Ri not empty do
3: if Sa < Ka then
4: Send acceptance response → Replya→d =’Ac-

cept’
5: Include d in the list LSa

6: increment Sa by 1
7: else if d ≻a d′ and Sa == Ka then
8: Send rejection response Responda→d′ = ’Re-

ject’
9: Remove d′ from the list LSa

10: Send accept response → Responds→d = ’Ac-
cept’

11: Include d in the list LSa

12: else
13: Send rejection response to d → Responda→d

= ’Reject’
14: Decline every d′ ∈ Rd where d ≻a d′
15: end if
16: end while
17: Rebuild the federated server preference array
18: until Reach the end of the federated training process

Each federated server implements Algorithm 3 to manage
an input queue of smart devices. This algorithm verifies
the queue’s emptiness (Line 2). When there are outstanding
requests, It verifies whether the target number of clients
has been achieved (Line 3). If not, the server issues an
acknowledgment to the smart device (Line 4), increases the
count of selected clients, and includes the client in the list
(Lines 5 − 6). Nevertheless, in the event that the desired
number of clients is achieved, and the current smart device
has a higher rating than any previously chosen device (Line
7), The server ends the contract with the device of low rank
(Lines 8 − 9). Subsequently, the server dispatches an Accept
response to the presently chosen device, adding it to the
list (Lines 10 − 11). If the current smart device does not
have a better rating than any already chosen device, a reject
response is transmitted (Line 13). In this scenario, the server
removes lower-ranked devices (Line 14). This procedure recurs
in each training round (Line 18), with Algorithm 1 performing
preference list updates in response to environmental changes
(Line 17). For a single round, Algorithm 3 exhibits a time
complexity of O(n log n), where n corresponds to the number
of smart devices in the queue Qi. To select suitable devices for
the server, The algorithm traverses every device in the queue,
efficiently comparing device priorities using either a balanced
search tree or a priority queue. The time spent receiving and
sending messages and awaiting responses remains modest and
consistent.

V. SIMULATION & EXPERIMENTAL RESULTS

In this section, we describe the environment in which our
simulations were conducted and analyze the outcomes of our
experiments.

A. Experiment Setup

The initial environment comprises a set of 200 client de-
vices, each associated with dataset sizes varying from [100,
250] images. These smart devices are assigned between three
and four labels from a total of ten available labels. In order to
carry out our simulations, we utilized two datasets: the MNIST
dataset from the National Institute of Standards and Technol-
ogy (NIST) 3 and the Fashion MNIST dataset4. These datasets
were thoughtfully distributed across the smart devices using
a non-IID approach. To conduct the experiments, we built
upon the ModularFed environment [33] as our foundation.
Each of the smart devices has varying resource capabilities,
with RAM capacity ranging from [100, 1300] megabytes,
CPU capacity ranging from [50,1000] million instructions per
second (MIPS), and network bandwidth varying from [50,
1300] megabits per second (Mbps). For our experimentation,
we established two federated servers, each requesting K=20
clients, and intended to conduct a total of 100 federated
learning (FL) training rounds, denoted as R. To evaluate the
efficacy of our approach. We compared it to the original
federated learning technique, which was initially introduced by
Google [15]. In our experiments, we refer to this conventional
method as ”VanillaFL.”

B. Simulation Outcomes

Our simulations are primarily intended to explore two
critical metrics: (I) the selection of untrustworthy clients and
(II) the server’s global model’s overall accuracy. Throughout
this section, Servers (1 and 2) will symbolize the servers
operating within our technique, while Server1R and Server2R
will act as the servers applying the VanillaFL method.

We used the Fashion MNIST dataset in Figure 3 to in-
vestigate the global model accuracy of our technique to the
VanillaFL in the existence of untrustworthy clients in the
environment. Every round, we incorporate an additional 10
smart devices into the initial set of smart devices in the
environment. The graph shows that our technique, shown by
the blue and red lines, surpasses the VanillaFL approach by
more than 15% in the first round on both servers. Servers 1 and
2 reached an accuracy of 84.71% and 84.69%, respectively. In
the 100th round, our approach exceeded VanillaFL by more
than 38%. Furthermore, the variation in the Vanilla server’s
lines emphasizes the vulnerability of the random technique.

In Figure 4, we compared our method and VanillaFL using
the MNIST dataset. The evaluation focused on global model
accuracy amidst the presence of non-trustworthy devices. Our
approach consistently outperformed VanillaFL, displaying over
13% higher accuracy from the first round. By the 100th
round, servers achieved remarkable accuracy of 77.71% and

3http://yann.lecun.com/exdb/mnist/
4https://www.tensorflow.org/datasets/catalog/fashion mnist
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Fig. 3: Accuracy of Global Model vs. Number of Rounds:
Fashion MNIST Dataset.

75.69%, respectively, surpassing VanillaFL by more than 33%.
These findings underscore the effectiveness of our method in
challenging scenarios with diverse participants.

Fig. 4: Accuracy of Global Model vs. Number of Rounds:
MNIST Dataset.

In Figure 5, we analyze the effectiveness of our method
towards the VanillaFL while incrementing the proportion of
untrustworthy clients in the given setting using the Mnist
dataset. As depicted in the graph, our approach, illustrated by
servers 1 and 2, surpasses the performance of the VanillaFL
method, even in environments with a significant number
of untrustworthy smart devices. Our technique consistently
maintains an accuracy of approximately 72%, even when 80%
of the devices are untrustworthy, meaning that only 40 smart
devices are considered trustworthy. In contrast, the accuracy
of VanillaFL experiences a rapid decline as the portion of
untrustworthy clients increases, falling to nearly 10% when
80% of the clients are untrustworthy.

Figure 6, shows a comparison of the average selection of
untrustworthy clients in 100 rounds as we progressively in-
crease the portion of untrustworthy devices in the framework.
The bar plot illustrates that our strategy leads to a substantial
reduction in the average count of untrustworthy selected
clients, even when confronted with a highly untrustworthy
environment consisting of 80% untrustworthy devices, leaving
only 40 clients in the trusted category. Our approach results

Fig. 5: Accuracy Vs. Untrusted Client Rate: MNIST Dataset.

in an average selection of approximately 2.68 untrustworthy
smart devices out of 20 per server, a significant improvement
compared to the VanillaFL approach, which averages 16.06
untrustworthy devices out of 20 per server.

Fig. 6: Untrusted Client Selected Vs. Untrusted Client Rate:
MNIST Dataset.

Figure 7 illustrates the receiver operating characteristic
(ROC) curve data, presenting the trade-off between the false
positive and the true positive rate. The area under the curve
(AUC) is 0.95, showing that the classes are perfectly separated.
The ROC curve, particularly, has a high true positive rate of
0.9375 and a relatively low false positive rate of 0.0417. These
findings highlight the classifier’s ability in binary classification
tasks, making it a suitable option for applications requiring
high discriminating performance.

VI. CONCLUSION

In this research, we presented innovative matching-based
game theory-based strategies for addressing the client-server
selection dilemma in federated learning settings, highlighting
the necessity of mutual trust and authentication for IoT/IoV
devices and federated servers. Our technique improves the
overall accuracy of the global federated learning model and
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Fig. 7: Bootstrapping Efficiency Based on ROC Curve and
AUC.

reduces the selection of untrustworthy clients, resulting in
fewer perceived interactions. The simulation outcomes prove
the effectiveness of our mutual trust matching-based selection
technique, resulting in a significant boost in global model
accuracy of more than 33% as compared to the conventional
VanillaFL on two varied datasets. Furthermore, in an 80%
malevolent environment, our strategy decreases the average
number of untrustworthy clients chosen from 16 to 2 out of
20. In the future, we will focus on a full investigation of
the network’s sensitivity to device collusion to mitigate or
prevent it entirely. Furthermore, we are working to improve a
self-healing system that automatically increases the number of
trusted clients inside the network while requiring less time and
data. These developments can potentially improve the security
and efficacy of federated learning systems.
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