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Abstract

In February 2024, Israel’s Ministry of Health released microdata of live births in
Israel in 2014. The dataset is based on Israel’s National Registry of Live Births and of-
fers substantial value in multiple areas, such as scientific research and policy-making.
At the same time, the data was processed so as to protect the privacy of 2014’s moth-
ers and newborns. The release was co-designed by the authors together with stake-
holders from both inside and outside the Ministry of Health. This paper presents the
methodology used to obtain that release. It also describes the considerations involved
in choosing the methodology and the process followed.

We used differential privacy as our formal measure of the privacy loss incurred
by the released dataset. More concretely, we prove that the released dataset is differ-
entially private with privacy loss budget ε = 9.98. We extensively used the private
selection algorithm of Liu and Talwar (STOC 2019) to bundle together multiple steps
such as data transformation, model generation algorithm, hyperparameter selection,
and evaluation. The model generation algorithm selected was PrivBayes (Zhang et
al., SIGMOD 2014). The evaluation was based on a list of acceptance criteria, which
were also disclosed only approximately so as to provide an overall differential privacy
guarantee. We also discuss concrete challenges and barriers that appear relevant to
the next steps of this pilot project, as well as to future differentially private releases.
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1 Introduction
The Israeli National Registry of Live Births is the official source of all live births in Israel.
According to officials in theMinistry of Health, it holds data that is extremely valuable for
research and policy-making in many areas, including demography, economy and health.
Therefore, making the Registry accessible to the public has a significant value in public
health and policy development.

In February 2024 the Israeli Ministry of Health released selected data fields (columns)
from theRegistry of singleton births (birthswith only a single newborn) from2014 [MoH24].
The data was processed so as to protect the privacy of mothers and newborns. The Min-
istry of Health is treating this release as a pilot, and anticipates releasing additional fields
and data frommore recent years based on feedback from the project’s stakeholders. More
generally, the project aims to test the viability of making government data available to the
public using Privacy Enhancing Technologies (PETs) [Dre23].

The Registry comprises 167K records of all singleton live births in Israel during 2014 (The
total number of births is public information, provided by the Israeli Central Bureau of
Statistics [Cen14].) Six data fields per live birth were chosen to be included in the release
because of their potential values to various data users (see Table 1).

The release was co-designed by the authors together with a number of stakeholders, in-
cluding TIMNA (Israel’s National Health Research Platform) who managed the project.
This paper documents the process that led to this release. We present the requirements
defined by the stakeholders, the algorithms, mechanisms and tools we used, and the con-
siderations behind our design choices.

Table 1: The metadata of the released dataset of singleton live births in 2014
(n = 165,915).

Column Description Possible Values

birth_month Month of birth in 2014 1, 2, 3, 4, 5, 6, 7, 8, 9,
10, 11, 12

mother_age Age of mother in full years at birth <18, 18-19, 20-24, 25-29, 30-34,
35-36, 37-39, 40-42, 43-44, 44<

parity Mother’s number of live births so far 1, 2-3, 4-6,
7-10, 10<

gestation_week The week of pregnancy when the birth took place <29, 29-31, 32-33, 34-36,
37-41, 41<

birth_sex Sex assigned at birth M (male),
F (female)

birth_weight Newborn weight at birth in grams <1500, 1500-1599, . . . ,
4400-4499, 4499<
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The Registry contains national-level sensitive information about mothers and newborns.
The release of such sensitive data is regulated by Article 7 of the of the Basic Law: Hu-
man Dignity and Liberty (1992) [Isr92], Israel’s Patient’s Rights Law (1996) [Isr96], and
Protection of Privacy Law (1981) [Isr81]. Indeed, releasing national birth data without
taking appropriate privacy-protection measures could lead to serious privacy harms as
discussed, e.g., in [Sol08, CS22, Har21].

To balance potential benefits andpossible privacy harms (both perceived and actual ones),
we used a collection of mechanisms that provide strong empirical guarantees regarding
the quality of the data, and at the same time provide a variety of privacy guarantees. The
latter are made rigorous via Differential Privacy (DP) [DMNS06], a measure of privacy
loss in data analysis that is in rapidly growing use, including in data releases by the US
government [Abo18, Mik22, BEK+19], big tech companies [WZL+20, FD20] and other or-
ganizations [ABD+23, fM22]. (In a nutshell, an algorithm that outputs the result of some
statistical computation, applied to a given dataset, provides differential privacy if the in-
fluence of any single record from the dataset on the algorithm’s output is controlled. Dif-
ferential Privacy quantifies this influence with a parameter often called privacy loss budget
and denoted ε.)

A core requirement, elicited from our stakeholders, is that the release should be in the for-
mat of microdata, i.e. as a table xthat contains individual records. In light of this require-
ment and our decision to use differential privacy, we chose to produce the release with
synthetic data. We stress that synthetic data is not used as a privacy protection measure
as suggested by others [Rub93, NRD16, DH23, GGN+23], but rather as a design choice
resulting from the stakeholders’ requirement to have microdata format [SOT22].

Synthetic data is typically generated by sampling records from a statistical generative
model trained on the original data [JSH+22]. All computations involving the original
data should adhere to differential privacy to ensure the desired level of privacy protec-
tion. This not only includes learning the generative model but also extends to additional
steps that may rely on private data — such as data transformations, model selection, hy-
perparameter search, post-processing, and evaluation. If these steps are not conducted
under differential privacy, the resulting release may not be differentially private or may
offer ineffective privacy protection [LT19, PS22, XWW24].

Our scheme integrates all the steps mentioned above into a single mechanism which is
then used to produce the released dataset. This is done by applying a private selection
algorithm (as in [LT19]) to identify a sufficiently high-quality configuration of models,
hyperparameters, and data transformations, all while providingwith rigorous differential
privacy guarantees.

The released dataset is primarily designed to answer the following queries: contingency
tables (k-way marginals), mean aggregation with group-by (conditional means), mean
aggregation with group-by (conditional medians) and linear regressions. According to
our stakeholders, contingency tables and central tendency queries (means,medians) carry
a lot of value. To guarantee the quality of the released dataset with respect to the above
queries, we set a collection of acceptance criteria that are assessed empirically as part of our
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scheme. Passing an acceptance criterion means that the a statistical query executed on
the released dataset is sufficiently close, as defined by the stakeholders, to the same query
applied on the original dataset. In addition, we also release (with differential privacy
guarantees) the actual error obtained. We note that the obtained error is often significantly
better than the corresponding criterion that was set in advance.

It is stressed that quality guarantees are limited to those evaluated via the acceptance cri-
teria. The released data has no similar assurance for other types of analysis, such as hy-
pothesis testing, outliers analysis and machine learning training. We also take measures
to clarify this fact to potential users to mitigate the misleading affordance1 of microdata.

Through the co-design process, we identified two additional non-statistical requirements
from our stakeholders regarding the perceived trustworthiness of the release. The first
requirement, faithfulness, asks for record-level similarity between the original and the re-
leased datasets. While meeting the faithfulness requirement may not enhance the quality
of the released dataset, the release guarantees that it will not detract from it either. The
second requirement, face privacy captures expectations articulated by stakeholders regard-
ing the characteristics of a privacy-protected release, such as the absence of unique rows.
Responding adequately to these two requirements within, while preserving an adequate
level of differential privacy, was critical to the eventual approval of the release.

The model used to generate the synthetic data was produced using the PrivBayes algo-
rithm [ZCP+14] with ε = 4; the evaluation of the dataset with a list of predefined of
acceptance criteria required ε = 0.99; and a factor 2 is applied due to the private selec-
tion process [LT19]. Therefore, the overall privacy loss budget spent on releasing the
data is ε = 9.98ε = 9.98ε = 9.98. Considering past real-world differentially private releases as a bench-
mark [Des21], we aimed to an end-to-end privacy loss budget of ε < 10. To narrow down
the space of configuration with reasonable success probability, we utilized public birth
data from the US CDC [Cen].

The stakeholderswere pleasedwith the quality of the released dataset, as evident from the
fact that all acceptance criteria were met, and furthermore from the level of actual errors
obtained, see Table 2. (For instance, in accordance with the first and the most important
acceptance criterion, the released dataset demonstrates amaximal error in histograms and
contingency tables of less than 0.5% out of the total number of rows in the original data,
smaller than the pre-set limit of 1%.)

The release dataset, togetherwith documentation tailored to different audiences[MoH24],
and the code2 used to produce the release are publicly available.

1.1 Summary of our Contributions
Themost immediate impact of this work is the actual release of the 2014 birth data, which,
to the best of our knowledge, is the first of its kind in the medical domain. (We aware

1Following Norman (2013), we use the term affordance to represent the set of possibilities for using the
data, as perceived by the data user [Nor13].

2https://github.com/shlomihod/synthflow
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of only one other differently private release with synthetic data, in the context of human
trafficking [fM22].)

More generally, this work demonstrates the feasibility of using differential privacy as a
privacy protection measure for the release of government data, specifically within the
medical domain. The release represents the successful outcome of a co-design process
involving various stakeholders. It also demonstrates how incorporating contex-specific
requirements regarding the stakeholders’ expectations of accuracy and privacy within the
overall scheme can be critical to the success of such release.

On a more technical level, this work demonstrates how the private selection algorithm
of [LT19] can be used to generate a synthetic-data release that satisfies a diverse set of
properties while providing an overall differential privacy guarantee. In particular, our
approach allows separating the process of designing collection of the desired properties
and determining their feasibility from the actual processing of the data — that, crucially,
takes place only once.

1.2 Organization of this Paper
We first present the stakeholders’ requirements (Section 2). Second, we outline our solu-
tion concepts (Section 3) and describe in detail the implementation specifics of the scheme
(Section 4). Finally, we review related work (Section 5) and discuss future research direc-
tions (Section 6).

2 Stakeholders’ Requirements and Expectations
The release was initiated as a pilot project for evaluating the feasibility of differential pri-
vacy for governmental data in the Israeli Ministry of Health. The following stakeholders
took part in the development of the release:

1. TIMNA, Israel’sNationalHealth Research Platform,Ministry ofHealth: the primary
stakeholders

(a) Epidemiology team lead

(b) De-identification team lead

2. Other organizations in the Ministry of Health

(a) Chief Data Officer

(b) Head of data stewardship department

(c) Birth Registry steward

3. Universities and Research Institutes

(a) Biostatistician researcher with expertise in birth data

(b) Pediatrician and medical researcher
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The primary stakeholders, with whom we worked closely, listed three core requirements
at the inception of the project: (1) providingmeaningful notion of privacy protectionwith
differential privacy; (2) allowing accurate statistical analysis; and (3) releasing in micro-
data format (tabular data).

Considering the first (privacy) and third (microdata format) requirements together, we
proposed differently private synthetic data as the solution concept. Initially, the primary
stakeholders rejected this solution concept because synthetic data has a negative repu-
tation within the medical research community. The stakeholders were not familiar with
successful usage of synthetic data for statistical analysis. In addition, synthetic data might
raise a transparency concern when it is officially released by the government. Somemight
consider such data as “fake”, and treat it as an attempt of the government to “hide” infor-
mation. Through a deliberated dialogue with the stakeholder, we were able to pin down
the reason behind these statements: the lack of record-level alignment between the original and
synthetic datasets. To address this concern, we proposed the notion of faithfulness, which
was considered as an acceptation criterion (see more details in Section 3.5.1).

In a later stage of the project the head of data stewardship department and the Birth Reg-
istry steward introduced an additional requirement à la k-anonymity [Swe02]. Following
a discussion with the stakeholders, the requirement converged into this statement: private
governmental data released to the public cannot contain unique records under any circumstances,
even if it is synthetic data generated with differential privacy. We introduce the notion of face
privacy to address this issue (Section 3.5.2).

We refined and specified the requirement of the accurate statistical analysis, by guiding
the stakeholders to define intended use of the released dataset, and establish a collection
of queries that the resulting synthetic data should answer with sufficient accuracy. We
incorporate these queries into our solution concept as acceptance criteria (Section 3.4).

Another concern regarding synthetic data as a solution concept is the risk of misleading
affordance. Indeed, as shown by Ullman and Vadhan (2011), it is in general impossible
to efficiently generate synthetic data that is differentially private while also preserving
the accuracy of all statistical queries [UV11]. In fact, even preserving the accuracy of all
two-way marginals is impossible. However, due to the tabular format, synthetic data has
the same affordance as the original data, and so suggests to the data user that they could
execute any computation on the synthetic data and expect similar results to the original
data. This is problematic, because the synthetic data was designed to answer accurately
only a subset of possible computations, as defined with the stakeholder. Together with
primary stakeholders, we decided to address this important concern via documentation
which is treated as inseparable part of the release. In section 4.13 we present the design
of the documentation for data users and data subjects.
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Summary of stakeholders’ requirements
1. Format: The data should be presented in tabular form of individual records.
2. Quality: Accuracy with respect to a broad set of statistical measures.
3. Faithfulness: There should be row-levelmapping between the released and the orig-

inal data.
4. Privacy: Protecting the privacy of mothers and newborns. This requirement came

in two flavors: first, differential privacy as rigorous state-of-the-art privacy criteria
must be met; in addition, some face privacy requirements were made (e.g., unique
rows are not allowed).

5. Transparency: The intended and unintended uses of the dataset should be clearly
documented, particularly detailing which statistical queries carry accuracy guaran-
tees and which are not.

3 Solution Concept and Scheme Design
In this section, we present our solution concept for addressing the requirements of the
stakeholders (Section 2). To provide a concise overview, we defer many of the Live Birth
Registry specific implementation details related to the to subsequent Section 4.

We start with an overview of the scheme (Section 3.1) and then elaborate on different
aspects of the scheme.

3.1 Scheme Overview
This section describes the overall scheme, designed to meet the stakeholders’ require-
ments. The scheme is illustrated in Figure 1 and summarized in Algorithm 1.

We assume that the dataset provided as input to the scheme, referred to as the original
dataset, has been preprocessed and cleansed from the raw dataset (e.g., the dataset ex-
tracted from the registry).

In the scheme, we first use the original dataset to train a generative model. We then sam-
ple records from this model, filtering them based on predefined plausibility constraints to
create a synthetic dataset (see Section 3.3). The training process includes various configu-
rations, such as data transformations, model family selection, and hyperparameter tuning
(see Section 3.6).

We then perform a dataset projection on the synthetic dataset, creating a release-candidate
dataset. (This is done to guarantee face privacy, discussed and formally defined in Sec-
tion 3.5),

Finally, we compare this release-candidate dataset to the original dataset, using a set of
acceptance criteria to gauge quality (Section 3.4). One criterion evaluates record-level
faithfulness, ensuring a one-to-one row similarity between the datasets (see Section 3.5

9



Release if all 
acceptance 

criteria are met

Otherwise, 
repeat…

Acceptance Criteria 

quality #1

quality #2
faithfulness

Generative Model

Original Dataset Synthetic Dataset

sample

Release-Candidate
 Dataset

projectiontrain

Configuration 
(sampled )

Figure 1: Schematic overviewof the end-to-enddifferentially private scheme formicrodata
data release. A red arrow (→) represents a computation done with differential privacy.

Algorithm 1 End-to-end differentially private scheme for microdata data release.
Require: Original dataset O, privacy loss budget for generative model εx > 0, privacy

loss budget for acceptance criteria εq > 0, list of experiment configurations C, list of
constraints F , list of acceptance criteria A

1: while True do
2: Uniformly sample a configuration c from C
3: Create transformed datasetR using data transformations specified by c
4: Fit an εx-DP generative model G using hyperparameters from c
5: repeat
6: Sample a synthetic record s from G
7: Retain s if it satisfies all constraints in F ; otherwise, discard it
8: until Collected |R| synthetic records
9: Apply dataset projection specified by c to obtain release-candidate dataset S
10: Compute εq-DP acceptance criteria A betweenR and S
11: Store the acceptance criteria results in Q
12: Test if all acceptance criteria in Q are met; if yes, exit the loop
13: end while
14: The algorithm’s output includes: (1) the candidate dataset S; (2) the acceptance cri-

teria results Q; and (3) the chosen configuration c.
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again). Each additional criterion comprises an error measure and a corresponding thresh-
old. The release-candidate dataset must meet these criteria—based on error measures for
stakeholder-specific statistical queries—to be accepted.

The overall differential privacy guarantee of the scheme builds upon the differential pri-
vacy of both the generative model training and the acceptance criteria evaluation, along
with the private selection algorithm. In particular, the private selection algorithm allows
iterative pipeline execution, sampling configurations until all acceptance criteria are met,
while still preserving meaningful differential privacy guarantees (Section 3.7).

The scheme is designed to be algorithm-agnostic, concerning both the learning algorithm
of the generative model and the acceptance criteria. When paired with the private se-
lection included in the scheme, it essentially implements a differentially private variation
of random search. This search aims to find a configuration that meets all the acceptance
criteria in the space of hyperparameters and data transformations.

If the scheme halts upon meeting all acceptance criteria, we publicly release the corre-
sponding release-candidate dataset, along with the differentially private acceptance crite-
rion results and the selected configuration.

3.2 Formal Notion of Privacy
We recall the notion of Differential Privacy, which provides a rigorous and quantifiable
measure of privacy [DMNS06]. Importantly, rather than considering the privacy loss
caused by a specific piece of data, themeasure assesses the level of privacy loss incurred by
a given mechanism (or, algorithm) for releasing information about the datasets. The defi-
nition considers very powerful and general adversaries, thus resulting in a strong privacy
protection for each record in the dataset.

Definition 1 (Bounded Neighboring Datasets). LetX be the universe of records. Two datasets
D,D′ ∈ X n of size n are neighbors if they differ only in a single record.

Definition 2 (Differential Privacy [DMNS06]). A randomized mechanism M is ε-differently
private (DP) if for all pairs of neighboring datasets D, D’ and all events Y in the output space of
M

Pr[M (D) ∈ Y ] ≤ eε Pr[M (D′) ∈ Y ].

It is readily apparent that meaningful differentially private mechanisms must be random-
ized; in other words, they create a distribution over their outputs. Furthermore, there is a
clear tension between the level of privacy provided by the mechanism and the accuracy of
statistics on the data that are given in (or can be inferred from) the mechanism’s output.
This tension is commonly referred to as the privacy-accuracy trade-off.

Two very useful properties of Differential privacy mechanisms, that are central in find-
ing an effective “compromise” between privacy and accuracy, are composition and post-
processing:
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Proposition 1 (Differential Privacy Basic Composition [DKM+06]). Let {Mi}ki=1 be a collec-
tion of {(εi)}ki=1-differently private mechanisms, respectively. Then the their combination mecha-
nism, M , defined to be M (x) = (M1(X), . . . ,Mk(x)) is

(∑k
i=1 εi

)
-differentially private.

Proposition 2 (Differential Privacy Post-Processing [DMNS06]). Let M : X n → Z be a
ε-differently private mechanism. Let f : Z → Z ′ be an arbitrary randomized mapping. Then
f ◦M : X n → Z ′ is ε-differently private.

Because of the composition property of differential privacy, the privacy parameter ε is also
called the privacy loss budget.

Differential privacy underpins the privacy guarantees in our scheme. All computations
that take the original dataset as input must be differentially private. In our approach, this
requirement extends to both the training of the generative model and the calculations of
the acceptance criteria.

3.3 Synthetic Data
The generation of synthetic data is the core step of the scheme. It involves transforming the
original dataset into synthetic dataset through four sub-steps: (1) applying data transfor-
mations, such as binning, based on the configuration; (2) training a differentially private
generative model; (3) sampling records from the model; and (4) filtering the samples
according to a predefined set of constraints.

Our approach treats the generative model training algorithm as a black box in the sec-
ond sub-step, making it compatible with any existing differentially private synthetic data
algorithm.

Due to the structure of many generative models and the noise introduced by differential
privacy, the model may assign probability mass to implausible or impossible records. For
instance, live births with a gestation week shorter than 29 and a birth weight over 3000
grams are biologically implausible. To avoid such samples, one can employ reject sampling
[PWV16]. That is, the scheme applies a set of constraints that every synthetic record must
meet; if a sampled record violates any these constraints, it is discarded. The sampling
process from the generative model continues until the required number of valid records
has been generated. The list of constraints is predefined, and in this release, by subject-
matter experts.

3.4 Acceptance Criteria
Each data release occurs in a specific context, that encompasses, among other factors, the
needs and expectations of the data users. For the release to be successful, it must be evalu-
ated in away that respects its specific context [AN20]. To achieve this, we have constructed
a set of acceptance criteria to ensure the release meets the data users’ requirements.

Definition 3 (Acceptance criterion). An acceptance criterion AC := (E , T ) is a pair of an
error measure between two datasets of the same size E : X n×X n → R and a threshold T ∈ R. We
say that an acceptance criteria is met for datasetsR,S if E(R,S) < T .
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An acceptance criterion consists of an error measure paired with a threshold. A release-
candidate dataset is considered to pass this criterion if the error metric, which takes also
the original dataset, falls below the specified threshold. Weonly accept the release-candidate
dataset if it meets all such criteria. These acceptance criteria, comprising error metrics and
thresholds, are publicly pre-established by stakeholders, drawing on their subject-matter
expertise and existing literature.

Acceptance criteria allow us to test any property of the released data, including quality-
related properties, as long as it can be computed in a differentially private way. This is
true regardless of the synthetic data generator used, whether it includes theoretical qual-
ity guarantees for a collection of statistical queries (such as MWEM for contingency tables
[HLM12]) or not (such as PATE-GAN [JYvdS19] and PrivBayes [ZCP+14]). These the-
oretical quality guarantees might be insufficient because they are either too loose or not
aligned with the intended use of the synthetic data [AN20].

To preserve the end-to-end differential privacy property of the scheme, all acceptance cri-
teria are computed with differential privacy because they take the original dataset as an
input. Consequently, we publicly release the differentially privatemetric results alongside
its differential privacy associated parameters (budget, mechanism, sensitivity and vari-
ance). The metric results, thresholds and information about the noise for each acceptance
criterion deliver additional value for the data users because they can assess whether the
released dataset errors are adequate for their needs. This benefit is further enhanced by
the fact that the metric results could be significantly lower, as we observed in our release,
than the thresholds, which indicates stronger quality guarantees. (Indeed, releasing met-
ric results without differential privacy could potentially leak information about individual
records, leading to an unacceptable privacy risk [GC23].)

3.5 Trust in Differentially Private Synthetic Data
The stakeholders set two additional requirements related to the tabular format of the re-
lease. First, due to the use of synthetic data generation, there should be a record-level
matching between the released dataset and original dataset (faithfulness). Second, the re-
leased dataset cannot contain unique records, based on the assumption that people expect
it from any privacy-protecting release (face privacy). Our analysis suggests that fulfilling
these two requirements would neither increase the data quality nor improve the level of
differential privacy protection; nonetheless it would increase the trust of stakeholders in
the release because satisfying these two requirements meets their expectations regarding
governmental and medical data.

3.5.1 Faithfulness

We defined a new notion called (record-level) faithfulness to address the first require-
ment. Faithfulness assesses whether the released dataset resemble the original dataset in
a record-level granularity. Similarly to data quality evaluation, faithfulness is also a prop-
erty of the relationship between the original dataset and released dataset. Data quality en-
sures that analyzing the released dataset as a whole produces similar statistical results as
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performing the same analysis on the original dataset. However, the faithfulness criterion
considers much finer granularity and requires that each released dataset record “looks
like” one distinct original dataset record. Namely, there is a 1-to-1 matching between the
records of released dataset and the records of the original dataset: each released record is
matched with an original record.

The stakeholdersmotivated this requirement as follows. First, there is a lack of trust in syn-
thetic data within the medical community, according to the stakeholders’ understanding.
Second, there is concern that government data releaseswould be considered “misleading”
due to the use of synthetic data. To cater these concerns, we have defined a new techni-
cal specification that quantifies the existence of one-to-one matching between the released
and original data.

Definition 4 ((α, β)-faithfulness). Let c : X × X → R≥0 a cost function between two records.
We say that a dataset S ∈ X n is (α, β)-faithful with respect to a dataset R ∈ X n and a cost
function c if there exists a 1-1 matching (bijection) π : S → R where

1

n

n∑
i=1

1

[
c(si, rπ(i)) ≤ α

]
≥ β.

In words, there are at most (1 − β)n released records that are not 1-1 matched to similar-
enough original records.

For a given α, the cost function can be scaled by a factor of 1/α, so we can assume that
α = 1, and rephrase the definition with a single parameter as β-faithfulness. The actual
matching is not very important for the purpose of faithfulness, but its existence and value
of β matter.

Definition 5 (Maximal-β-faithfulness). The maximal faithfulness of a dataset S ∈ X n with
respect to a datasetR ∈ X n and a cost function c is

βmax(R,S) = max
π

matching

1

n

n∑
i=1

1[c(si, rπ(i)) ≤ 1].

β can be efficiently maximized by solving the maximum-cardinality matching problem on
the bipartite graph: nodes correspond to original and released records; an edge between
original and released nodes exists if the cost function is smaller or equal to 1.

By convention, lower values of acceptance criteria mean more desirable released dataset
S. Therefore, we transform βmax to follow this convention. The acceptance criteria of
faithfulness has the following error measure

Eff(R,S) := 1− βmax(R,S).

The cost function is elicited from the stakeholder. Wenote that the β-faithfulness definition
does not depends on the exact values of the cost function c; rather, it depends only on
whether the cost between two records is less or equal to one.
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3.5.2 Face privacy

A synthetic dataset sampled from a differential private generative model enjoys formal
privacy guarantees. Nonetheless, stakeholders might have a different expectation of how
privacy-protected data might look like. For example, one might expect that no row ap-
pears only once. We call such expectations face privacy, regardless of whether these expec-
tations contribute tomitigating privacy risks such as reconstruction and attribute inference
attacks. The term is inspired by the term “face validity” from Psychometrics. Face validity
is the appropriateness or sensibility of a test as they appear to the test-taker. It is subjec-
tive and distinct from the technical notion of validity — whether a test measures what it
is supposed to measure [WC10].

As part of our scheme, we apply dataset projections that transform the synthetic dataset,
sampled from the generative model, into a release-candidate dataset that meets the face
privacy expectations. The projections might also depend on hyperparameters, such as the
minimum number of appearances for each row. It implies that the dataset projections are
handled as a post-processing stage on top of already differentially private synthetic data,
without taking original dataset as an input. Consequently, we do not need to allocate a
privacy loss budget for the computation of the projection, although it may be required
for tuning its hyperparameters. Note that the projection could be a function of the entire
dataset and not necessarily applied on a per-row basis (like constraint filtering).

3.6 Configurations
Some components in our scheme require additional information for instantiation, such as
hyperparameters and data transformations, which we refer to as configuration. They are
represented by a list of key-value entries.

This sub-section presents the broad categories of entries within configurations, and the
rationale for including them.

One of the first step in creating a synthetic dataset is selecting the family of generative
mechanisms to utilize. Typically, mechanisms ensuring differential privacy involve run-
ning a learning algorithm to produce a model that can subsequently be sampled in order
to generate synthetic data. Options include collectingmarginals, GANs, and Bayesian net-
works. In addition, these learning algorithms and the resulting generative models tend
to have hyperparameters, namely parameters set by the user to control the learning process
and the model structure. For example, consider the learning rate for GANs or maximal
node degree in a Bayesian network. Depending on the data, some hyperparameters might
work well and others might lead to models that produce low-quality synthetic data.

Our method approaches the creation of a released dataset through synthetic data gener-
ation as an empirical process, akin to the prevalent method in machine learning. That is,
choosing a sufficiently good configuration relies on empirical experimentation among a set
of possible configurations. (Indeed, it may be hard to guess in advance which mechanism
and hyperparameters will be the most effective for the given data.)

Another crucial design choice is defining how to represent the data. For example, should
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Algorithm 2 Private selection with a known threshold algorithm [LT19]
Require: a datasetD, a differently private algorithm M that takes a a dataset and returns

an output x and a quality score q ∈ R, a threshold τ , a budget γ ≤ 1 and ε0 ≤ 1,
number of steps T ≥ max

{
1
γ
ln 2

ε0
, 1 + 1

eγ

}
, and sampling access to Q(D).

1: for j = 1, . . . , T do
2: draw (x, q) ∼ M (D)
3: if q ≥ τ then output (x, q) and halt;
4: flip a γ-biased coin: with probability γ, output ⊥ and halt;
5: end for
6: Output ⊥ and halt.

we treat the column birth_weight as a continuous or categorical variable? Perhaps the
gestation_week column should be transformed using a finer or coarser binning? These
design choicesmight yield different data quality outcomes; for example, if the privacy loss
budget is fixed, finer binningmight allowfiner statistical queries by a user, but itmight also
be less accurate because relatively more noise is added due to bins with smaller counts.

The synthetic dataset sampled from the generative model may require additional post-
processing steps with hyperparameters, such as data projections for face privacy, before
being evaluated against the acceptance criteria.

3.7 Private Selection
Executing a single iteration of our scheme requires allocating a privacy loss budget for
both the generative model and the acceptance criteria. Conducting multiple iterations
to search over configurations until success would lead to a linear accumulation of the pri-
vacy loss budget if done straightforwardly with simple composition. The private selection
algorithm with a known threshold (Algorithm 2) addresses this issue by enabling multi-
ple iterations until success, while consuming only a constant factor of a single iteration’s
privacy loss budget. This is in contrast to a factor dependent on T number of attempts
with composition [LT19]. Here, the mechanism M corresponds to a single iteration of
our scheme, where x and q represent the release-candidate dataset and the results of the
acceptance criteria, respectively. The following theorem describes this property.

Theorem 1 (Private selection with a known threshold [LT19] (informal)). Fix any ε1 >
0, ε0 ∈ [0, 1], γ ∈ [0, 1]. For sufficiently large integer T , if M is ε1-DP, then Algorithm 2 is
(2ε1 + ε0)-DP.

The theorem also holds for γ = 0, T = ∞ and ε0 = 0, meaning the algorithm is run
indefinitely until achieving good-enough output. We used these parameter values in our
scheme.
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4 Implementation
First, we present a summary of the results from applying our scheme to the original data
(Section 4.2). Second,wedelve into the implementationdetails for each step of our scheme:
data preparation (Section 4.3), differential privacy-related choices such as privacy loss
budget allocation (Section 4.4), acceptance criteria (Section 4.5), dataset projection for
face privacy (Section 4.6), configuration (Section 4.7), constraint filtering (Section 4.8),
and the private selection algorithm (Section 4.9). Third, we explain the role of public
data in this project (Section 4.10). Fourth, we elaborate on the software and environments
used to execute the scheme (Sections 4.11 and 4.12). Fifth, we introduce the documenta-
tion that accompanies the released dataset (Section 4.13). Finally, we conclude this section
with potential improvements identified after the scheme was executed, which could not
be integrated into the differentially private release dataset (Section 4.14).

4.1 Terminology
Throughout this section, we refer to various datasets, with a more nuanced distinction
than described in Section 3. We use the following terminology. The raw dataset consists of
records exported directly from the Registry, provided to us by the Ministry of Health’s IT
department (Section 4.3). We perform data cleaning of records with missing or probably-
erroneous values to produce a dataset that we call the original dataset (Section 4.8). We
consider this dataset to be as the input for our scheme. In each iteration of the scheme, the
configuration determines the data transformation to be applied (Section 4.7), resulting in
the transformed dataset. This step includes the binning of data according to the configura-
tion. The synthetic dataset consists of records sampled from the trained generative model
that meet the predfined constraints (Section 4.8). This dataset, after undergoing the pro-
jection step (Section 4.6), is termed the released-candidate dataset. The dataset chosen to be
released, having passed all acceptance criteria (Section 4.5), is called the released dataset.

4.2 Summary of Results
We executed our scheme on live birth data from the year 2014, sourced from Israel’s Live
Birth Registry. We allocated privacy loss budgets of ε = 4 for fitting the generative model
and ε = 0.99 for computing the acceptance criteria. The differential privacy guarantee
of the private selection algorithm yields an end-to-end privacy loss budget of ε = 9.98.
The released dataset successfully met all acceptance criteria (Table 2), and the project’s
stakeholders are satisfied with the outcome. For some of the acceptance criteria, the ac-
tual results of the error metrics were much lower than the predefined upper thresholds,
showing a higher quality of the released dataset.

Based on experiments conducted on public data (see Section 4.10), we narrowed down
the range of possible configurations, all of which employed the PrivBayes algorithm for
training the generative model [ZCP+14]. When running the scheme on the data from
the Registry, a configuration featuring the data transformations outlined in Table 1 was
selected.
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The released dataset, accompanied by a READMEdocument for data users and this paper,
was made public in Feburary 2024 [MoH24].

4.3 Registry Data
The Live Birth Registry is the official source of live births occurring in Israel, provided that
at least one parent holds an Israeli identity card, excluding the births of Israelis that occur
abroad [MoH23].

We turn to discuss two design choices regarding the preparation of the data: which year
and fields to release.

4.3.1 Releasing a single year

Although we have access to data from recent years, which data users generally consider
more valuable, we decided to release data from the earliest year available to us, 2014, in
this pilot project. This choice was made for two reasons. First, it eliminates the need to
release an additional year column and reduces the amount of statistical relationships that
need to be learned. Second, post-release feedback from stakeholders can be incorporated
into subsequent releases of more valuable years.

4.3.2 Selecting data fields

The Birth Registry contains dozens of data fields for each birth. Before our collabora-
tion with the Ministry of Health began, the primary stakeholders had already identified
which data fields were planned for release, guided by the data minimization principle:
selecting the smallest possible subset of fields that still delivers sufficient value to users.
The pre-selected fields were also suitable for piloting with differential privacy synthetic
data because they were diverse in terms of type and statistical properties (e.g., binary,
categorical, continuous) and were relatively clean and complete. We considered adding
one more data field (group_population) but decided against it due to the high number of
missing values. We will leave the release of this and other data fields for future research.

4.4 Differential Privacy Choices
Here we discuss design choices related to the differential privacy guarantees.

4.4.1 Releasing singleton births only

What constitutes the unit of privacywithin the Birth Registry context? How should neigh-
boring datasets be defined? At least three levels are discernible: (1) a newborn in a birth;
(2) a birth, whether it involves one newborn or more; and (3) a mother.

For simplicity in this pilot project, together with the primary stakeholders, we decided
to release only singleton births (births involving a single newborn), thereby obliterating
the distinction between levels (1) and (2). According to primary stakeholders, the release
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of singleton birth data already holds significant value. Multiple births are infrequent (≈
4.6% in 2014, as per the Israel Central Bureau of Statistics public data [Cen14]), and are
typically analyzed separately from singleton births in biostatistics and medical literature.

Consequently, we set the unit of privacy to a single singleton birth.

This is sidestepping the necessity for more intricate differential privacy algorithms de-
signed for multiple record settings (such as [LSY+20]). Moreover, it is plausible to pre-
sume that a mother may have at most two pregnancies within a calendar year, with other
scenarios being exceedingly rare. Hence, the vast majority of mothers will have privacy
protection on the basis of birth. For a minority of mothers, protection is accorded through
the composition of a group of size two.

4.4.2 Treating the total number of live births as public information

As articulated by several stakeholders, data users anticipate that the total number of births
in the disclosed dataset aligns with the actual figure. Any discrepancy could undermine
the trustworthiness of the release. Therefore, we treat the total number of live birth after
applying constrain filtering on the raw data (Section 4.8) as public information. By doing so,
we discard the requirement to execute a counting query and allocate privacy loss budget
for it.

4.4.3 Opting for pure differential privacy

Conveying the assurance of differential privacy to non-experts is a challenging task [CKR21,
NSC+23]. The definition encapsulates the worst-case probabilistic divergence between
two world states, encompassing several non-intuitive concepts such as probability, worst-
case scenarios, and hypothetical worlds [WAB+18]. This communicational hurdle is in-
escapable for those intending to release data under differential privacy. We aspire to mit-
igate this challenge by favoring pure differential privacy mechanisms, characterized by
a singular parameter ε, for the synthetic data generator as well as the acceptance crite-
ria. Predominantly, we employed the simplest mechanism for acceptance criteria: noise
addition from the Laplace distribution.

4.4.4 Setting the privacy loss budget ε

Differential privacy theory imparts a meaningful interpretation to the protection afforded
by privacy loss budget of ε ≤ 1 [DR14]. Nonetheless, our empirical experimentation on
publicly available data (Section 4.10) revealed that such a value does not yield adequate
data quality with our methodology. Beyond this range, no explicit guidelines exist for
selecting ε.

To surmount this, we adhered to three heuristics to balance privacy and utility.

1. Opt for the lowest ε feasible for the acceptance criteria evaluation, provided the per-
turbation in the error metric due to differential privacy is relatively diminutive com-
pared to the threshold.
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Table 2: List of acceptance criteria used for evaluation (refer to Section 4.5). Total privacy
loss budget of acceptance criteria’s release is ε = 0.99. Recall that the total number of
records in the dataset is n = 165,915.

Type Metric Threshold Result ε Mechanism [L,U ] ∆ σ

Maximal error
of marginals

Absolute all k-way 1% 0.440% 0.01 Laplace [0, 1] 0.001 > 0.001
Relative 1-way ×1.4 ×1.284 0.30 Laplace [1, 2] 0.029 0.135

Maximal error
of conditional means

parity 0.3 live births -0.014 0.01 Laplace [1, 11] 0.001 > 0.044
birth weight 100 grams 28.634 0.17 Laplace [1400, 4600] 0.459 3.821
gestation week 1 week 0.062 0.02 Laplace [28, 43] 0.001 > 0.033

Linear Regression Max coefficient error 30 27.185 0.43 Functional
Absolute prediction error 5 grams 0.351 0.04 Laplace [1400, 4600] 0.039 1.364

Faithfulness Record-level matching error 5% 3.876% 0.01 Laplace [0, 1] 0.001 > 0.001

2. Select the lowest ε feasible for the generative model training, as long as the synthetic
data has not too small probability (≥ 10%) to satisfy all acceptance criteria.

3. The aggregate ε should not exceed 10, positioning it within the mid range of privacy
loss budgets utilized in previous real-world deployments [Des21].

The actual allocation of the privacy loss budget was conducted according to the heuristics
applied to empirical experiments on publicly available data (Section 4.10). The chosen
allocation is outlined in Section 4.2. Table 2 presents the breakdown per criterion.

4.5 Acceptance Criteria Details
At the planning phase of the project we defined, together with the stakeholders, a collec-
tion of statistical queries that the synthetic data is designed to answer: (1) contingency
tables (k-way marginals), (2) conditional mean/median, and with a lesser extent, also
(3) linear regressions. We defined eight acceptance criteria to assess whether the release
candidate dataset is fit-to-purpose.

Recall that an acceptance criterion AC := (E , T ) is a pair of an errormeasure E : X n×X n →
R and a threshold T ∈ R (Definition 3). The measure E quantifies the error of a query
between the original and released datasets. We say that an acceptance criteria is met for
datasets S andR if E(R,S) < T .

In our scheme (Algorithm 1), the acceptance criteria are designed to plug in into the pri-
vate selection (Algorithm 2) that requires calculating the quality evaluationmetrics under
differential privacy.

There are four types of acceptance criteria (refer to Table 2):

1. Maximal error in contingency tables (marginals): absolute (all k-way) and relative
(1-way)

2. Maximal error in conditional means: parity, birth_weight, gestation_week

3. Linear regression errors: coefficients (ℓ1) and predictions (MAE)
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4. Faithfulness

Recall that before training a generative model and sampling a synthetic dataset, we ap-
ply data transformations (such as clipping and binning) to the original dataset. We refer
to the resulting dataset as the transformed dataset. This dataset serves as the baseline for
evaluating the synthetic dataset, as it incorporates the bias introduced by the data trans-
formations.

We present the implementation details of the eight acceptance criteria organized by type
(Table 2). We start with preliminaries (Section 4.5.1), then move to the marginals-related
criteria (Section 4.5.2), conditionalmeans-related criteria (Section 4.5.3), linear regression-
related criteria (Section 4.5.4), and finally, the faithfulness criterion (Section 4.5.5).

4.5.1 Preliminaries

Let X be the universe of records. Let d be the dimension of X , i.e., number of data fields.
Let R,S ∈ X n be the transformed and release-candidate datasets, respectively. When
the acceptence criteria are computed in our scheme, we assume that the release-candidate
dataset S is public and fixed (e.g., it was released with another differential privacy mech-
anism), but the transformed datasetR is private.

Let Mk be the set of all k-way marginals count queries (contingency tables) on a dataset
with records from X .

Definition 6 (Clipping Function). The clipping function between L and U , denoted [ · ]UL : R→
R, is defined as follows:

[x ]UL = max{min{x, U}, L}.

A common blueprint for building a differentially private version of a computation on a
dataset (e.g., count or mean) is to add sufficient random noise to the result [DMNS06,
DKM+06]. Intuitively, the noise should be in the same magnitude as the contribution of a
single record to the computation. The notion of global sensitivity quantifies this idea.

Definition 7 (Global Sensitivity). The global sensitivity of a function f : X n → R is

∆f = max
neighborsD,D′

|f(D)− f(D′)|

Theorem 2 (Laplace Mechanism [DMNS06]). Let f : X n → R be a function with global
sensitivity ∆, and let ε > 0. Then the algorithm M , that given an dataset D ∈ X n, outputs
M (D) = f(D) + Z, where Z is a Laplace random variable with scale parameter ∆/ε, is ε-DP.

We proceed to bound the sensitivity of our acceptance criteria. Since most of these criteria
are based on taking the maximum over multiple queries, we first provide a general bound
on the global sensitivity of the maximum query.

Proposition 3. Let (fi : X n → R)ki=1 be a collection of functions with global sensitivity values
(∆i)

k
i=1, respectively. Then the global sensitivity of the maximum function fmax(D) = maxi fi(D)

is upper bounded by ∆max = maxi ∆i.
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Proof. LetD1,D2 be neighbor datasets. Let fi and fj be the functions that achieve themaxi-
mumvalue onD1,D2, respectively (if more than one function achieve it, choose arbitrary).
In other words, fmax(D1) = fi(D1) and fmax(D2) = fj(D2). Without loss of generality
fmax(D1) ≥ fmax(D2). Then

|fmax(D1)− fmax(D2)| = |fi(D1)− fj(D2)| ≤ |fi(D1)− fi(D2)| ≤ ∆i ≤ ∆max

We get the first inequality because fj achieve the maximal value on D2, and the second
inequality — by the definition of the global sensitivity ∆i of a function fi. We finish the
proof by taking the maximum of the global sensitivities over all i ∈ [n], which is exactly
∆max = maxi ∆i.

In the following subsections, we present the acceptance criteria. Specifically, for each cri-
terion, we define the error measure E , the threshold T and how to compute the error
measure with differential privacy.

4.5.2 Maximal error of marginals

We consider two criteria for capturing the maximal error of marginals. The first is the
maximal absolute error of all k-way marginal counts, with the following error measure

Eabs(R,S) :=
1

n
max
k∈[d]

max
q∈Mk

|q(R)− q(S)|

and threshold Tabs = 0.01 as set by the stakeholders.

It is anticipated that count and frequencies will be the most valuable queries to the users,
so this is the most important acceptance criterion. This measure is a maximum over all
q ∈Mk for all k ∈ [d]. Each query q has low sensitivity of 1, so the overall global sensitivity
is 1/n. The error measure is released with the Laplace mechanism.

The second acceptance criterion is the maximal relative error of 1-marginal counts with
smoothing, with the following error measure

Erel(R,S) := max
q∈M1

max

{
q̂(R)
q̂(S)

,
q̂(S)
q̂(R)

}

where q̂(D) := q(D) + 1 is the smooth count query of a count query q. The stakeholders
set the threshold to be Trel = 2.

However, as we will see (Proposition 4), Erel has high global sensitivity. To mitigate this,
we use a common technique for reducing the sensitivity of a function: We clip its value
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to a bounded interval. Specifically, we modify the definition of the error measure Erel to
include clipping of each component into the interval [1, λ] for λ > 1 as follows:

Eλrel(R,S) := max
q∈M1

max

{[ q̂(R)
q̂(S)

]λ
1
,
[ q̂(S)
q̂(R)

]λ
1

}
where [ · ]UL is the clipping function. Given that the two ratios are reciprocal of each other,
to find the maximum the relative error, it is sufficient to confine them within the interval
of [1, λ] and not [1/λ, λ].

We also adopt a threshold of Trel = 1.4, which is slightly more conservative than what was
set by the stakeholders. This adjustment, as elaborated in detail later, aims to decrease the
probability of a false positive, where the criterion are incorrectly deemed met due to the
noise added for differential privacy.

Prior to discussing the sensitivity analysis of the two variations of the error measure, we
briefly present its significance in terms of data quality guarantees. Assuming "nice" uni-
variate distributions (for instance, those characterized by a single mode and diminishing
tails), and in conjunction with the first criterion, the 1-way maximal relative error accep-
tance criterion essentially imposes a bound on the error in the tails of these distributions
between the transformed and the released-candidate datasets. Details follow:

Unclipped flavor Erel has high global sensitivity.

Proposition 4. Assuming S is public and fixed, the global sensitivity of Erel(R,S) with respect to
R is smax+1

2
where smax = maxq∈M1 q(S).

Proof. Based on Proposition 3 it is sufficient to find the maximal global sensitivity of

q′(R,S) = q̂(R)
q̂(S)

and
qq′′(R,S) = q̂(S)

q̂(R)
for all q ∈M1.

First, we observe that q′ is an affine transformation of the count query q(R), so q′ has low
global sensitively equals to

max
q∈M1

1/q̂(S) = 1

smin + 1

where smin = minq∈M1 q(S).

Second, for any q̂(S), the sensitivity of q′′ is maximized when q̂(R) is minimal, i.e. q̂(R) =
1, because
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∆q′′ = max
q̂(S),q̂(R)

∣∣∣ q̂(S)
q̂(R)

− q̂(S)
q̂(R) + 1

∣∣∣
=

(
max
q̂(S)

q̂(S)

)(
max
q̂(R)

∣∣∣ 1

q̂(R)
− q̂(S)

q̂(R) + 1

∣∣∣)
= (smax + 1) ·

∣∣∣1
1
− 1

1 + 1

∣∣∣
=

smax + 1

2
,

where smax = maxq∈M1 q(S).

Taking the maximum between q and q′′, we get that the global sensitivity is smax+1
2

.

The proposition shows that the global sensitivity of Erel is at the same magnitude of the
criterion’s values, i.e. Θ(n). Therefore, adding Laplace noise would wipe out any signal
and render a useless result.

Clipped-flavor Eλrel has low global sensitivity. Recall that we apply clipping on each
term of Eλrel into the interval [1, λ] for λ > 1.

Eλrel(R,S) := max
q∈M1

max

{[ q̂(R)
q̂(S)

]λ
1
,
[ q̂(S)
q̂(R)

]λ
1

}
.

Recall also that a release-candidate dataset pass an acceptance criterion only if its result
is smaller than the threshold. Because this acceptance criterion is designed to control
the 1-way marginal tails, we are interested only in lower values of this ratio, which are
smaller than the threshold Trel = 2. Therefore the loss of information due to clipping is
insignificant for this purpose as long as λ ≥ Trel.

In the following proposition shows that Eλrel has much lower sensitivity than Erel.

Proposition 5. Fix λ > 1+ 1
smax

. The global sensitivity of the acceptance criterion of the λ-clipped
maximal relative error of 1-marginal frequencies Eλrel is ∆ = max

{
1

smin+1
, λ − 1

1
λ
+ 1

smin+1

}
, where

smin = min q ∈M1q(S).

Proof. Based on Proposition 3 it is sufficient to find the maximal global sensitivity of

q′(R,S) =
[ q̂(R)
q̂(S)

]λ
1

and
qq′′(R,S) =

[ q̂(S)
q̂(R)

]λ
1
.
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LetR1,R2 be two neighbor datasets. Assume that they differ by one on the count query q,
without loss of generality q̂(R2) = q̂(R1)+1. Recall that in the evaluation stepwe consider
S fixed and public. Denote s = q̂(S) and r = q̂(R1); therefore, q̂(R2) = r + 1.

We define the functions f and g given r and s corresponding to the sensitivity of q′ and q′′,
respectively:

f(r, s) =
[
f ′(r, s)

]λ
1
−
[
f ′′(r, s)

]λ
1
where f ′(r, s) = r + 1

s
and f ′′(r, s) =

r

s

and

g(r, s) =
[
g′(r, s)

]λ
1
−
[
g′′(r, s)

]λ
1
where g′(r, s) = s

r
and g′′(r, s) =

s

r + 1

Observe that in both cases, the first term (f ′, g′) is always larger or equal to the second
term (f ′′, g′′) for s, r ≥ 1, so functions f and g are always non-negative in that domain.
Moreover, g is monotonously decreasing in r.

Our goal is to find the supremum values of these functions which is equal to the global
sensitivity of Eλrel.

Maximizing f . We have five cases to consider based on whether f ′ and f ′′ hit the upper
or lower clipping boundaries. Recall that f ′(r, s) ≥ f ′′(r, s).

1. If f ′(r, s), f ′′(r, s) ∈ [1, λ], then we are in the same setting of Proposition 4, and
max f(r, s) = 1

smin+1
.

2. If f ′(r, s) = f ′′(r, s), and they are both > λ or < 1, then f(r, s) = 0.

3. If f ′(r, s) > λ, but f ′′(r, s) ∈ [1, λ], so r+1
s

> λ and r
s
≤ λ. Consequently, r ∈ (λs −

1, λs], so supr,s f(r, s) = supr,s{λ− r
s
} = sups{λ− λs−1

s
} = λ− λ+ sups

1
s
= 1

smin+1
.

4. If f ′(r, s) ∈ [1, λ], but f ′′(r, s) < 1, so r+1
s
≥ 1 and r

s
< 1. Consequently, r = s− 1, so

maxr,s f(r, s) = maxr,s{ r+1
s
− 1} = maxs{ s−1+1

s
− 1

λ
} = 1− 1 = 0.

5. If f ′(r, s) > λ and f ′′(r, s) < 1. , so r+1
s

> λ and r
s
< 1. Consequently, λs− 1 < r < s,

so λ < 1 + 1/s, in contradiction to the requirement on λ > 1 + 1/smax. Hence this
case is invalid.

Therefore, we conclude that the ∆q′ = maxr,s f(r, s) ≤ 1
smin+1

for all cases, and this is the
global sensitivity of q′.

Maximizing g. We have five cases to consider based on whether g′ and g′′ hit the upper
or lower clipping boundaries. Recall that g′(r, s) ≥ g′′(r, s).

1. If g′(r, s), g′′(r, s) ∈ [1, λ], then s
r
∈ [1, λ] and s

r+1
∈ [1, λ], so we have the constrain

r ∈ [s/λ, s− 1]. g is monotonically decreasing in r, so it is maximized with r = s/λ.
Therefore, maxr,s g(r, s) = maxs

{
s

s/λ
− s

s/λ+1

}
= maxs

{
λ− 1

1/s+1/λ

}
= λ− 1

1
smin+1

+ 1
λ

.
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2. If g′(r, s) = g′′(r, s), and they are both > λ or < 1, then g(r, s) = 0.

3. If g′(r, s) > λ, but g′′(r, s) ∈ [1, λ], so s
r

> λ and s
r+1
≤ λ. Consequently, r ∈

[s/λ − 1, s/λ). We want maxr,s g(r, s) = λ − minr,s g
′′(r, s). For each s, g′′(r, s) is

monotonously decreasing, so it is minimized with r = s/λ, which gives us the same
expression as in (1).

4. If g′(r, s) ∈ [1, λ], but g′′(r, s) < 1, so s
r
≥ 1 and s

r+1
< 1. Consequently, r = s, so

maxr,s g(r, s) = maxr,s
s
r
− 1 = maxs

s+1
s
− 1 = 1 + maxs

1
s
− 1 = maxs

1
s
= 1

smin+1
.

5. If g′(r, s) > λ and g′′(r, s) < 1. , so s
r
> λ and s

r+1
< 1. Consequently, s− 1 < r < s/λ,

so λ < 1 + 1
s−1 , in contradiction to the requirement on λ > 1 + 1/smax. Hence this

case is invalid.

Therefore, we conclude that the ∆q′′ = maxr,s g(r, s) =
{
λ− 1

1
smin+1

+ 1
λ

, 1
smin+1

}
for all cases,

and this is the global sensitivity of q′′.

In conclusion, we showed that the global sensitivity of Eλrel is∆ = max{∆q′ ,∆q′′} ≤ max
{

1
smin+1

, λ−
1

1
λ
+ 1

smin+1

}
.

Determining the parameters for Eλrel. Recall that a release-candidate dataset pass an ac-
cepted criterion only if the result of the error measure is lower than an predefined thresh-
old. The primary stakeholder set the threshold for this acceptance criteria at Trel = 2. The
acceptance criteria Eλrel is released via the Laplace mechanism. How λ should be chosen?

Note that the global sensitivity goes down if λ is lower. Because the release-candidate
dataset does not pass the acceptance criterion if the measure value is above the threshold,
we could set λ = Trel. Nonetheless, in that case, all the unacceptable values of the criterion
collapse to a single value, namely Trel. Consider a false positive eventwhere the acceptance
criteria is not met with the true value of the error measure, it is met when the measure is
calculated with the noise addition of the Laplace mechanism. If λ = Trel, then the false
positive event is devastating because the true measure result could be much higher than
Trel.

Let’s apply Proposition 5. Based on the experimentswith the public data (see Section 4.10),
we conservatively assume that smin = 50. For example, if the clipping factor is λ = 2.5, the
global sensitivity is ∆ ≈ 0.119. With ε = .3, the standard deviation of the additive noise
is σ =

√
2∆/ε ≈ 0.561. This is quite large noise compared to the threshold, and there is a

high probability of a false positive event. For that reason, we proposed dropping this cri-
terion, but the primary stakeholder assured us of its importance for data users. We could
spend more privacy loss budget, but ε = .3 seems already quite high for this purpose.

To reduce sensitivity, we decided to set λ = 2. In order to avoid a false positive collapse, we
opted to use a more conservative threshold T ′rel < λ = Trel. The false positive probability p
is the probability that an acceptance criterion result that is clipped to λwould be shifted to
a value lower than the threshold T ′rel < λ due to the additive differentially private Laplace
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mechanism. We can calculate the appropriate threshold T ′rel according to the desired p
with the following statement.

Proposition 6. Let λ > 1, η > 0. Let Z = λ + Lap(η) be a random variable and p = Pr[Z ≤
T ′] for T ′ ≤ λ. Then

T ′ = λ+ η ln(2p).

Proof. According the definition of the CDF of the Laplace distribution, we have

p = Pr[Z ≤ T ′] = Pr[λ+ Lap(
∆

ε
) ≤ T ′] = Pr[Lap(η) ≤ T ′ − λ] =

1

2
exp

(T ′ − λ

η

)
.

By rearranging the terms, we get the statement.

For p = .05, smin = 50, λ = 2, , it follows that ∆ < 0.077. Set ε = .3. Hence η = ∆/ε < .257,
and we get that T ′rel > 1.4, which is the actual threshold we have used for this acceptance
criterion. Note the values of ∆ and σ in Table 2 are slightly smaller because they are cal-
culated from smin taken from the release-candidate dataset.

4.5.3 Maximal error in conditional means

After frequency and count queries, measures of central tendency are the second most im-
portant set of considerations for users, according to stakeholder discussions.

Medians, as opposed to means, are the preferred statistics for analyzing binned data like
the released dataset. The stakeholders also anticipate the inclusion of median queries
in data users’ analysis. However, we choose to assess the release-candidate dataset us-
ing means for the following reasons. First, the mechanisms for computing means with
differential privacy are simpler than those for medians. We favor simplicity, under the as-
sumption that thesemechanisms (noise addition based) are easier to explain to the public.
Second, in “nice” distributions, the error in amean query between the original and release-
candidate datasets often acts as an upper limit for the error in medians, since medians are
less affected by extreme values. Indeed, experiments on the public data were consistent
with this assertion (Section 4.10).

Preliminaries. A conditional mean query qa|b←v over column a by value v in column b
calculates the mean of column a (averaging column) at value v (group-by value) in the
grouped-by column b (group-by column). b could be also the “none” column⊥, and then
qa|⊥ represents the mean of column a without any grouping. Let C(a) be a set of pre-
defined group-by columns for an averaging column a and the none column ⊥, and let
V (b) be a set of all values of column b. The maximal error of column a’s conditional mean
acceptance criterion has the following error measure:

Eā(R,S) := max
b∈C(a)

max
v∈V (b)

|qa|b←v(R)− qa|b←v(S)|.
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Three acceptance criteria are defined in this family:

Averaging column a Group-by columns C(a)

parity {mother age, ⊥}
birth weight {sex, parity, gestation week, mother age, ⊥}
gestation week {parity, mother age, ⊥}

Releasingwith differential privacy. To release Eā(R,S)with differential privacy via the
Laplace mechanism, an upper bound on its global sensitivity is required. According to
Proposition 3, the sensitivity of the error measure Eā(R,S) is bounded by the maximum
over the sensitivities of the conditional means queries qa|b←v for each b ∈ C(a) and each
v ∈ V (b). The global sensitivity of a query qa|b←v is (Ua − La)/nb←v, where Ua, La are the
upper and lower edges of values in column a, respectively, and nb←v is the number of
records in R having the value v in column b. While Ua and La are publicly known, nb←v

is not. Thus, without a lower bound on nb←v, releasing the error measure via the Laplace
mechanism is not feasible.

Note that qa|b←v is a quotient of two simpler queries: a sum (numerator: sum of column a
for recordswith value v in column b) and a count (denominator: number of such records).
A common strategy for releasing such composite queries is to independently compute the
simpler queries with differential privacy (e.g. use the Laplace mechanism to separately
compute the nominator and the denominator) Then, the results are divided, achieving
privacy via post-processing. This strategy, while straightforward, has two drawbacks.
First, noise added to the count (denominator) can significantly distort the final result.
Second, given that we are interested only in the maximum value among the qa|b←v queries
for b ∈ C(a) and v ∈ V (b), this method expends privacy loss budget on calculations we do
not intend to release.

Therefore, we adopt OpenDP’s approach3 of computing themean of a dataset of unknown
size by applying a resize transformation (Algorithm 3) [HGV20].

Let XR = (x1, . . . , xnb←v
) be the values of column a for records with value v in column

b. Using this notation, qa|b←v(R) =
∑nb←v

i=1 xi/nb←v. We set a size m, independent of R,
and "resize" XR to create a new dataset with a publicly known size m. The mean of col-
umn a is then computed as detailed in Algorithm 3, and we denote the result by qm̂b←v

a|b←v(R)
where m̂b←v corresponds to the resize parameter and the randomness is sampled from its
distribution. The following proposition outlines its global sensitivity.

Proposition 7 (Global sensitivity of Algorithm 3). LetX = (x1, x2, . . . , xn) ∈ Rn be a private
dataset of unknown size n. LetL andU be the publicly known lower and upper bounds of the values
in dataset X , receptively. Let A(X;m,w, r) be the output of Algorithm 3 for dataset X , public

3https://github.com/opendp/opendp/blob/c79ef2268bdc09cf733aba08b005b241ca63b365/docs/
source/examples/unknown-dataset-size.ipynb

4https://github.com/opendp/opendp/blob/c79ef2268bdc09cf733aba08b005b241ca63b365/rust/
src/transformations/resize/mod.rs#L46
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Algorithm 3 Resized Mean (based on OpenDP implementation4)
Require: Dataset X = (x1, x2, . . . , xn) ∈ Rn, resize parameter m, constant value w ∈

[La, Ua], randomness r.
1: s← 0
2: if m = n then
3: s←

∑n
i=1 xi

4: else if m > n then
5: s←

∑n
i=1 xi + (m− n)× w

6: else if m < n then
7: Samplem indices {i1, . . . , im} from X using randomness r
8: s←

∑m
j=1 xij

9: end if
10: return s/m.

resize parameter m, public constant value w ∈ [La, Ua] and randomness r. Then for any m,w, r
the global sensitivity of A(·;m,w, r) is (U − L)/m.

Proof. Let X1 and X2 be two neighboring datasets. Note that A(X;m,w, r) is always the
mean ofm in the range [L,U ], even with sampling or imputation. Let si be the sum of the
m chosen elements by the algorithm for dataset Xi.

• If m = n, then the sums s1 and s2 are taken over all the elements in the respective
detests, so they differ by a single element. Therefore |s1 − s2| ≤ U − L.

• Ifm > n, then each sum include all the elements in the respective dataset and addi-
tionalm− n copies of w, so |s1 − s2| ≤ U − L.

• Ifm < n, then the same indices {i1, . . . , im} are sampled because the randomness r is
fixed. Therefore the sums might differ by at most one element, so |s1 − s2| ≤ U − L.

In conclusion, |A(X1;m,w, r)−A(X2;m,w, r)| = |s1/m− s2/m| ≤ (U − L)/m.

Fix m,w, and let Mr(X) = A(X;m,w, r) + Lap
(
U−L
mε

)
be the ε-differentially private re-

lease of A with the Laplace mechanism according to the global sensitivity from Proposi-
tion 7. Ultimately, we would uniformly sample r to compute A, resulting with the follow-
ing mechanism: M̂ (·) = Mr (·) where r ∼ R. The following proposition shows that M̂ is
also ε-differentially private.

Proposition 8. Let {Mr}r∈R where Mr : X n → Y be a family of ε-differentially private mecha-
nisms. Then the mechanism M̂ (·) := Mr (·) where r ∼ R is also an ε-differentially private mecha-
nism.

Proof. The proof is straightforward: any property of Mr that holds for all r will hold for a
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random r as well. To elaborate, let D1 and D2 be two neighboring datasets.

Pr[M̂ (D1) = y] =
∑

r∈supp(R)

Pr[R = r] Pr[Mr(D1) = y]

≤ eε
∑

r∈supp(R)

Pr[R = r] Pr[Mr(D2) = y]

= eε
∑

r∈supp(R)

Pr[R = r] Pr[Mr(D2) = y]

= eε Pr[M̂ (D2) = y]

where the inequality holds because Mr(·) is ε-differentially private.

Setting the resize parameter m̂b←v. The impact of the resize transformation on the ac-
curacy of mean estimation depends on the gap between m̂b←v and the actual size nb←v.
When m̂b←v is smaller, the estimation error arises from sampling. If m̂b←v is larger, the
imputed values introduce error. Note that these errors behave differently: the estimator
for m < nb←v is unbiased, but the same cannot be said for the case m̂b←v > nb←v without
additional information about column a. From a quality perspective, it is generally prefer-
able to set m̂b←v as close to the actual dataset size as possible; if an error must be made, it
is better for m̂b←v to be smaller.

Thanks to the first acceptance criterion, which is based on the maximum absolute error of
all k-marginal counts, we can derive a lower bound for the actual dataset size with high
probability. We set m̂b←v to this lower bound. Let Tabs be the predefined threshold of the
first acceptance criterion. If a release-candidate dataset passes the first acceptance crite-
rion, then any k-way marginal count query has an absolute error of up to nb←v · Tabs when
compared to the original dataset. Thus, we can estimate the number of records with value
v in column bwithout spending any privacy loss budget, as the release-candidate dataset
is considered publicly fixed at this stage of our scheme. The chosen resize parameter for
the query qm̂b←v

a|b←v(R) is then m̂b←v := max{1, qb←v(S)−nb←v ·Tabs}, where qb←v(S) represents
the number of occurrences of value v in column b in the release-candidate dataset S.

Putting it all together. We modify the acceptance criterion to include the resize trans-
formation,

Êā(R,S) := max
b∈C(a)

max
v∈V (b)

|qm̂b←v

a|b←v(R)− qa|b←v(S)|.

Observe that Êā is a maximum taken oven all b ∈ C(a) and v ∈ V (b). Therefore, we can
apply Proposition 3 to find the global sensitivity. The global sensitivity of an individual
term defined by (b, v) is ∆b←v = (Ua − La)/m̂b←v according to Proposition 7, so

∆max = max
b,v

∆b←v = max
b,v

Ua − La

m̂b←v

=
Ua − La

minb,v m̂b←v
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Note that minb,v m̂b←v is the minimal occurrence of any value in column b with additional
margin in the release-candidate dataset R. Therefore, Êā is released with the Laplace
mechanism with global sensitivity ∆max.

Additional Technical Details

Converting binned columns to numeric values. Calculating the mean of a binned col-
umn presents challenges. We employ the following heuristic to convert a bin into a single
numerical value:

1. If the bin contains only a single value (e.g., 1), that value is used (1).

2. If the bin has defined bounds (e.g., 2-3), the average of the boundary values is used
(2.5).

3. If the bin is unbounded (e.g., >10), the specified edge value is used (10).

Coarse binning for group-by columns. Rather than using the group-by columns as
given, we transform them to create coarser bins. They were chosen to mimic anticipated
group-by queries by data users. The bins were created by the stakeholders based on their
expertise and the literature.

1. mother_age: ≤24, 25–29, 30–34, 35≤

2. parity: 1, 2–3, 4≤

3. gestation_week: <37, 37≤

4. sex: M, F

5. birth_weight: <2500, 2500–3999, 4000≤

4.5.4 Linear regression

Linear Regressions allow us to succinctly describe the relationship between multiple vari-
ables by assuming a simple structure. Even though linear regressions may not capture
complex dependencies as with multi-way marginals, they could drive deeper insights by
quantifying the effect of each feature variable on the target variable. When appropriate,
Linear Regressions have the advantage of considering the distance between values of a
column (e.g., parity 1 is closer to 2 than 4), in contrast to multi-way marginal queries.

Linear Regressions is a typical analysis done on birth data, particularly with the birth
weight as the target variable. Linear regression could be used to serve two purposes: de-
scription and prediction [Shm10]. In descriptive modeling, an analyst aims to summarize
data, and in the context of Linear Regression, descriptivemodeling corresponds to finding
the coefficients. Prediction modeling aims to propose a value of the target variable given
the other feature variables. We defined two acceptance criteria in accordance to those two
purposes.

31



Preliminaries. LetD be a dataset of d+1 columns. Without loss of generality, the dataset
may or may not have a column of all 1s. Let wc(D) ∈ Rk be the coefficient of a linear
regression trained on D to predict the last column c based on the rest of the columns with
the standard OLS optimization. If the same linear regression model is trained with ε-
differentially private Functional Mechanism [ZZX+12], we denote the model coefficient
with wε

c(D) ∈ Rk.

The binned data is transformed into real numbers with the transformation used for the
conditional means acceptance criteria (Section 4.5.3). Tomake the error in the coefficients’
entries comparable to each other, they are standardized using the mean and variance cal-
culated on the synthetic data, so no privacy loss budget is consumed.

Recall that [x, ]UL := max{min{x, U, }, L} is the clipping functionwithin the boundariesL <
U . The (clipped) Maximum Average Error (MAE) of a linear regression with coefficients
w on a dataset D with L,U as the boundaries of the target variable y ∈ [L,U ] is

MAED(w) =
1

n

∑
(x,y)∈D

∣∣y − [w⊺ · x]UL
∣∣

Together with the primary stakeholders, we choose c = birth_data for the target column,
i.e., the column y that the linear regression predicts.

Descriptive modeling: coefficient error. For descriptive modeling, the acceptance crite-
rion of themax coefficient error of a linear regression has the following error measure

Elr-coef(R,S) := ∥wε
c(R)− wc(S)∥1

with threshold Tlr-coef = 30.

We chose the ℓ1 distance because it bounds both the max and total errors, if the threshold
is set to a relativity low value.

After producing the released data, we observed that we could save ε = .43 privacy loss
budget spent on this acceptance criteria. Refer to Section 4.14.1 for details.

Predictivemodeling: absolute prediction error. For predictionmodeling, we follow the
“Train on Synthetic, Test on Real” (TSTR) approach to evaluate the quality of prediction
[EHR17]. We assess whether training a linear regression on the synthetic data produces
accurate predictions on the transformed data. Our baseline is a linear regression trained
directly on the transformed data.

The acceptance criterion of the absolute prediction error of a linear regression has the
following error measure

Elr-mae(R,S) := |MAER(wε
c(R))−MAER(wc(S))|

with threshold Tlr-mae = 5.
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To release this metric with differential privacy, we consider the coefficients of the linear re-
gression wε

c(R) as public thanks to their release in the previous acceptance criterion. Also
wc(S) is consider public because it is computed from the previously released synthetic
data. As shown in the Proposition below, the metric Elr-mae(R,S) has a relatively small
sensitivity, so it is released with the Laplace mechanism.

Proposition 9. LetwR andwS be two public linear regression coefficients. LetL andU be the lower
and upper bounds of the target variable. The global sensitivity of the error measure Elr-mae(RS) is
2(U − L)/n.

Proof. Let R1, R2 be neighbor datasets differ in one element, without loss of generality,
the last one (x1,n, y1,n) ̸= (x2,n, y2,n). The global sensitivity is bounded as follows:∣∣∣Elr-mae(R1,S)− Elr-mae(R2,S)

∣∣∣
=
∣∣∣∣∣MAER1(wR)−MAER1(wS)

∣∣− ∣∣MAER2(wR)−MAER2(wS)
∣∣∣∣∣

≤
∣∣∣MAER1(wR)−MAER1(wS)−MAER2(wR) +MAER2(wS)

∣∣∣
=
∣∣∣ 1
n

n∑
i=1

∣∣y1,i − [w⊺
R · x1,i]

U
L

∣∣− 1

n

n∑
i=1

∣∣y1,i − [w⊺
S · x1,i]

U
L

∣∣
− 1

n

n∑
i=1

∣∣y2,i − [w⊺
R · x2,i]

U
L

∣∣+ 1

n

n∑
i=1

∣∣y2,i − [w⊺
S · x2,i]

U
L

∣∣∣∣∣
=

1

n

∣∣∣∣∣y1,n − [w⊺
R · x1,n]

U
L

∣∣− ∣∣y1,n − [w⊺
S · x1,n]

U
L

∣∣
−
∣∣y2,n − [w⊺

R · x2,n]
U
L

∣∣+ ∣∣y2,n − [w⊺
S · x2,n]

U
L

∣∣∣∣∣
≤ 1

n

∣∣∣∣∣y1,n − [w⊺
R · x1,n]

U
L

∣∣− ∣∣y1,n − [w⊺
S · x1,n]

U
L

∣∣∣∣∣
+

1

n

∣∣∣− ∣∣y2,n − [w⊺
R · x2,n]

U
L

∣∣+ ∣∣y2,n − [w⊺
S · x2,n]

U
L

∣∣∣∣∣
≤ 1

n

∣∣∣y1,n − [w⊺
R · x1,n]

U
L − y1,n + [w⊺

S · x1,n]
U
L

∣∣∣
+

1

n

∣∣∣− y2,n + [w⊺
R · x2,n]

U
L + y2,n − [w⊺

S · x2,n]
U
L

∣∣∣
=

1

n

∣∣∣[w⊺
R · x1,n]

U
L − [w⊺

S · x1,n]
U
L

∣∣∣+ 1

n

∣∣∣[w⊺
R · x2,n]

U
L − [w⊺

S · x2,n]
U
L

∣∣∣
≤ 2(U − L)/n.

The reverse triangle inequality gives the first and third inequalities. The triangle inequality
gives the second inequality. The last inequality is given because each term is between U
and L.
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4.5.5 Faithfulness

Section 3.5.1 offers a comprehensive overview of the faithfulness acceptance criterion.
Here we present the technical details related to the threshold and the cost function in
this release. We also detail the specifics of the differentially private mechanism used for
this criterion.

Recall that the faithfulness acceptance criterion has the following error measure

Eff(R,S) := 1− βmax(R,S),

where βmax stands for the maximal-β-faithfulness

βmax(R,S) = max
π

matching

1

n

n∑
i=1

1[c(si, rπ(i)) ≤ 1].

First, the stakeholders set the threshold at Tff = 0.05. In words, no more than 5% of the
records in S would remain unmatched to records inR.

Second, observe that the definition of maximal-β-faithfulness is independent of the exact
value of the cost function c. It relies solely on whether the cost between two records is less
than or equal to one. The criteria under which the cost function between two records does
not exceed 1 were predefined by the stakeholder, drawing on subject-matter expertise.
These conditions are detailed below.

Third, the βmax has low sensitivity, so it is released with the Laplace mechanism.

Proposition 10. The global sensitivity of the faithfulness acceptance criteria Eff(R,S) = 1 −
βmax(R,S) = 1−maxπ

1
n

∑n
i=1 1[c(si, rπ(i)) ≤ 1] is 1/n, where S is public.

Proof. Let R1, R2 be neighbor datasets that, without loss of generality, differ in the last
element r1,n ̸= r2,n. Let π1 and π2 be their matchings that realize the optimal value. Let
σ1 = π1

−1, σ2 = π2
−1 and assume |S| = |R1| = |R2|. Without loss of generality, βmax(R1) ≥

βmax(R2). Then the global sensitivity is
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∣∣∣Eff(R2)− Eff(R1)
∣∣∣ = ∣∣∣(1− βmax(R2)

)
−
(
1− βmax(R1)

)∣∣∣
=
∣∣∣βmax(R1)− βmax(R2)

∣∣∣
=
∣∣∣ 1
n

n∑
i=1

1[c(si, r1,π1(i)) ≤ 1]− 1

n

n∑
i=1

1[c(si, r2,π2(i)) ≤ 1]
∣∣∣

=
1

n

∣∣∣ n∑
j=1

1[c(sσ1(j), r1,j) ≤ 1]−
n∑

j=1

1[c(sσ2(j), r2,j) ≤ 1]
∣∣∣

≤ 1

n

∣∣∣ n∑
j=1

1[c(sσ1(j), r1,j) ≤ 1]−
n∑

j=1

1[c(sσ1(j), r2,j) ≤ 1]
∣∣∣

=
1

n

∣∣∣ n∑
j=1

(
1[c(sσ1(j), r1,j) ≤ 1]− 1[c(sσ1(j), r2,j ≤ 1]

)∣∣∣
=

1

n

∣∣∣1[c(sσ1(n), r1,n) ≤ 1]− 1[c(sσ1(n), r2,n) ≤ 1]
∣∣∣

≤ 1

n
.

The first inequality holds because σ2 is themaximizer of βmax(R2), and the second inequal-
ity holds because 1[ · ] can evaluate to either 0 or 1.

• The following columnsmust have identical values between the two records: birth_month,
parity, birth_sex.

• These columns can differ by one bin either up or down, but only for one column:
mother_age5, gestation_week, birth_weight.

4.6 Face Privacy and Dataset Projection
Face privacy formalizes an expectation, articulated by the stakeholders, regarding the ex-
pected perception of the privacy protection provided by the release.

The concern was first raised by one of the stakeholders by putting forth the following
requirement, which can be seen as a stringent variant of k-anonymity [Swe02]. For each
column c and each setB of b other columns, treat c as a sensitive column, treat the columns
in B as quasi-identifier columns and require that this configuration satisfy k-anonymity.
In other words, for all possible choices of values for the columns in B, each value config-
uration appears at least within k rows. The requirement was made with k = 5 and b = 5,
namely one less than the overall number of columns.

5Based on input from the primary stakeholder, there is a unique exception to this rule. If the value 37,
which is clinically meaningful, falls within a bin and not at its edges, that bin must be an exact match. This
is only relevant for one binning alternative of the mother_age column (see Section 4.7).
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This is a strong requirementwhich, to the best of our knowledge, was not presented before
in the literature even with respect to non-synthetic data.

Still, it was argued that an official release in microdata format that contains “potentially
identifiable rows” run the risk of undermining the public perception that privacy is pre-
served — and that this holds true even when the data is synthetic.

In a follow-up discussion with the stakeholders, we concluded that, while the specific
requirement described above is overly stringent, andwhilewe do not have concrete studies
regarding the public perception of privacy in such cases, we should avoid the occurrence
unique rows in the released dataset.

Indeed, the identification and elicitation of privacy expectations in such releases is an im-
portant topic for future work on the public perception of privacy.

To achieve the “no unique rows” expectation as part of our scheme, we apply a specific
dataset projection on the synthetic dataset. The output of this projection also satisfies com-
plete k-anonymity. The projectionmanipulates this dataset only and does not sample new
rows from the generative model. From a differential privacy prospective, the dataset pro-
jection is a post-processing step, so it does not consume any privacy loss budget. The
output of the projection is the release-candidate dataset, that is evaluated against the ac-
ceptance criteria.

Algorithm 4 presents the projection for minimal occurrence, i.e., it outputs a dataset of
which each record appears at least min_count times. Let D be a multiset (dataset) D :
X → Z0+, and let |D| :=

∑
x∈X D(x). Let Rec(D) be the set of all records that appears at

lest once in D, i.e., Rec(D) := {x ∈ X |D(x) > 0}. Define also the set Rec(D,# = k) :=
{x ∈ X : D(x) = k} for a multiset D and denote its size with nDk := |Rec(D,# = k)|.

Algorithm 4 Dataset Projection for Minimal Occurrence
Require: a multiset (dataset) D, a minimum count of recordsm.
1: for k = 1, . . . ,m− 1 do
2: Rk ← Sample without without replacement ⌊ k

m
nDk ⌋ records from Rec(D,# = k)

3: D′k ← {(x,m) : x ∈ Rk}
4: end for
5: D′<m ← ∪m−1k=1 D′k
6: D′=m ← {(x,D(x)) : x ∈ X ,D(x) = m}
7: D′>m ← {(x,D(x)) : x ∈ X ,D(x) > m}
8: D′ ← D′<m ∪ D′=m ∪ D′>m

9: return D′.

After applying Algorithm 4, the records of the output dataset are a subset of the input
dataset. All records in the output dataset appear least m times, and the total count of
the of records appearing k ≤ m times in the input dataset is preserved. We prove these
properties in the following proposition.

Proposition 11. LetD be a multiset (dataset) of size n andD′ be the multiset corresponding to the
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output of Algorithm 4 when running it on D with a minimum count of records m (min_count).
Assume ∀k ∈ [m− 1] : m|(k · nDk ). Then the following holds:

1. Rec(D′) ⊆ Rec(D),

2. For all k > m, Rec(D′,# = k) = Rec(D,# = k),

3. Rec(D,# = m) ⊆ Rec(D′,# = m),

4. Rec(D′,# < m) = ∅,

5. For all k < m,
∑

x∈Rec(D,#=k)

D′(x) =
∑

x∈Rec(D,#=k)

D(x).

6. |D′| = |D|,

Proof. Statement (1) is straightforward; the algorithm does not add a new record x ∈ X
that is not already present in D.

To show that statements (2), (3) and (4) hold, note thatD′ is a union of three disjoint sets:
D′>m, D′=m and D′<m.
D′>m is an exact copy of the records inD that appearsm+1 times or more, so for all k > m,
Rec(D′,# = k) = Rec(D,# = k). Similarly, D′=m contains a copy of the records in D that
appears exactly m times, so Rec(D,# = m) ⊆ Rec(D′,# = m). Finally, each record of
D′<mappears exactly m times in D′. Putting it all together, there is no record in D′ that
appears less thanm times. Hence Rec(D′,# < m) = ∅.

For k < m, |Rk| = ⌊ kmnDk ⌋ = k
m
nDk because we assume thatm|(k · nDk ). Therefore,

|D′k| = m · |Rk| = m · k
m
nDk = k · nDk .

Consequently

∑
x∈Rec(D,#=k)

D′(x) =
∑
x∈Rt

D′(x) +
∑

x∈Rec(D,#=k)\Rt

D′(x) = |D′k|+
∑

x∈Rec(D,#=k)\Rt

0 = k · nDk .

Then, we derive statement (5) because
∑

x∈Rec(D,#=k)

D(x) = k · |Rec(D,# = k)| = k · nDk .

Finally, statement (6) is given by

|D′| = |D′>m|+ |D′=m|+ |D′<m|

=
∑

x∈Rec(D,#>m)

D′(x) +
∑

x∈Rec(D,#=m)

D′(x) +
∑

x∈Rec(D,#<m)

D′(x)

=
∑

x∈Rec(D,#>m)

D(x) +
∑

x∈Rec(D,#=m)

D(x) +
∑

x∈Rec(D,#<m)

D(x)

= |D|.
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Remark 1. If ∃k ∈ [m − 1] that m ∤ (k · nDk ), then the size of the output dataset D′ would be
smaller than the size of the input dataset D. To overcome that, |D| − |D′| records from D′ should
be duplicated. Ifm is rather small (e.g.,m ∈ {2, 3}, as in our release), the impact of this change is
negligible.

Remark 2. In the actual execution of our scheme to produce the released dataset, we used a slightly
different version of Algorithm 4 of which statement (5) from Proposition 11 holds in expectation.
Only after producing the released dataset, which consumed the privacy loss budget, we realized that
the implemented algorithm could be improved to Algorithm 4. Refer to Section 4.14 for additional
information.

The parameter min_count is part of the experiment configurations for our scheme, and
need to be tuned (Section 4.7).

4.7 Configuration Spaces
Our scheme consists of multiple steps. Nonetheless, the core component is the differen-
tially private mechanism that produces synthetic data. The mechanism learns some pri-
vate representation of the data distribution and outputs a generative model. We choose to
workwith three families of differentially private synthetic datamechanisms: (1)Marginals-
based (PrivBayes) [ZCP+14]; (2) Query-based (MWEM, PEP) [HLM12, LVW21] and
(3) Deep Learning (DPCTGAN, PATECTGAN) [RLP+20, XSCV19, JYvdS19]. Generally
speaking, private marginals-based mechanisms seem to perform well in practice in set-
tings similar to ours [TMH+21, GXC23], query-based mechanisms tend to have theoreti-
cal utility guarantees, and deep learning approach are more common in non-differentially
private settings [JSH+22, QCvdS23].

Within each family, the specific mechanisms were included in the scheme only if they
were available in the well-maintained open-source package SmartNoise [Mic20]. There
were two exceptions to this rule: PrivBayes and PEP. PrivBayes is widely regarded as a
solid baseline for differentially private synthetic data generation, with its original imple-
mentation in C extensively used across various packages [ZCP+14]. PEP is a more so-
phisticated query-basedmechanism that outperformsMWEMand shows better empirical
results than other query-based mechanisms in a similar setting to ours [LVW21]. Other
potential candidates for a marginal-based mechanism include the MST [MMS21] or AIM
[MMSM22] algorithms, which have demonstrated top performances in recent benchmark
analyses [TMH+21, MMSM22, MMS21]; however, they were only added to SmartNoise at
a later stage of our project.

Before fitting a generativemodel and evaluating its samples, it can be challenging to deter-
mine with experiments which model family will perform best and what hyperparameters
should be used. For instance, the training process of GANs with differential privacy is
sensitive to both GAN-related and DP-related hyperparameters.

In many use cases, there might be more than one option acceptable by the stakeholders
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to preprocess the data, so no single “correct” transformation exists. We elicited a space
of possible data transformations and representations elicited from the stakeholders. For
example, a date column could be represented at the resolution of months or weeks, and
both could carry value to the users. The data transformations also interact with the model
family and its hyperparameters in a way that might not be predictable ahead of time.

Therefore, in this work, we performed a search within the Cartesian space spanned by the
model hyperparameters and the data transformations, as detailed in the following.

4.7.1 Data transformation space

For each column there is one or more data transformations alternatives.

Column Transformation Alternatives
birth_month 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12

mother_age
<18, 18-19, 20-24, 25-29, 30-34, 35-39, 40-42, 43-44, 44<
<18, 18-19, 20-24, 25-29, 30-34, 35-36, 37-39, 40-42, 43-44, 44<
<18, 18, 19, 20, ..., 42, 43, 44, 44<

parity
1, 2-3, 4-6, 7-10, 10<
1, 2, 3, 4, 6, 7, 8, 9, 10, 10<

gestation_week
<29, 29-31, 32-33, 34-36, 37-41, 41<
<29, 29, 31, 32, ..., 38, 39, 40, 41<

birth_sex M, F
birth_weight <1500, 1500-1599, 1600-1699, . . . , 4300-4399, 4400-4499, 4499<

4.7.2 Hyperparameter space

PrivBayes. PrivBayes [ZCP+14] is a differentially private BayesianNetwork basedmech-
anism. Some portion of the privacy loss budget is allocated to learning the network struc-
ture with a greedy algorithm, and the other portion is devoted to learning the conditional
distribution for each node.

The code is taken from the original implementation with a few modifications. We added
a new hyperparameter (epsilon_split) that determined how to divide the privacy loss
budget between structure and distribution learning. The original PrivBayes mechanism
has a single hyperparameter, theta, that heuristically tunes each node’s degree (number
of dependencies). We created a second flavor with a hyperparameter, degree, that set the
maximum degree directly.
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Hyperparameters Possible Values
All models epsilon_split 0.1, 0.25, 0.5, 0.7
Theta flavor only theta 2, 4, 8, 16, 20, 25, 30, 35, 40, 50, 60, 100
Degree flavor only degree 2, 3, 4

MWEM& PEP. MWEM [HLM12] and PEP [LVW21] are query-based mechanisms that
learn a representation of the universe of records distribution induced by the transformed
data. First, a pool of counting queries is randomly generated (num_query). Second, for
multiple iterations (num_iteration), the most poorly performing counting query on the
representation is selected and evaluated in a differentially private way. Then, this query
result updates the representation multiple times (num_inner_updates). The code of PEP
has an additional hyperparameter, marginal, that sets the order of the marginal queries.

Hyperparameter combinations where num_query < num_iterations are excluded.

Hyperparameters Possible Values

All models
num_query 128, 512, 1024 , 4096
num_iterations 100, 500, 1000
num_inner_updates 25, 100

PEP only marginal 2, 3, 4

DPCTGAN & PATECTGAN. Both DPCTGAN and PATECTGAN [RLP+20, JYvdS19]
are variants of the CTGAN model [XLW+18]; the former use DP-SGD for training CT-
GAN directly, while the latter embeds it within the PATE framework [PAE+17, PSM+18a].
Unless otherwise specified, hyperparameters default to the values in SmartNoise.

The parameter epochsdenotes themaximumnumber of training epochs, applicable even if
the privacy loss budget remains unexhausted. batch_size defines the size of each training
batch. Learning rates andweight decays for generator anddiscriminator networks are con-
figured by generator_lr, discriminator_lr, generator_decay, and discriminator_decay,
respectively.

The hyperparameter noise_multiplier adjusts the amount of noise injected into the DP-
SGDandPATE-GANalgorithms. The max_per_sample_grad_normhyperparameter, which
is specific to DP-SGD, set the gradient clipping threshold.
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Hyperparameters Possible Values

All models

epochs 300
batch_size 500
generator_lr 2e-4, 2e-5
discriminator_lr 2e-4, 2e-5
generator_decay 1e-6
discriminator_decay 1e-6
noise_multiplier 0.001, 0.1, 1, 5
discriminator_decay 1e-6
batch_size 500
noise_multiplier 0.001, 0.1, 1, 5

DPCTGAN only loss cross_entropy, wasserstein
max_per_sample_grad_norm 0.1, 1, 5

PATECTGAN only loss cross_entropy
regularization none, dragan

4.7.3 Data projection space

The hyperparameter min_count of the minimal occurrence data projection (Algorithm 4)
is treated as an hyperparameter for our schemewith two possible values {2, 3} set together
with our stakeholders.

4.8 Cleaning and Constraint Filtering
Real-world data often suffer from erroneous values for a variety of reasons, and the Israeli
National Registry of Live Births is no exception. Errors may be introduced when values
are manually entered into the registry, and glitches may occur during past database mi-
grations or software updates. Additionally, the original data may contain extreme yet
realistic records. A few outlier values can hinder model fitting and exaggerate errors in
the evaluation.

These issues are also pertinent to synthetic data generation. Even with clean and “nice”
original data, the trained generative model might still produce biologically implausible
samples because it learns “soft” statistical relationships.

Therefore, we established a list of record-level constraints that must be satisfied by both
the raw and synthetic data. Records not adhering to these constraints are filtered out (1)
from the original data before preprocessing, and (2) from the synthetic samples. The
initial list was created without the original data, based on published reference charts and
established data processing practices in the biostatistics community regarding birth data.
We acknowledge that one author and one primary stakeholder expanded the constraint list after
examining the raw data exported from the Ministry of Health database.
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4.8.1 Raw data constraints

After exporting the singleton live birth data from the Registry database, the following
records were removed for quality assurance or because they were rare, extreme, and im-
plausible, whichmight hinder the learning of the generationmodel. In total, nomore than
1.5% of the records were removed.

1. Records with missing values in one field or more

2. Records with birth_weight smaller than 500 (strict) OR greater than 5500 (strict)

3. Records with gestation_week smaller than 22 (strict) OR greater than 44 (strict)

4. Records with a mother_age smaller than 23 (strict) AND a parity greater than 6
(strict)

5. Records with a mother_age smaller than 20 (strict) AND a parity greater than 3
(strict)

6. Recordswith a gestation_week smaller than 26 (strict)ANDa birth_weight greater
than 1499 (strict)

7. Recordswith a gestation_week smaller than 29 (strict)ANDa birth_weight greater
than 2999 (strict)

8. Recordswith a gestation_week smaller than 34 (strict)ANDa birth_weight greater
than 3999 (strict)

9. Recordswith a birth_weight smaller than 600 (strict)ANDa gestation_week greater
than 29 (strict)

10. Recordswith a birth_weight smaller than 700 (strict)ANDa gestation_week greater
than 32 (strict)

4.8.2 Synthetic data constraints

The following constraints were removed from the synthetic data because they are rare,
extreme and implausible, so they might exaggerate errors in the evaluation (corresponds
to the raw data constraints 3, 4, 7, 8 and 9).

1. Records with a mother_age smaller than 23 (strict) AND a parity greater than 6
(strict)

2. Records with a mother_age smaller than 20 (strict) AND a parity greater than 3
(strict)

3. Recordswith a gestation_week smaller than 29 (strict)ANDa birth_weight greater
than 2999 (strict)

4. Recordswith a gestation_week smaller than 34 (strict)ANDa birth_weight greater
than 3999 (strict)
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4.9 Private Selection Details
Our scheme (Algorithm 1) is built on top the private selection algorithm (Algorithm 2).
Here, x denotes the generated release-candidate dataset (i.e., the synthetic dataset pro-
duced after constraint filtering and projection), and q ∈ 0, 1 indicates whether xmeets all
acceptance criteria, setting the success threshold at τ = 1. The mechanism M (D) selects
a configuration for the experiment (data transformations and model hyperparameters)
from a predefined public list and calculates differentially private x and q. The mechanism
M achieves 4.99-differential privacy (DP), as εx = 4 is allocated for training a generative
model (where sampling does not expend any privacy loss budget), and εq = 0.99 is used
for the acceptance criteria assessment. According to Theorem 3, which gives the total pri-
vacy loss budget among other properties, this theorem is also valid for an infinite horizon,
with parameters T = ∞, γ = 0, and ϵ0 = 0. Therefore, the total privacy loss budget used
for producing the release is εtotal = 2(εx + εq) = 9.98.

Theorem3 (Private selectionwith a known threshold [LT19]). Fix ε1, δ1 > 0, ε0 ∈ [0, 1], γ ∈
[0, 1]. Let T be any integer such that T ≥ max

{
1
γ
ln 2

ε0
, 1 + 1

eγ

}
, and let p1 = Prq∼Q(D)[q ≥ τ ],

then Algorithm 2 with these parameters satisfies the following:

1. Let Aout(D) be the output of Algorithm 2 on input D. Then there exists a constant C such
that for any q ≥ τ we have

Pr[Aout(D) = (x, q)] = C · Pr
(x̃,q̃)∼Q(D)

[(x̃, q̃) = (x, q)].

2. If M is ε1-DP, then the output is (2ε1 + ε0)-DP.

3. Let T̃ be the number of iterations of the algorithm, then

ET̃ ≤ 1

p1(1− γ) + γ
≤ min

{ 1

p1
,
1

γ

}
.

4. Furthermore, Pr[Aout(D) = ⊥] ≤ (1−p1)(1+ε0/2)
p1

γ.

4.10 Leveraging Public Data
Any access or computation on the Israeli National Registry of Live Births data is restricted
to an enclave environment (Section 4.12) with limited computational resources. However,
the prior space of possible data transformation and model hyperparameters is large (Sec-
tion 4.7) and cannot be exhausted in the enclave environment in a reasonable amount of
time. Not only that, if none of the configurations passes the acceptance criteria, the pri-
vate selection with a known threshold algorithm would run forever, and the privacy loss
budget would be consumed for nothing. That fact still holds if we set the algorithm pa-
rameters to return “failure” ⊥ with a non-zero probability (γ > 0). Altogether, these two
issues could make our scheme infeasible in practice.

One option is to leverage available resources (e.g., cloud computing) to run a grid search
with multiple attempts for each configuration if one had public data similar to the private
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data. Hopefully, one or more configurations would pass all acceptance criteria with a not-
too-small probability. Then, the collection of configuration with at least one success could
be used on the private data in the enclave environment.

The underlying assumption is that the structural characteristics of the data distribution
would be similar between the private and public data. So if a configuration, i.e., the col-
lection of specific values for data transformations andmodel hyperparameters, is accepted
for the public data, it would probably be accepted also for the private data, perhaps after
a few attempts.

It should be underscored that even if the assumption regarding structural similarity is
incorrect, this will not impact the empirical quality guarantees of the released data or the
level of privacy protection. The only potential negative consequence is that generating
the released dataset might demand more computational resources than expected, or our
scheme might fail to terminate, resulting in no output.

We note that the public data could have been utilize further for seeding the generation
models (e.g., MWEM, GAN, Bayesian Networks) with the public data. We leave this op-
timization for future work.

To the best of our knowledge, no existing birth datasets are publicly available except for
those from the US. The National Vital Statistics System (NVSS) [Cen], maintained by the
Centers for Disease Control and Prevention (CDC), which gathers various datasets from
US states. This collection includes detailed records of births, categorized by state and
month. The NVSS data has been accessible to the public for several decades. All six fields
planned for release in the Israeli National Registry of Live Births are present in the NVSS
data. The NVSS data contains individual-level birth events. Throughout the years, vari-
ous privacy-protection measures were taken, such as the removal of Personal Identifiable
Information (PII). Since 2005, the data has been released at a national level, lacking ge-
ographical details such as state, county, and city. Since 1989, dates of birth have been
provided only with the year, month, and day of the week, omitting exact birth dates.

We conducted the above-described experiment using a 2019 public data sample that corre-
sponds to the approximate number of births in Israel in 2014, based on data from the Israel
Central Bureau of Statistics [Cen14]. Our findings revealed that the PrivBayes mechanism
[ZCP+14] surpassed all others in performance, as detailed in Section 4.7. Additionally, we
identified several configurations with an acceptance probability of at least 10%. Conse-
quently, our schemewas implemented on the private data using the PrivBayesmechanism
and the successful configurations identified within the public NVSS data.

4.11 Software
Releasing official national-level data, even with formal privacy protection, entails signif-
icant responsibility. This responsibility is further underscored by known challenges and
vulnerabilities associatedwith implementingdifferential privacy systems [Mir12,HDH+22,
SOT22, TTS+22, JMRO22, CSVW22, KMR+20, GC23]. In this section, we delineate the
overall design of our system, addressing the risks arising from discrepancies between (1)
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theoretical presentations of our algorithms and (2) their actual code implementation.

4.11.1 Overall design

We have developed a Python package called synthflow for this release. Its core function-
ality is to execute a flow, which corresponds to a single iteration of our scheme. Given a
configuration, the code transforms the data, trains a generative model, samples records,
filters rows based on constraints, applies projection, and performs evaluation according
to acceptance criteria. Additionally, it can span the configuration space based on its di-
mensions and orchestrate the execution of a private selection algorithm. The package also
collect the full transcript of all randomness and noise used in the its execution. The logic
specific to the implementation details of Israel’s National Registry of Live Birth is separate
from the flow’s general logic.

4.11.2 Risk management

The scheme used in this paper fulfil differential privacy with respect to its the theoreti-
cal presentation. Implementation of differential privacy algorithms are pruned to bugs
that could nullify the theoretical guarantees [Mir12, KMR+20, JMRO22, SOT22, HDH+22,
TTS+22, CSVW22].

We did not have the resources to deploy end-to-end formal verification or conduct a com-
plete differential privacy auditing. Given the available resources to us, we aimed to man-
age and reduce the risk of misalignment between the implementation and the theoretical
framework presented in this paper. The following points summarize the measures we
took.

Keep it simple. As a general principle, we preferred simple code design that is easier to
test and maintain.

Applying best practices of software engineering. Testing, linting, documentation and
reviewing were integral to the development workflow. While insufficient to identify po-
tential bugs with differential privacy, these practices are the first line measure for mitigat-
ing risk. In particular, we carefully examine each manipulation and query on the original
data (e.g., definition of columns’ boundaries) and calculations of parameter values.

Using differentially private algorithm from established open source packages; not im-
plementing new algorithms. Because it requires great effort to implement differential
privacy mechanisms correctly with a production quality level, we avoided writing our
own implementation. We opt to use existing open source packages that are either well
and actively maintained, SmartNoise67 which is part of OpenDP ecosystem [HGV20] and

6Synthesizers: https://github.com/opendp/smartnoise-sdk
7We patched the MWEM implementation in SmartNoise to allow the exponential mechanism to choose

the same query; because otherwise, the code got into an infinite loop on the NVSS data)
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Diffprivlib8 [HBAL19], or that are used by other projects and undergone a code review
by us (PrivBayes from SDGym9). Nonetheless, these packages are susceptible to floating point
vulnerabilities1011 and underestimation of the sensitivity vulnerabilities, and consequently, also
our release. This issue is one of the reasons why we decided against releasing the genera-
tive model with the full-precision float probabilities, opting instead to make only the final
dataset publicly available. We plan to resolve this issue in future releases of the Registry.

Performonly essential patching of code for differential privacymechanisms. Wepatched
the PrivBayes code for three purposes.

First, we addressed the bug reported by [SOT22]: we now take the upper and lower
bounds of each column as predefined inputs from the configuration, rather than calcu-
lating them directly from the original dataset in a non-private manner.

Second, we transitioned to a CSPRNG (cryptographically secure pseudo-random number
generator) as discussed in Section 4.11.3.

Third, we added functionality to collect the transcript of all random and noise used in
fitting the Bayesian network. However, this transcript is neither exported from the enclave
nor released but may be used for future research.

Considering synthetic data and data transformations as fallbacks, but not as privacy
guarantees. Our privacy protection in this released is given by differential privacy. Syn-
thetic data and transformations are not privacy guarantees, but by adopting defence in
depth approach, they serve as a secondary layer of protection by limiting the precision
and amount of information released. We stress that data the projection of face privacy is
not considered a fallback.

4.11.3 Randomness

High-quality randomness is essential for the differential privacy guarantee to hold — a
requirement it shares with cryptographic applications. For an in-depth discussion on the
role of randomness in differential privacy and a detailed comparison with cryptography,
refer to [GL20].

To tackle this requirement, we ensured that the implementations of differentially private
mechanisms use high-quality Cryptographically Secure Pseudo-Random Number Gen-
erators (CSPRNG): (1) the PrivBayes algorithm; (2) the Laplace and Functional mecha-
nisms for acceptance criteria; and (3) configuration sampling in the private selection algo-
rithm. It is best practice to use the operating system’s CSPRNG.As the release produced in

8Laplace mechanism and private linear regression; https://github.com/IBM/
differential-privacy-library

9https://github.com/sdv-dev/SDGym/tree/c9e274c1c1be7e8fec6fcd1d6f88e95b38a44d14/
privbayes

10The Diffprivlib package has the implementation of the Snappingmechanism [Mir12], but due to depen-
dency issue, it could not work as-is in the OS used in the enclave environment (Windows).

11At the time of producing the released data, SmartNoise used NumPy to generate the Laplace noise.
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a Windows-based enclave environment (see Section 4.12), the random generator utilized
is the Cryptographic Service Provider [Mic21].

ToutilizeWindows’CSPRG,wemodified the PrivBayes implementation to use random_device
from the boost library as its random generator, instead of the standard C library’s insecure
generator from random.h. For the acceptance criteria and the private selection algorithm,
the implementations make use of the secrets package from Python’s standard library.

We leave to future research to explore the properties required from a random generator
for the secure deployment of differential privacy.

4.12 Execution Environments
The execution of our schemewas conducted in an enclave environmentmanagedbyTIMNA,
Israel’s National Health Research Platform. Only the final release-candidate dataset with
the differentially private results of its acceptance criteria were exported from the environ-
ment.

The experiments on the public data (see Section 4.10) were run on Boston University
Shared Computing Cluster (SCC)12.

4.13 Public-facing Documentation
In addition to this technical document, it’s essential to communicate the release details and
usage guidelines to various audiences, particularly data subjects and data users. Commu-
nication should cater to the diverse interests, needs, and knowledge levels of these groups.

We’ve created a comprehensive README document (pdf format), developed in collabo-
ration with key stakeholders. This document accompanies the data release (csv format)
and is available via the Israeli Government Open Data Portal [MoH24].

The README structure draws from Open Government Data best practices [Tau14] and
dataset transparency initiatives like Datasheets for Datasets [GMV+21], Dataset Nutri-
tion Label [HHN+18], and Data Cards [PZK22]. It consists of two parts: The first part
addresses both data subjects and data users, offering metadata, intended usage, and a re-
quest for feedback. The second part focuses on technical details for data users, including
data quality, privacy considerations, and production process.

As discussed in Section 2, since the data is presented in a tabular format, it may give
data users the impression that they can perform any type of analysis on it. However, it
is important to note that the released dataset has been specifically designed to address
predefined, albeit broad, statistical queries outlined in the acceptance criteria. We cannot
guarantee the quality or accuracy of the results obtained from other types of analyses,
such as more complex machine learning tasks or anomaly detection. To mitigate this risk
of inappropriate analysis, we rely on the README document as our primary method of
communication, particularly through the inclusion of the intended usage section.

12https://www.bu.edu/tech/support/research/computing-resources/scc
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We plan to produce additional materials for the general public and data subjects in Israel
in a more engaging way, such as short video(s) about the potential utility of releasing this
data to the public and the measures taken to protect the privacy of the data subjects.

4.14 Post-Production Improvements
In this section, we discuss enhancements to our implementation identified after the dataset
was released. The composition property of differential privacy means that re-running our
scheme would exceed the total privacy loss budget that the stakeholders and we were
willing to accept. However, these enhancements had minimal or no effect on the privacy
guarantee (potentially saving ε = .43 of the privacy loss budget). Thanks to the acceptance
criteria, the data quality, as operationalized by the stakeholders, remained unaffected.

4.14.1 Saving privacy budget for linear regression acceptance criteria

In the implementation of the acceptance criteria, we calculated the linear regression co-
efficients for the transformed dataset in each iteration of the scheme, even though it is
not dependent on the configuration (Section 4.5.4). We could compute the differentially
private linear regression just once before initiating the loop in our scheme. This change
would save ε = .43 in the privacy loss budget by circumventing the doubling of the privacy
loss budget induced by the private selection algorithm (Theorem 3). It’s important to note
that this improvement does not apply to other acceptance criteria since their computations
directly involve the transformed and synthetic datasets.

4.14.2 Wrong global sensitivity calculation for MAE acceptance criterion

In the implementation of the Mean Absolute Error (MAE) acceptance criteria, we used a
global sensitivity that was half the correct value (Section 4.5.4). The MAE was perturbed
using the Laplacemechanism, where the added noise depends on the ratio between global
sensitivity∆ and the privacy loss budget ε: ∆/ε. To rectify the incorrect sensitivity value,
we doubled the allocated privacy loss budget from ε = .02 to ε = .04. This adjustment
would have been made even if the sensitivity had been correctly calculated, since the pri-
vacy loss budget was determined based on the standard deviation of the noise, ensuring
the accuracy of the evaluation.

The error has been corrected in the code accompanying with this paper.

4.14.3 Simpler dataset projection algorithm

The algorithm for dataset projection described in Section 4.6 is an improved version of
the actual algorithm used to produce the release dataset. We realized that it could be
improved only after consuming the privacy loss budget for running our scheme on the
Live Birth Registry data.

In this section we describe the implemented algorithm (Algorithm 5) and its properties
in Proposition 12, which is very similar to Proposition 11.
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The use of Algorithm 5 instead of Algorithm 4 has no impact on privacy as well as the
data quality with respect to the acceptance criteria.

Algorithm 5 Dataset Projection for Minimal Occurrence (Implementation Version)
Require: a multiset (dataset) D, a minimum count of recordsm.
1: R0 ← ∅
2: for k = 1, . . . ,m− 1 do
3: R′k ← Rk−1 ∪ Rec(D,# = k)
4: Rk ← Sample without replacement a proportion of ⌊ k

k+1
⌋ records from R′k

5: end for
6: D′<m ← {(x,m) : x ∈ Rm−1}
7: D′=m ← {(x,D(x)) : x ∈ X ,D(x) = m}
8: D′>m ← {(x,D(x)) : x ∈ X ,D(x) > m}
9: D′ ← D′<m ∪ D′=m ∪ D′>m

10: return D′

Proposition 12. LetD be a multiset (dataset) andD′ be the multiset corresponding to the output
of Algorithm 5 when running it onD with a minimum count of recordsm. Assume ∀k ∈ [m−1] :
m!
k!
|nDk . Then the following holds:

1. Rec(D′) ⊆ Rec(D),

2. For all k > m, Rec(D′,# = k) = Rec(D,# = k),

3. Rec(D,# = m) ⊆ Rec(D′,# = m),

4. Rec(D′,# < m) = ∅,

5. For all k < m, E
[ ∑
x∈Rec(D,#=k)

D′(x)
]
=

∑
x∈Rec(D,#=k)

D(x)

6. |D′| = |D|,

Proof. Statements (1)-(4) holds according to the same arguments as in Proposition 11.

The proof of statement (6) here is parallel to its proof in Proposition 11. It differs in show-
ing that |D′<m| =

∑
x∈Rec(D,#<m)

D(x). Note that |D′<m| = m · |Rm−1| according its definition.

The following lemma helps us to calculate |Rm−1|.

Lemma 1. If ∀k ∈ [m− 1] : m!
k!
|nDk , then

|Rk| =
1

k + 1

k∑
t=1

t · nDt .

Proof. By induction on k. For k = 1, |R1| = 1
2
|Rec(D,# = 1)| = 1

2
nD1 by the definition of R1

and nD1 .
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We assume that the claim holds for k − 1 and prove it for k. By definition, Rk is a k
k+1

proportion of R′k = Rk−1 ∪ Rec(D,# = k), a union of two disjoint sets, so

|Rk| =
k

k + 1
|R′k| =

k

k + 1

(
|Rk−1|+ |Rec(D,# = k + 1)|

)
=

k

k + 1
|Rk−1|+

k

k + 1
nDk .

.

Plugging in the induction hypothesis, we get the required

|Rk| =
k

k + 1
· 1
k

k−1∑
t=1

t · nDt +
k

k + 1
nDk =

1

k + 1

( k−1∑
t=1

t · nDt + k · nDk
)
=

1

k + 1

k∑
t=1

t · nDt .

.

Note thatwe can ignore the floor function ⌊ · ⌋ in the sampling fromR′k thanks to the lemma
condition.

Consequently,

|D′<m| = m · |Rm−1| = m · 1
m

m−1∑
k=1

k · nDk =
m−1∑
k=1

k · nDk =
∑

x∈Rec(D,#<m)

D(x).

For statement (5) note that for k < m, the probability of including an x ∈ Rec(D,# = k)
in D′ is m−1

m
· m−2
m−1 · . . . ·

k+1
k+2
· k
k+1

= k
m
; and if x is included, then D′(x) = m, otherwise

D′(x) = 0.

Therefore,

E
[ ∑
x∈Rec(D,#=k)

D′(x)
]
=

∑
x∈Rec(D,#=k)

E
[
D′(x)

]
=

∑
x∈Rec(D,#=k)

( k

m
·m+

m− k

m
· 0
)

=
∑

x∈Rec(D,#=k)

k

= nDk · k =
∑

x∈Rec(D,#=k)

D(x).
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5 Related Work
Differentially private synthetic data generation. Tao et al. (2021) proposed a catego-
rization of differential privacy synthetic data algorithms [TMH+21]: (1) Marginal-based
methods, which privately select and measure a collection of marginals before generat-
ing records from the induced distribution; (2) Workload-based methods that iteratively
and adaptively refine the model based on the error of a set of queries; and (3) GAN-
basedmethods that employ a generative adversarial network (GAN)with differential pri-
vacy. Among these, marginal-based algorithms likeAIM [MMSM22],MST [MMS21], and
PrivBayes [ZCP+14] perform best in similar settings like ours according to comprehensive
evaluations [TMH+21, GXC23] and recent NIST competition results [Nat18, Nat20]. Liu
et al. (2021) developed a framework that unifies the presentation of workload-based al-
gorithms [LVW21], including MWEM [HLM12], DualQuery [GAH+14], PEP, and RAP
[ABK+21]. Various GAN variants exist, either employing DP-SGD [ACG+16] or the PATE
framework [PSM+18b] for training non-private GAN models for tabular data [XLW+18,
JYvdS19, RLP+20].

Differential Privacy real-world releases. Desfontaines (2021) offers an extensive list of
real-world data releases and systems employing differential privacy [Des21]. To the best
of our knowledge, this list is the most current and well-maintained. Here, we highlight
only a few deployments that have significantly influenced or inspired this release. For
a comprehensive list, consult [Des21]. Most differential privacy deployments have been
carried out by the US Government or big tech companies. For instance, the US Census has
released several data products incorporating differential privacy, notably the 2020 Cen-
sus RedistrictingData [AAC+22]. Other releases include the Post-Secondary Employment
Outcomes of college graduates [FMM19] aswell as OnTheMap [MKA+08], whichmarked
the first real-world application of differential privacy. The Wikimedia Foundation, in col-
laboration with Tumult Labs, recently published deferentially private statistics detailing
daily visits to Wikipedia pages by country [ABD+23]. During the COVID-19 pandemic,
Google consistently released differentially private aggregate statistics on changing trends
in mobility patterns over time, segmented by geography and across various categories of
places [ABC+20]. Only a single release in the list of Desfontaines (2021) uses synthetic
data [Des21]: the Global Victim-Perpetrator dataset prepared in collaboration between
the International Organization for Migration and Microsoft [fM22]. The dataset provides
first-hand information on the relationships between victims and perpetrator in human
trafficking.

Communication of Differential Privacy guarantees. In recent years, the question of
how to effectively communicate differential privacy guarantees to various stakeholders
has received significant attention, recognized as an essential factor for successful DP re-
leases. Studies based on surveys and interviews have been conducted to assess the intel-
ligibility and perception of different communication strategies for DP and, consequently,
the willingness of users to share information. Cummings et al. (2021) proposed a frame-
work to evaluate howdescriptions ofDP influence thiswillingness [CKR21]. Franzen et al.
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(2022) designed quantitative risk notifications based on communication formats from the
medical field [FvVS+22]. Xiong et al. (2022) used illustrations to explain three modes of
DP: central, local, and shuffle [XWW+22], and Karegar (2022) examined the effectiveness
of metaphors [KAF22]. Nuñez von Voigt explored how well users understood DP expla-
nations, using an explanation of k-anonymity as a baseline [vVMT24]. Nanayakkara et al.
(2023) focused on explaining the value of the privacy parameter ε [NSC+23].

6 Discussion
In this work, we documented the development of a differentially private release of the
Israeli National Registry of Live Births in 2014. We identified four requirements elicited
from our stakeholders: (1) tabular format; (2) data quality; (3) faithfulness; and (3) pri-
vacy. We designed an end-to-end differentially private scheme for producing a release
that fulfil these requirements.

We have identified six key direction for future research.

First, we were fortunate to find similar public data to mark which configurations have a
higher chance of passing the acceptance criteria. However, not for every dataset, similar
public data might be available. Note that the public data is not used here to seed an al-
gorithm for learning a generation model. What could be done if we don’t have an access
to a public data? We hypothesize that for the purpose of narrowing down the space of
configuration, only partial knowledge about the target distribution (e.g., in the format of
statistical facts) might be sufficient

Second, data quality statements, as expressed via acceptance criteria, are significantly val-
ued by the data users. We anticipate that data users would like to run additional queries
beyond what is covered by our criteria. Is it possible to bound the error of other queries
given the result of the acceptance criteria we released? How could one choose a list of dif-
ferentially private acceptance criteria that “span” a more extensive set of bounds on other
desired queries?

Third, most of our acceptance criteria consider maximum error. We choose such form of
criteria because it delivers a bound on any other type of error. Perhaps users would be
interested in different kinds of bounds, such as average error, confidence intervals or tail
error (like faithfulness).

We believe that after releasing the data, we will be able to collect more informed feedback
about the structure and content of desired acceptance criteria from the data users.

Fourth, the meaning of the differential privacy guarantee must be understood within the
context of the release. For example, which ε a data curator should use? How a data sub-
ject should understand the protection of ε = 9.98 [GAP18, WAB+18, CKR21, FvVS+22,
NSC+23]? In this work, we adopted a heuristic approach for choosing the value of the
privacy parameter based on previous releases [Des21], but a more principled and inter-
pretable way is needed.
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Fifth, the released dataset is designed to answer accurately only a subset of statistical
queries, such as k-way marginals. However, the affordance of synthetic data “invite” the
user to run other type of queries, without data quality empirical guarantees. Assuming
tabular format is a non-negotiable requirement, which measures a curator should take to
prevent out of band analysis?

Sixth, when the government releases national data, issues of trust should be addressed
meticulously. For instance, in this release, we incorporated the principles of faithfulness
and face privacy to serve this purpose. How can the data curator assure a distrustful
stakeholder that the release was produced as claimed? What additional properties should
the release possess to promote trust?
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