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Oblivious transfer between two untrusting parties is an important primitive in cryptography.
There are different variants of oblivious transfer. In Rabin oblivious transfer, the sender Alice holds
a bit, and the receiver Bob either obtains the bit, or obtains no information with probability p?.
Alice should not know whether or not Bob obtained the bit. We examine a quantum Rabin oblivious
transfer protocol that uses two pure states. Investigating different cheating scenarios for the sender
and for the receiver, we determine optimal cheating probabilities in each case. Comparing the
quantum Rabin oblivious transfer protocol to classical Rabin oblivious transfer protocols, we show
that the quantum protocol outperforms classical protocols which do not use a third party, for some
values of p?.

I. INTRODUCTION

Apart from quantum key distribution, other crypto-
graphic primitives have been studied in the quantum set-
ting. One of these is oblivious transfer (OT), where, un-
like in (quantum) key distribution, sender and receiver
do not trust each other. OT was initially introduced
informally by Wiesner in the context of “conjugate cod-
ing”, where a sender encodes two messages, but only one
of these messages can be received [1]. Even et al. [2]
later defined 1-out-of-2 oblivious transfer, where a sender
sends two bits to a receiver, who learns only one of them,
while the sender does not learn which bit is received.

Other variants of oblivious transfer exist, such as 1-
out-of-n OT [3], XOR OT [4], generalized OT [4], and
Rabin OT [5]. In Rabin oblivious transfer, which is also
known as all-or-nothing oblivious transfer, a sender sends
a bit to a receiver, who either learns the bit value or
learns nothing at all. The sender remains ignorant of
whether the receiver obtained the bit value or not. All
of the above variants have been shown to be equivalent
to 1-out-of-2 OT in the classical setting [3, 4, 6]. This
equivalence may or may not hold for quantum oblivious
transfer.

The significance of OT stems from the fact that it can
be used to implement any two-party computation [7].
Unfortunately, information-theoretically secure (perfect)
OT is impossible both in the classical and quantum set-
tings. In classical 1-out-of-2 oblivious transfer, if one
of the parties cannot cheat any better than with a ran-
dom guess, then the other party can cheat with proba-
bility equal to 1 without being detected. Mayers [8] and
Lo [9] proved that one-sided quantum two-party compu-
tation is impossible with information-theoretic security.
Since 1-out-of-2 OT is universal for two-party compu-
tation, it follows that (perfect) quantum 1-out-of-2 OT
with information-theoretic security must also be impos-
sible.
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By introducing realistic restrictions on the commu-
nicating parties, information-theoretically secure per-
fect quantum OT does become possible. For instance,
Damg̊ard et al. introduced the bounded quantum storage
model and proposed a quantum Rabin OT protocol that
is secure with this assumption [10]. Another approach
involves spacetime-constrained quantum oblivious trans-
fer, which is unconditionally secure in a relativistic quan-
tum setting [11–13]. Moreover, even without restrictions
on the communicating parties, cheating probabilities can
still be limited without violating the no-go results in [8]
and [9]. An active area of research focuses on the inves-
tigation of what the smallest possible cheating probabil-
ities are for quantum oblivious transfer [14–17].

Quantum Rabin oblivious transfer has been less inves-
tigated than other variants of quantum oblivious transfer.
Two quantum protocols for Rabin OT are presented by
Bansal and Sikora [18]. These are based on switching
between two “bad” such protocols, to create an overall
better Rabin oblivious transfer protocol. The security
analysis for one of these stochastic switching protocols
uses a different definition for a dishonest sender than the
one we use, but the security analysis for the other pro-
tocol uses the same definition as we do. It can therefore
be directly compared to the protocol investigated in this
paper. Although the underlying “bad” protocols achieve
the same cheating probabilities as the basic protocol here
does, we can obtain lower cheating probabilities for both
sender and receiver by including some testing by the re-
ceiver than they can obtain by applying the stochastic
switching. Furthermore, a quantum Rabin OT proto-
col is proposed in [19] and is even claimed to be secure.
However, it appears that the considered cheating strate-
gies may not be completely general and it can indeed be
shown that there are successful cheating strategies for a
dishonest party [20].

Because of this, it is of interest to investigate quantum
Rabin oblivious transfer protocols. The simplest possible
quantum Rabin OT protocol is arguably for the sender to
encode a bit value in two pure non-orthogonal states. The
receiver makes an unambiguous measurement to either
perfectly learn the bit value, or fail to learn anything at
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all [21]. At first this may not seem very promising, since
the sender can trivially cheat perfectly by making the re-
ceiver always receive a bit value (albeit at the expense
of the sender not knowing what bit value the receiver
thinks they have received). However, further investiga-
tion is needed, since, if the protocol is implemented many
times and the receiver monitors how often they receive
or do not receive the bit value, they can limit how often
the sender can use the perfect cheating strategy.

In this paper, we evaluate the performance of the quan-
tum Rabin oblivious transfer protocol proposed in [21]
more fully, and compare it to classical Rabin OT proto-
cols. The protocol is described in Section II. In Section
III, we consider a cheating receiver, and in Section IV
a cheating sender. We consider three different cheating
strategies for the sender, depending on whether and how
the receiver tests the states they receive. In Section V, we
evaluate the performance of the quantum Rabin OT pro-
tocol. We briefly compare it to the stochastic switching
quantum Rabin OT protocol by Bansal and Sikora [18].
The main focus of this section is however the compari-
son to classical Rabin OT protocols; we show that the
quantum advantage in terms of lower cheating probabil-
ities is either small or nonexistent. The comparison with
classical protocols suggests that mixed states might help
to improve security of quantum Rabin oblivious transfer
protocols.

II. THE PROTOCOL

In Rabin oblivious transfer, a sender Alice has one bit,
and sends it to a receiver Bob. Bob should either receive
the sent bit or receive nothing. Ideally, Alice should have
no information about whether Bob received the bit or
not, and Bob should not have any information about the
bit value when he did not receive it. In the quantum
Rabin OT protocol we consider [21], Alice encodes her
bit value x ∈ {0, 1} using one of the two pure states
|ψx⟩. The overlap between the states can without loss of
generality be considered to be real and equal to ⟨ψ0|ψ1⟩ =
cos(2θ), where 0◦ ≤ θ ≤ 45◦. The protocol is performed
as follows.

1. Alice randomly chooses a bit value x, with equal
probability for x = 0 and x = 1. She prepares and
sends the state |ψx⟩ to Bob, where

|ψ0⟩ = cos θ |0⟩+ sin θ |1⟩ ,
|ψ1⟩ = cos θ |0⟩ − sin θ |1⟩ . (1)

2. Bob performs an unambiguous discrimination mea-
surement [22–24] on the received state. His mea-

surement operators are

Π0 =
1

2 cos2 θ
|ψ1⟩ ⟨ψ1| ,

Π1 =
1

2 cos2 θ
|ψ0⟩ ⟨ψ0| ,

Π? = (1− tan2 θ) |0⟩ ⟨0| , (2)

corresponding to a bit value of 0 and 1, and not
receiving the bit, respectively.

Bob learns the bit value with probability 1 − p? = 1 −
cos(2θ) = 2 sin2 θ and obtains an inconclusive result with
probability p? = cos(2θ) [22–24]. The states

|ψ0⟩ = sin θ |0⟩ − cos θ |1⟩ ,
|ψ1⟩ = sin θ |0⟩+ cos θ |1⟩ (3)

are orthogonal to Alice’s states in Eq. (1), which guar-
antees that Bob will never obtain bit value 0 when Alice
sent |ψ1⟩, and vice versa. In a Rabin OT protocol, Bob
should usually receive the bit value with probability 1/2,
which corresponds to θ = 30◦. Other values for p? are
however possible. If quantum Rabin OT protocols do
give an advantage over corresponding classical protocols,
it is not immediately clear for what value of p? this ad-
vantage would be the greatest.

III. DISHONEST BOB

Let us assume that Bob is dishonest and Alice is honest
(we do not care about a dishonest party being cheated
against, and if both parties are dishonest, both can de-
viate from the protocol). Cheating by Bob is defined as
him correctly guessing Alice’s bit value. The simplest
way for Bob to cheat in any Rabin oblivious transfer
protocol, whether classical or quantum, is to follow the
protocol honestly and then randomly guess the bit value
whenever his outcome is “no bit”. We will call this the
guessing strategy. This type of cheating can never be
prevented. In an ideal protocol, Bob is not able to cheat
any more often than this.

Since Bob learns Alice’s bit value with probability
1 − p?, and Bob’s guess, if he does not receive the bit
value, is correct with probability 1/2 (assuming Alice is
equally likely to choose both bit values), Bob’s guessing
probability Bg

OT is

Bg
OT = 1− p?

2
. (4)

Bob can achieve a higher success probability if he does
not follow the protocol honestly. His optimal cheating
strategy in the quantum protocol is to make a minimum-
error measurement to distinguish between |ψ0⟩ and |ψ1⟩.
The minimum-error measurement for distinguishing be-
tween two states ρ0 and ρ1, occurring with probabilities
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p0 and p1, is a projective measurement in the eigenbasis
of p0ρ0 − p1ρ1 [25]. Bob’s cheating probability Bq

OT is

Bq
OT =

1

2

(
1 +

√
1− p2?

)
. (5)

When p? = 1, then θ = 0◦ and |ψ0⟩ = |ψ1⟩, and Bq
OT =

1/2; he cannot do any better than with a random guess.
When θ = 45◦ and the two states are orthogonal, Bq

OT =
1, but in this case p? = 0 and he would also always receive
the bit value if he is honest. If p? = 1/2, corresponding
to θ = 30◦, Bob’s cheating probability is relatively high
at Bq

OT =
(
2+

√
3
)
/4 ≈ 0.933; his guessing probability is

3/4. Bob’s cheating and guessing probabilities coincide
when p? = 0 or p? = 1. In between, Bob’s cheating
probability is always higher than his guessing probability,
as shown in Fig. 1.

IV. DISHONEST ALICE

Cheating by Alice is usually defined as her wanting to
know if Bob has received the bit or not. Alice can always
cheat by following the protocol honestly and randomly
guessing whether or not Bob received the bit value. In
an ideal protocol, she is not able to cheat any more often
than this. Alice knows that Bob receives no bit with
probability p?, and receives the bit with probability 1−p?.
She will guess the most likely outcome. Hence, Alice’s
guessing probability Ag

OT is

Ag
OT = max(p?, 1− p?). (6)

Alice will also know which value Bob’s received bit would
have, since she followed the protocol. When p? = 1 or
p? = 0, Bob will never, respectively always, receive the
bit, and necessarily Ag

OT = 1. When p? = 1/2, corre-
sponding to θ = 30◦, Alice’s guessing probability takes
its smallest value Ag

OT = 1/2.
The guessing strategy is usually not Alice’s optimal

cheating strategy. Her optimal strategy in the quan-
tum protocol depends on whether and how Bob tests the
states Alice sends to check if she cheats. In the follow-
ing subsections, we outline Alice’s cheating strategies and
probabilities Aq

OT , first when Bob does no testing at all,
and then for two different testing methods. We plot the
cheating probabilities in Fig. 1.

A. No testing by Bob

If Bob does not do any testing in the quantum pro-
tocol, Alice can send whatever state suits her best. Her
best choice is to send the state |1⟩. Since this is orthog-
onal to Bob’s inconclusive measurement operator (Eq.
(2)), he will always receive a bit value. Thus, Alice can
cheat perfectly, Aq

OT = 1. Note that she then has no
information about what bit value Bob would receive.

B. Bob testing – monitoring the probabilities

One testing strategy that Bob can apply, if the protocol
is repeated many times, is to check that the probabilities
of obtaining the bit values 0 or 1, or of obtaining no bit,
are what he expects them to be. Bob does not discard any
states, and does not ask Alice for any more information.
As we will now show, Alice’s best cheating strategy is
then to send a statistical mixture of the states |0⟩ and
|1⟩. Bob’s measurement operators for the cases “bit”
and “no bit” are

Πbit = Π0 +Π1 = tan2θ |0⟩ ⟨0|+ |1⟩ ⟨1| ,
Π? = (1− tan2θ) |0⟩ ⟨0| . (7)

In order for Alice to maximise Bob’s probability of ob-
taining a particular outcome (in this case, “bit” or “no
bit”), it is optimal for her to send Bob the pure state
which is an eigenstate of Bob’s corresponding measure-
ment operator, with the highest eigenvalue. She there-
fore will not benefit from entanglement. As we already
saw, Alice can make the probability of Bob receiving a
bit pbit = 1 by sending him the state |1⟩. Bob will then
receive the two bit values with probability 1/2 each. Bob
however expects to not receive a bit value with proba-
bility p?. Alice can make p? take its maximum value
1 − tan2 θ by sending Bob the state |0⟩; Bob will then
receive the two bit values with equal probability when he
nevertheless does receive a bit value.

If 1 − tan2 θ ≥ 1/2, meaning that 0 ≤ θ ≤
arcsin

(
1/
√
3
)
≈ 35.264◦, i.e., p? ≥ 1/3, Alice guesses

that Bob receives no bit if she sent him |0⟩ (and that he
receives the bit if she sent him |1⟩); if 1 − tan2 θ < 1/2,
her guess is always that Bob receives the bit. When
1− tan2 θ = 1/2, she can use either guessing pattern.
Bob expects p? = cos(2θ). Thus, if x is the probability

for a cheating Alice to send |0⟩, it must hold that x(1−
tan2 θ) = cos(2θ). It follows that Alice’s optimal cheating
strategy is to send |0⟩ with probability x = cos2 θ and
|1⟩ with probability 1 − x = sin2 θ. Her probability to
correctly guess whether or not Bob receives a bit is then

Aq
OT = max[(1 + p?)/2, 1− p?]. (8)

When 1− p? > (1 + p?)/2, that is, when p? < 1/3, Alice
might also follow the protocol honestly and still achieve
the same overall cheating probability Aq

OT = 1−p?. That
is, her cheating probability is the same as in an ideal
protocol. By sometimes sending |1⟩, however, Alice can
be sure that when she does so, Bob will think that he
received a bit (as before, at the expense of Alice not
knowing what the bit value is). In an ideal protocol, Alice
would never know for sure whether Bob has received the
bit or not. Arguably, it matters not only what Alice’s
probability to guess correctly is, but also whether she
sometimes can know for sure that her guess is correct.

In a Rabin OT protocol, Bob will usually receive the
bit with probability 1/2, corresponding to θ = 30◦. In
this case, Aq

OT = 3/4, and Alice will need to send |0⟩ 3/4
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of the time, guessing that Bob did not receive the bit,
and |1⟩ the rest of the time, guessing that Bob received
the bit.

C. Full testing by Bob

We now consider that Bob tests the states in a way
similar to what the receiver does in the 1-out-of-2 obliv-
ious transfer protocol by Amiri et al. [16]. It is then
necessary to implement not just one round of the proto-
col, but N rounds, and some of the rounds will be used
for tests and discarded. Alice transmits N states to Bob
who randomly picks a small fraction F of them to test,
where 0 < F ≪ 1. He asks Alice to reveal what these
states are, and tests her declarations by measuring the
qubits in the appropriate bases. If any of his measure-
ment outcomes do not agree with Alice’s declaration, the
protocol is aborted. Otherwise, Bob discards the states
used for testing and proceeds with the regular protocol
using the remaining N(1 − F ) states. We will refer to
this testing method as the full testing scheme. In princi-
ple, this could lower Alice’s cheating probability as com-
pared with Bob monitoring only the probabilities of his
outcomes as in the previous section. We will show that
somewhat counterintuitively, Alice’s cheating probability
remains the same.

Alice does however now need to prepare entangled
states in order to cheat. To always pass Bob’s test, Alice
needs to send a superposition of the two states she would
send when honest, entangled with a system she keeps on
her side. This is a state of the form

|Ψcheat⟩ = a |0⟩A |ψ0⟩+ b |1⟩A |ψ1⟩ , (9)

where {|0⟩A , |1⟩A} is an orthonormal basis for the system
Alice keeps, a, b ∈ R, and |a|2 + |b|2 = 1. The parame-
ters a and b can be chosen real and positive with no loss
of generality, since any phase factors can always be ab-
sorbed into the kets |0⟩A , |1⟩A. The state |Ψcheat⟩ allows
Alice to always declare a correct state for Bob’s test, by
measuring her system in the {|0⟩A , |1⟩A} basis.
Bob still expects to receive the bit values 0 and 1 with

equal probability. This would seem to imply that we
need |a| = |b| in Eq. (9). Alice could however alter-
nate between sending the state in Eq. (9), and an analo-
gous state where a and b are interchanged, so that Bob’s
probabilities for the two bit values are equal on average.
Because of symmetry, her cheating probability would be
the same in either case. Therefore, we can still assume a
state of the form given in Eq. (9).

1. Alice guessing only whether Bob received a bit or not

After Bob’s measurement on his part of |Ψcheat⟩, Al-
ice’s system will be in one of two possible states, depend-
ing on whether Bob received a bit or not. She will need

to distinguish between

ρno bit =

(
|a|2 ab∗

a∗b |b|2
)

and ρbit =

(
|a|2 0
0 |b|2

)
, (10)

corresponding to Bob not receiving and receiving the
bit, respectively. The first case occurs with probability
cos(2θ) and the second with probability 2 sin2 θ. Alice’s
optimal cheating strategy is to distinguish between these
two states with a minimum-error measurement [25]. Her
cheating probability Aq

OT is then

Aq
OT = max[(1 + u)/2, 1− p?], (11)

where u =
√
(1− 2p?)2 − 4a2b2(1− p?)(1− 3p?). Since

u ≤ 1− 2p?, it is clear that when p? ≤ 1/3, Alice cannot
cheat any better than with a random guess. When p? ≥
1/3, Alice’s optimal choice for the coefficients a and b

is a = b = 1/
√
2, which maximises u, meaning that she

needs to distinguish between

ρno bit =

(
1/2 1/2
1/2 1/2

)
= |+⟩ ⟨+| ,

ρbit =

(
1/2 0
0 1/2

)
=

1

2
1. (12)

Her cheating probability becomes

Aq
OT = max[(1 + p?)/2, 1− p?]. (13)

As before, Alice can cheat perfectly when p? = 0 or
p? = 1. In these cases, Bob always receives a bit, or
never receives the bit, respectively. For the usual choice
of p? = 1/2, we have Aq

OT = 3/4. Alice’s cheating proba-
bility reaches its minimum, Aq

OT = 2/3, when p? = 1/3.
When p? ≤ 1/3, Alice’s cheating probability coincides
with her guessing probability, which is what should hold
in an ideal protocol. Bob can however still cheat with a
probability larger than his guessing probability.
Alice’s optimal cheating probability when Bob does the

full testing, Eq. (13), is the same as when Bob monitors
the probabilities, Eq. (8). This might at first seem sur-
prising, but can be explained as follows. When it is not
a testing round, Alice cheats by measuring her system
in the {|+⟩A , |−⟩A} basis. When a = b = 1/

√
2, the

states on Bob’s side then become |0⟩ or |1⟩, the same
states Alice sends in the situation where Bob is monitor-
ing the occurrence probabilities. Thus, full testing does
not help Bob against an Alice who can prepare entangled
states, and he can just as well monitor only the proba-
bilities, with the added benefit that no states need to be
discarded. It is also intuitively clear that Bob can ben-
efit from the full tests if Alice cannot prepare entangled
states, and/or cannot store her half of the entangled state
until she knows whether Bob is testing her or not. Us-
ing the full testing strategy, Bob can then prevent Alice
from cheating any better than with a random guess, since
she then has to follow the protocol honestly in order to
pass Bob’s full tests. This is consistent with the fact that



5

if there are restrictions on quantum memory [10], then
perfect quantum oblivious transfer is possible (also Bob
can be prevented from cheating if his quantum memory
is restricted).

2. Alice guessing also Bob’s bit values

If Alice wants to in addition also know what Bob’s bit
value is when she is cheating, then this will change her
cheating strategy and cheating probability. After Bob’s
measurement on |Ψcheat⟩, Alice’s system will be in one of
three possible states, depending on Bob’s measurement
outcome. She will need to distinguish between

ρno bit =

(
|a|2 ab∗

a∗b |b|2
)
, ρbit 0 =

(
1 0
0 0

)
, ρbit 1 =

(
0 0
0 1

)
,

(14)
corresponding to Bob not obtaining the bit, or Bob ob-
taining bit value 0 or bit value 1, respectively. The corre-
sponding probabilities are cos(2θ) for ρno bit, 2|a|2 sin2 θ
for ρbit 0, and 2|b|2 sin2 θ for ρbit 1.
It is impossible for Alice to have unambiguous knowl-

edge of both that Bob received the bit, and its value.
Alice can only have unambiguous knowledge of Bob’s
possible bit value if she measures her system in the
{|0⟩A , |1⟩A} basis, corresponding to following the pro-
tocol honestly, and then she is left with a random guess
of whether Bob receives the bit or not. Alice can however
make a minimum-error measurement to distinguish be-
tween the three states in Eq. (14). We can bound Alice’s
cheating probability in this case by assuming that she
performs a square-root measurement (SRM) [26]. This
is not necessarily her optimum strategy. In fact, it turns
out that for some values of θ and a, she even does better
using her guessing strategy. But the SRM often performs
reasonably well, and will provide a lower bound on Al-
ice’s cheating probability. The lower bound given by the
SRM can be shown to be

Aq
OT ≥

{(
1− p? + 2p2?

)(
1 + 2ab

√
1− p?
1 + p?

)
(15)

+p?

(
6p?a

2b2
1− p?
1 + p?

− 1

)}/[
1 + 2ab

√
1− p2?

]
.

Substituting b2 = 1 − a2 and looking at the partial
derivative of Eq. (15) with respect to a, we can show
that Alice’s optimal choice for the constants a and b,
when she makes the SRM, is a = b = 1/

√
2. Substituting

these values into Eq. (14), the three states Alice wants
to distinguish between, become

ρno bit =

(
1/2 1/2
1/2 1/2

)
= |+⟩ ⟨+| ,

ρbit 0 =

(
1 0
0 0

)
= |0⟩ ⟨0| ,

ρbit 1 =

(
0 0
0 1

)
= |1⟩ ⟨1| , (16)

occurring with probability cos(2θ) for ρno bit and prob-
ability sin2 θ for each of ρbit 0 and ρbit 1. These
states are mirror-symmetric; the unitary operation for
which U |0⟩ = |1⟩ and U |1⟩ = |0⟩ keeps ρno bit un-
changed and interchanges ρbit 0 and ρbit 1. The opti-
mal minimum-error measurement is known for mirror-
symmetric states [27], and we no longer need to use the
square-root measurement when a = b. Alice’s cheating
probability is then

Aq
OT = max[4p2?/(5p? − 1), 1− p?]. (17)

We conjecture that choosing a = b is in fact optimal
for Alice. As in the standard cheating scenario, where
dishonest Alice’s aim is to distinguish between Bob not
receiving the bit and him receiving the bit, Alice can
perfectly know Bob’s outcome when p? = 0 or p? = 1,
but in these cases Bob also either never receives the bit or
always receives it. When p? = 2/5, Alice’s cheating prob-
ability is at its minimum with Aq

OT = 16/25 = 0.64. For
p? = 1/3 and p? = 1/2, we have Aq

OT = 2/3. Further-
more, whenever p? ≤ 1/3, Alice’s cheating probability
coincides with her guessing probability, as was also the
case for all of the other cheating scenarios above.

FIG. 1: Alice’s and Bob’s cheating probabilities for the
different cheating scenarios as functions of p?. Alice’s
guessing probability is plotted as the black dashed line.
The dotted line shows Alice’s cheating probability when
Bob does not do any testing. Her cheating probability
when Bob does the full testing scheme (for the optimal

case with a = b = 1/
√
2), or when Bob monitors the

probabilities, is shown by the dash-dotted line. Alice’s
cheating probability when Bob does the full testing and
Alice wants to distinguish between outcomes “no bit”,
“bit of value 0”, and “bit of value 1”, is given by the
solid line (for the conjectured optimal case with

a = b = 1/
√
2). Bob’s guessing probability is shown by

the dot-dot-dashed line, and his cheating probability by
the dash-dash-dotted line.

Alice’s guessing probability and her different cheating
probabilities discussed in this section, as well as Bob’s
guessing and cheating probabilities, are plotted in Fig. 1
as functions of p?. For any kind of testing by Bob, it holds



6

that when p? ≤ 1/3, Alice’s cheating probability is equal
to the guessing probability. However, using the cheating
strategies might give Alice extra knowledge; for instance,
if she sends |1⟩ when Bob is monitoring the occurrence
probabilities, she is certain that Bob will receive a bit
value. The figure also shows that, when Bob does the full
testing, it is harder for Alice to cheat if she is also trying
to obtain information about the received bit values, than
if she only tries to obtain information about whether Bob
received a bit value or not (except then when a random
guess is Alice’s best cheating strategy).

V. EVALUATION OF THE PROTOCOL

To evaluate the performance of the quantum Rabin
OT protocol using two pure states, we compare it to an
ideal Rabin OT protocol where both parties can cheat no
better than with a random guess, and to classical Rabin
OT protocols. We also compare the quantum Rabin OT
protocol to the protocols by Bansal and Sikora [18], for
which p? = 1/2.

A. Comparison to classical Rabin OT protocols

The considered pure-state quantum Rabin OT proto-
col makes use of only two parties, a sender and a re-
ceiver. Thus, we focus on classical Rabin OT protocols
of a comparable set-up, i.e., protocols that are also not
based on the use of a third party. We also assume here
that there are no guaranteed errors, since a noisy channel
with guaranteed errors is a resource that can be used to
construct secure oblivious transfer [28]. There are two
ways to construct such classical Rabin oblivious transfer
protocols. One way is to create a protocol where Alice
sends a bit with some probability s and Bob reads the bit
value with some probability r, leading to an overall prob-
ability of rs for Bob to receive the bit value. The second
way is to build a protocol by probabilistically choosing
between two trivial classical Rabin OT protocols, where
either Alice or Bob can cheat perfectly, while the other
party can only cheat with a random guess.

We show in Appendix A that the classical Rabin OT
protocols using the probabilities s and r perform better
than the classical Rabin OT protocols based on a proba-
bilistic choice between trivial protocols. Hence, it is suf-
ficient to compare the quantum protocol to the former
type of classical protocols only; any quantum advantage
can only be achieved when none of the classical protocols
is better. Note also that this first type of protocols can be
generalised further. A protocol can be constructed by a
probabilistic choice between k different protocols, where
each of them occurs with a probability pk respectively,
and has probabilities sk and rk, with meanings analo-
gous to above. As we show in Appendix B, the perfor-
mances of the first type of protocol and its generalisation
coincide. Thus, we can, without loss of generality, focus

on the protocol with one set of probabilities s and r in
the subsequent analysis. A classical protocol of this type
with one set of probabilities s and r is defined as follows.

Protocol 1. Alice holds a bit, with the values 0 or 1
equally likely. She sends the bit to Bob with probability
s. With probability r, Bob attempts to read the bit value.

In this protocol, the probability of an honest Bob not
receiving the bit is p? = 1− rs. When Alice is dishonest,
she can cheat perfectly by never sending Bob the bit and
she will then know that he will not receive the bit. Hence,
we need to include some testing by Bob. That is, he
will need to check that, on average, he receives the bit
with the expected probability pbit = rs. This will force
Alice to send the bit with probability s, bounding her
average cheating probability. If cheating, Alice will guess
whatever is most likely, taking into account whether or
not she sent Bob the bit, and with what probability an
honest Bob will attempt to read the bit. A dishonest
Bob will always attempt to read the bit, and if he did
not receive a bit from Alice, then he will guess its value.
Alice’s and Bob’s cheating probabilities for this classical
Rabin OT protocol are therefore

Ac
OT =

{
1− rs = p? for r < 1/2

1− s+ rs = 2− p? − s for r ≥ 1/2,
(18)

Bc
OT =

1

2
(1 + s). (19)

For p? ≤ 1/2, we need r ≥ 1/2 and Alice’s cheating
probability is described by the second case in Eq. (18).
When p? > 1/2, then both cases, r < 1/2 and r ≥ 1/2,
can hold. The crossover between the two cases in Eq.
(18) happens when p? = 1− s/2. Thus, Alice’s cheating
probability is described by Ac

OT = p? for 1/2 ≤ 1−s/2 <
p? and by Ac

OT = 2 − p? − s for 1/2 < p? ≤ 1 − s/2.
Note that whether Alice’s cheating probability for a given
value of p? > 1/2 is specified by the first or by the second
case in Eq. (18) is entirely dependent on the values of
the variables r and s. Substituting s = 2Bc

OT − 1 into
the later expression for Ac

OT and rearranging, we obtain
a tradeoff relation

Bc
OT =

1

2

(
3− p? −Ac

OT

)
(20)

between Alice’s and Bob’s cheating probabilities. In this
case, that is when r ≥ 1/2, fixed values for p? and for
Ac

OT determine the value of Bc
OT . For r < 1/2, fixing

the value of p? also fixes Alice’s cheating probability Ac
OT ,

while Bc
OT can be variable to some extent, depending on

the values for r and s. In fact, there are values for r and
s that can be picked to achieve the same values of p? and
Ac

OT as when r = 1/2, but with a larger Bc
OT than given

by Eq. (20). Therefore, and since we only care about
the “best” protocols with regards to simultaneously low-
ering Alice’s and Bob’s cheating probabilities as much as
possible for given values of p?, we can say that the proto-
cols with r < 1/2 are inferior compared to the ones with



7

r ≥ 1/2. An honest Alice and an honest Bob would never
agree on a protocol with r < 1/2 and we can, without
loss of generality, solely focus on the region r ≥ 1/2 in
our comparison of the different Rabin OT protocols.

FIG. 2: Plot showing Alice’s and Bob’s cheating
probabilities for different values of p?. The dashed green
line illustrates the ideal protocol, the blue plane the
classical protocol when r ≥ 1/2, the shaded gray plane
the classical protocol when r < 1/2, and the red line the
quantum protocol.

Using s = 2Bc
OT − 1 and r = (1 − p?)/(2B

c
OT − 1),

we can plot the cheating probabilities in relation to each
other for each p?. In the same plot, we include the cheat-
ing probabilities of an ideal protocol (Eqns. (4) and (6))
and of the quantum protocol using pure states (Eqns. (5)
and (8)). The green dashed line in Fig. 2 shows the cheat-
ing probabilities for Alice and Bob for each p? in an ideal
Rabin OT protocol. For the classical protocol, we can see
that Ac

OT and Bc
OT can take on various combinations of

values for most values of p?. This range is due to the dif-
ferent values of r and s which can lead to the same value
of p?, but with different cheating probabilities for Alice
and Bob. The classical protocol is illustrated by the blue
plane when r ≥ 1/2, and by the shaded gray plane when
r < 1/2. We note that the shaded gray plane is just a
projection back in the direction of the BOT -axis along the
edge of the blue plane. This confirms our earlier observa-
tion that protocols with r < 1/2 attain larger values for
Bc

OT than protocols with the same values of p? and Ac
OT

that sit on the edge of the blue plane where r = 1/2. The
quantum protocol is visualised by the red line. It only
has a quantum advantage for 0 < p? < 5/13, which is
where the line for the quantum protocol is slightly below
and in front of the planes for the classical protocol, and
thus closer to the line for the ideal protocol.

Note that the classical protocol can be expressed as a
quantum protocol where from Bob’s point of view, each
of Alice’s bit values corresponds to a mixed state sent
by an honest Alice, and an honest Bob makes a gen-
eralized quantum measurement (he either makes a pro-
jective measurement, or does nothing). Considering that
this classical (or mixed-state quantum) protocol is better
than the quantum protocol using pure states for a range

of values of p?, we conclude that mixed quantum states
can sometimes give lower cheating probabilities in quan-
tum Rabin oblivious transfer protocols, which merits fur-
ther investigation. It is possible that cheating probabili-
ties could be further lowered in more general mixed-state
quantum protocols.

B. Comparison to another quantum Rabin OT
protocol

As mentioned earlier, two quantum Rabin OT proto-
cols based on stochastic selection have been proposed by
by Bansal and Sikora [18]. These protocols are defined
for p? = 1/2 only. In both these stochastic switching pro-
tocols, the sender Alice sends a qutrit state to Bob who
then performs a coin flip in order to select which one of
two possible “bad” Rabin OT protocols is executed. One
of the “bad” protocols is a straightforward execution of a
Rabin OT protocol and the other one includes a testing
step by Bob where Alice needs to declare the bit’s value,
Bob tests her declaration, and then they restart the pro-
tocol without testing when Alice passes the test. The
security analysis of one of the stochastic switching proto-
cols is based on a different and less common definition for
a dishonest Alice. That is, a dishonest Alice is defined
as her wanting to force Bob’s output to be “no bit”. The
security analysis of the other stochastic switching proto-
col is based on the same definition for a dishonest Alice
as we use in this paper. That is, a dishonest Alice wants
to correctly guess whether Bob has received the bit or
not. Hence, we can compare this stochastic switching
protocol directly to the quantum Rabin OT protocol we
are analysing.

It is interesting to note that both “bad” protocols
in [18] have the same cheating probabilities as the pure-
state protocol which we have analysed, has for p? = 1/2,
when no testing by Bob is applied; Aq

OT = 1 and Bq
OT ≈

0.933. In [18], the overall security is improved by the
stochastic selection, and the switching protocol achieves
cheating probabilities ABS

OT = 0.933 and BBS
OT = 0.9691.

Thus, we can see that Alice’s cheating probability is low-
ered, while Bob’s cheating probability increases. In com-
parison, by adding some testing by Bob, we can improve
the security of the pure-state protocol we have analysed,
lowering Alice’s cheating probability while keeping Bob’s
cheating probability the same. Therefore, we can con-
clude that the pure-state protocol analysed here outper-
forms the switching protocol in [18].

This is illustrated in Fig. 3, where we plot cheating
probabilities for both quantum protocols, the classical
protocol, and the ideal protocol, in all cases for p? = 1/2.
The plot shows that the switching protocol by Bansal and
Sikora (orange square) has higher cheating probabilities
for both Alice and Bob than the quantum protocol we
have analysed (red diamond) and is thus obviously also
further away from the classical protocol we proposed and
analysed (blue line) and the ideal protocol (green circle).
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FIG. 3: Plot showing Alice’s and Bob’s cheating
probabilities for p? = 1/2 in different Rabin oblivious
transfer protocols. The green circle corresponds to the
ideal protocol, the blue line to our classical protocol,
the red diamond to the quantum protocol based on two
pure states, and the orange square to the stochastic
switching protocol by Bansal and Sikora [18] with
cheating probabilities ABS

OT = 0.933 and BBS
OT = 0.9691.

VI. CONCLUSIONS

We have examined a quantum Rabin oblivious transfer
protocol proposed by Cheong et al. [21], where a sender
Alice encodes her bit values using two pure states with
overlap cos(2θ), and a receiver Bob performs an unam-
biguous state discrimination measurement. This per-
fectly distinguishes between Alice’s states with a prob-
ability 1− p? = 1− cos(2θ), which therefore is the prob-
ability that Bob receives Alice’s bit value.

Usually one is interested in the sender’s and receiver’s
cheating probabilities. Cheong et al. [21] did consider
Bob’s cheating probability, but instead of Alice’s cheat-
ing probability, they looked at her “advantage”, which
they defined as how much Alice can decrease or increase
Bob’s probability to receive a bit value. We have instead
examined Alice’s cheating probability, which is a more
commonly used figure of merit. If Bob does not test the
states Alice sends, then she can in fact cheat perfectly.
One can then argue that the quantum protocol is worse
than a trivial classical protocol where Alice sends Bob a
bit with probability 1− p?, and does not retain a record
of what she has done if she is honest. In both protocols,
Alice can cheat perfectly. In the trivial classical protocol,
Bob cannot cheat any better than with a random guess,
but in the quantum protocol he can cheat more often
than this.

However, as we have shown, Alice’s cheating probabil-
ity can be lowered if Bob tests the states Alice sends. In
return, Alice’s cheating probability becomes an average
cheating probability. We also looked at how well Alice
can cheat if she not only wants to distinguish between
Bob receiving and not receiving the bit, but also wants
to know which of the two bit values he has obtained if
he does receive a bit. This is harder for Alice to do, and

her cheating probability can be lowered further.
It turned out that for p? ≤ 1/3, all of Alice’s opti-

mal cheating probabilities (except when Bob does not do
any testing and she can cheat perfectly) are equal to her
guessing probability. This is the probability of her cheat-
ing by following the protocol honestly and making a ran-
dom guess, which is the lowest cheating probability for
Alice that can be achieved even in an ideal protocol. Hon-
estly following the protocol means that Alice will know
with certainty which value the received bit would have.
If she does not follow the protocol honestly but sends |1⟩
as often as possible, then she will be certain that Bob did
receive a bit when she did send |1⟩, but will be unsure
about Bob’s bit value. Either way, the resulting quantum
protocol can in this range be said to be better than a triv-
ial classical protocol where Alice sends Bob a bit, and he
reads its value with probability 1−p?. In both protocols,
Alice can only cheat as well as with a random guess, but
in the classical protocol Bob can cheat perfectly, while in
the quantum protocol, his cheating probability is strictly
less than 1. We also compared the quantum Rabin OT
protocol using two pure states to a quantum Rabin OT
protocol based on stochastic switching [18]. The proto-
col analysed here achieves lower cheating probabilities for
both Alice and Bob.
Finally, we compared the quantum Rabin OT proto-

col to classical Rabin OT protocols which do not rely on
the involvement of a third party. The classical protocols
are based on honest Alice and honest Bob choosing their
actions according to some probabilities s and r, respec-
tively. We showed that there exists a quantum advantage
for 0 < p? < 5/13, but that the classical protocol out-
performs the quantum protocol for 5/13 < p? < 1. This
range also includes p? = 1/2, the most conventional value
for p? in Rabin oblivious transfer.
Since the considered classical Rabin OT protocol based

on probabilistic choices by Alice and Bob can be ex-
pressed as a quantum protocol using mixed states, it is
clear that using mixed states can sometimes give an ad-
vantage, that is, lower cheating probabilities. In other
words, it would be interesting to investigate more gen-
eral quantum Rabin OT protocols that use mixed states
instead of pure states, determining the optimal mixed
states to use, and whether these protocols achieve a quan-
tum advantage for a greater range of p?.
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Appendix A: Comparison of classical protocols

As mentioned, there are two ways to construct a classi-
cal Rabin oblivious transfer protocol without relying on
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a third party. The protocols which are based on Alice
sending a bit with some probability s and Bob choosing
to read the bit value with some probability r, are defined
by Protocol 1 in Section VA. We will now define the
other type of protocols which are constructed by prob-
abilistically choosing between two trivial classical Rabin
OT protocols.

The Rabin OT protocols obtained by such a proba-
bilistic choice are “almost classical”, since similar to the
procedure in [15], the outcome of a weak coin flip deter-
mines which protocol is implemented. Weak coin flipping
means that each party has a favoured outcome that sig-
nifies that they “win”, and that each party is unable to
increase the probability for their preferred outcome. (In
strong coin flipping, the parties are unable to bias the
coin in either direction.) Weak coin flipping is impos-
sible classically with information-theoretic security, but
possible using a quantum protocol [29]. The two proto-
cols Alice and Bob choose between are defined as follows.

Protocol 2. Alice holds a bit, with the values 0 or 1
equally likely. She sends the bit to Bob with probability
1− p?. She does not keep a record of what she has done.

Protocol 3. Alice holds a bit, with the values 0 or 1
equally likely. She sends it to Bob, who chooses to read
the bit with probability 1−p? and discards it unread the
rest of the time.

Combining Protocol 2 and Protocol 3 with a weak coin
flip to determine which protocol is executed, we obtain
the following protocol.

Protocol 4. Protocol 2 is executed with probability y
and Protocol 3 is executed with probability 1− y.

The probability that Bob receives the bit in Protocol 4
is then also equal to 1−p?. In Protocol 2, a dishonest Al-
ice can cheat with probability 1, whereas a dishonest Bob
can cheat no better than with the guessing probability
Bg

OT = 1−p?/2. In Protocol 3, a dishonest Bob can cheat
perfectly, and a dishonest Alice can cheat no better than
with the guessing probability Ag

OT = max(p?, 1 − p?).
Hence, for Protocol 4 (based on a coin flip), Alice’s and
Bob’s cheating probabilities are

Acf
OT =

{
1− p? + yp? for p? ≤ 1/2

p? + y(1− p?) for p? > 1/2,
(A1)

Bcf
OT = 1− yp?

2
. (A2)

In order to compare Protocol 1 and Protocol 4 to each
other, we will obtain tradeoff relations between AOT and
BOT for the different protocols. Broadly speaking, if Al-
ice’s cheating probability is higher, then Bob’s cheating
probability is lower, and vice versa. For a given cheating
probability for Alice, we would like Bob’s cheating proba-
bility to be as low as possible, and vice versa. Eliminating
y from Eqns. (A1) and (A2), which hold for Protocol 4,

we obtain

Acf
OT + 2Bcf

OT = 3− p? for p? ≤ 1/2,

p?A
cf
OT + 2(1− p?)B

cf
OT = 1 + (1− p?)

2 for p? > 1/2,

(A3)

which define tradeoff relations between Acf
OT and Bcf

OT in
the ranges p? ≤ 1/2 and p? > 1/2.
From Eqns. (18) and (19), one can obtain similar re-

lations for Protocol 1. For the two free parameters, r
and s, it holds that 1 − rs = p?. When r ≥ 1/2, which
corresponds to p? ≤ 1− s/2, we obtain

Ac
OT + 2Bc

OT = 3− p? (A4)

for Protocol 1. This is the same expression as the one
obtained for Protocol 4 when p? ≤ 1/2. Since p? ≤ 1/2
implies p? ≤ 1 − s/2, this means that Protocol 1 and
Protocol 4 are equally good when p? ≤ 1/2.
When p? > 1/2, then either r < 1/2 or r ≥ 1/2 could

hold. That is, we can have either p? > 1 − s/2 or p? ≤
1−s/2. One way to proceed in order to compare Protocol
1 and Protocol 4 , when p? > 1/2, is to form

p?A
c
OT +2(1−p?)Bc

OT =


p2? + (1− p?)(1 + s)

for p? > 1− s/2 ≥ 1/2

1 + p? − p2? − s(2p? − 1)

for 1− s/2 ≥ p? > 1/2

(A5)
for Protocol 1. The LHS in the above equation is the
same expression as the LHS in the second tradeoff rela-
tion in (A3), valid for Protocol 4 in the region p? > 1/2.
For a fixed value of p?, minimizing p2?+(1−p?)(1+s) will
correspond to the smallest possible bound on the cheat-
ing probabilities for Alice and Bob, and thus the (in this
sense) best protocol of type 1, in the range p? > 1− s/2.
Recall that s is the probability for Alice sending the bit,
and r is the probability of an honest Bob attempting to
read Alice’s bit, and that r and s are parameters that
Alice and Bob agree on; they should evidently agree on
parameters that give a protocol that is as “good” as pos-
sible. “Good” can be defined in many ways, and good
for Alice is not the same as good for Bob. Here, our
objective is to see whether Protocol 1 or Protocol 4 can
achieve lower cheating probabilities, taking both Alice’s
and Bob’s cheating probabilities into account. To get the
“best” protocol of type 1, we should evidently choose s
as small as possible, but so that p? ≥ 1− s/2 still holds.
This gives s = 2(1− p?). Similarly, in order to minimize
1 + p? − p2? − s(2p? − 1), we should choose s as large as
possible, but so that 1− s/2 ≥ p? still holds. This again
gives s = 2(1 − p?). For this optimal choice of s, the
relevant expression for Protocol 1 in the range p? > 1/2
becomes

p?A
rf
OT+2(1−p?)Brf

OT = 3−5p?+3p2? for p? > 1/2. (A6)

The expression in the RHS in Eq. (A6) can then be
compared to the expression 1+(1−p?)2 in the RHS of the
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second line in Eq. (A3). Since 3−5p?+3p2?−1−(1−p?)2 =
(1 − 2p?)(1 − p?) ≤ 0, we can conclude that the RHS in
Eq. (A6) is always smaller than the RHS on the second
line in Eq. (A3). Therefore, Protocol 1 is better than
Protocol 4 when p? > 1/2, in the sense that the value of
p?AOT + 2(1− p?)BOT is smaller.

To summarise, Protocol 1 and Protocol 4 are equally
good when p? ≤ 1/2, and Protocol 1 is better than Pro-
tocol 4 when p? > 1/2, in the sense that if we fix p? and
either Alice’s or Bob’s cheating probability, Protocol 1
then achieves a lower cheating probability for the other
party. Therefore, it is sufficient to compare the quantum
Rabin OT protocol using two pure states to Protocol 1
only, since the quantum protocol needs to outperform
this classical protocol to exhibit a quantum advantage.

Appendix B: Generalisation of the classical protocol
with probabilistic choices by Alice and Bob

A generalisation of Protocol 1 is a protocol where Alice
and Bob probabilistically choose between different ver-
sions of Protocol 1. That is, the most general approach
is to probabilistically choose between k different proto-
cols of type 1 with their own probabilities sk for Alice to
send a bit and probabilities rk for Bob to read the bit
value. Each of the k different sub-protocols has a respec-
tive probability pk to occur, where

∑
k pk = 1, and their

own respective cheating probabilities for Alice and Bob,
given by

Ak
OT =

{
1− rksk = pk? for rk < 1/2

1− sk + rksk = 2− pk? − sk for rk ≥ 1/2,

Bk
OT =

1

2
(1 + sk). (B1)

As explained in more detail in Section VA, Bob’s
cheating probability for fixed values of pk? and of Alice’s

cheating probability can be made higher in the case when
rk < 1/2 than in the case when rk ≥ 1/2. This is due
to different combinations of values for the parameters rk
and sk, which result in the same value for pk? . Alice and
Bob have to agree on values for these two parameters
and because their objectives are going to be to lower the
cheating probability of the respective other party, Alice
will not accept any of the protocols where rk < 1/2 be-
cause these favour Bob’s cheating probability.
The probability of an honest Bob to not receive the

bit in the general protocol is p? = 1 −
∑
pkrksk. Since

Alice’s and Bob’s best cheating strategies are to cheat in
each of the sub-protocols individually, we have

Agen
OT =

∑
k

pkA
k
OT and Bgen

OT =
∑
k

pkB
k
OT . (B2)

Substituting in the expressions for Ak
OT (for rk ≥ 1/2)

and Bk
OT yields

Agen
OT = 1−

∑
k

pksk +
∑
k

pkrksk,

Bgen
OT =

1

2

(
1 +

∑
k

pksk

)
. (B3)

Using
∑

k pksk = 2Bgen
OT − 1 and p? = 1 −

∑
pkrksk,

we obtain a tradeoff relation between Alice’s and Bob’s
cheating probabilities,

Bgen
OT =

1

2

(
3− p? −Agen

OT

)
. (B4)

This is the same tradeoff relation as in Eq. (20) for the
separate Protocol 1. We can conclude that the protocol
with one set of probabilities r and s and its generalisation
perform equally well. It is therefore sufficient to focus on
Protocol 1 only in the comparison of the Rabin oblivious
transfer protocols in Section V.
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