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Abstract—The O-RAN ALLIANCE is defining architectures, interfaces,
operations, and security requirements for cellular networks based on
Open Radio Access Network (RAN) principles. In this context, O-RAN
introduced the RAN Intelligent Controllers (RICs) to enable dynamic
control of cellular networks via data-driven applications referred to as
rApps and xApps. RICs enable for the first time truly intelligent and
self-organizing cellular networks. However, enabling the execution of
many Atrtificial Intelligence (Al) algorithms taking autonomous control
decisions to fulfill diverse (and possibly conflicting) goals poses unprece-
dented challenges. For instance, the execution of one xApp aiming at
maximizing throughput and one aiming at minimizing energy consump-
tion would inevitably result in diametrically opposed resource allocation
strategies. Therefore, conflict management becomes a crucial compo-
nent of any functional intelligent O-RAN system. This article studies
the problem of conflict mitigation in O-RAN and proposes PACIFISTA,
a framework to detect, characterize, and mitigate conflicts. PACIFISTA
leverages a profiling pipeline to tests O-RAN applications in a sandbox
environment, and combines hierarchical graphs with statistical models to
detect the existence of conflicts and evaluate their severity. Experiments
on Colosseum and OpenRAN Gym demonstrate PACIFISTA’s ability to
predict conflicts and provide valuable information before potentially con-
flicting xApps are deployed in production systems. We demonstrate that
even O-RAN applications with similar goals can result in 16% throughput
loss, and show how applications with conflicting goals might cause
severe instability and result in up to 30% performance degradation.
We also show that PACIFISTA can help operators to identify coexisting
applications and maintain performance degradation below a tolerable
threshold.

Index Terms—Conflict Management, O-RAN, Open RAN, 5G, 6G.

1 INTRODUCTION

The Open Radio Access Network (RAN) paradigm is spear-
heading the revolution in the telco ecosystem by promoting

P. Brach del Prever, S. D’Oro, L. Bonati, M. Polese, M. Tsampazi, and T.
Melodia are with the Institute for the Wireless Internet of Things, North-
eastern University, Boston, MA, U.S.A. E-mail: {brachdelprever.p, s.doro,
L.bonati, m.polese, tsampazi.m, melodia}@northeastern.edu. Heiko Lehman
is with Deutsche Telekom AG, T-Labs, 10781 Berlin, Germany. Email: h-
lehmann@telekom.de.

This work was partially supported by Deutsche Telekom, by the U.S. National
Science Foundation under grant CNS-1925601, and by OUSD(R&E) through
Army Research Laboratory Cooperative Agreement Number W911NF-19-2-
0221. The views and conclusions contained in this document are those of
the authors and should not be interpreted as representing the official policies,
either expressed or implied, of the Army Research Laboratory or the U.S.
Government. The U.S. Government is authorized to reproduce and distribute
reprints for Government purposes notwithstanding any copyright notation
herein.

40 T E 6
30 S
@« = 4
& 20 2
oy <
802
10 Z
~
: =
0 | | I 0
0 45 90 135 180 225 270 s @9
Time [s] = g
E—1

Fig. 1: Impact of conflicts on performance. The xApps for Throughout
Maximization (TM) and for Energy Saving (ES) are first run separately
and then together. Left: assigned Physical Resource Blocks (PRBs) for
Enhanced Mobile Broadband (eMBB) slice. Right: Measured through-
put statistics.

open, programmable, virtualized, multi-vendor, disaggre-
gated cellular architectures. In this context, the O-RAN
ALLIANCE—a consortium of vendors, operators, integra-
tors and academic partners—is specifying Open RAN ar-
chitectures, interfaces, operations and security requirements
necessary to realize the Open RAN vision [1].

One of the most disrupting technologies in O-RAN are
the RAN Intelligent Controllers (RICs), i.e., the Non-real-
time (RT) RIC and the Near-RT RIC. Both host intelligent
applications that execute inference tasks (e.g., monitoring,
control, forecasting). The former is designed to operate on
timescales above 1s via so-called rApps, while the latter
hosts xApps that perform tasks on timescales between 10 ms
and 1 s [2]. This enables dynamic and efficient policy control
to reconfigure the RAN and achieve bespoke operator goals
while adapting to varying demand and load.

O-RAN paves the way to self-optimizing cellular net-
works rooted in data-driven policy customization based on
real-time RAN performance. In this way, Artificial Intelli-
gence (Al) control enables benefits such as improved effi-
ciency and performance, and reduced energy consumption,
among others [3]. However, the co-existence of a multi-
tude of Al-based algorithms taking autonomous decisions
to achieve diverse goals (e.g., maximizing performance or
minimizing energy consumption) exposes the network to
conflicting control policies. An illustrative example of a
conflict between two Al-based control policies is that of a
Throughout Maximization (TM) xApp—trying to maximize
Downlink (DL) throughput for a eMBB slice—and an En-
ergy Saving (ES) xApp—minimizing energy consumption



of the RAN. In Fig. 1] (left), we report the control policies
(i.e., PRBs allocation for the eMBB slice) computed by the
two xApps when executing on a real-world O-RAN testbed.
We notice how the two xApps allocate PRBs differently
and according to their individual goals. We also notice that
when executing at the same time (i.e., the TM + ES case),
the conflicting goals generate unstable control policies that
hinder performance. Specifically, Fig. [1] (right) shows how
xApp TM delivers = 4 Mbps median throughput values,
while xApp ES saves energy by maintaining the number
of allocated PRBs low (=5 PRBs out of 50). When both TM
and ES xApps coexist at the same time, throughput drops
by ~50% compared to xApp TM, while resource utilization
increases compared to xApp ES, which is a behavior that
goes against the intents of both xApps.

In principle, one could avoid the need for conflict man-
agement frameworks via conflict avoidance [4]. For instance,
one could decide not to deploy xApp ES when xApp TM is
active. However, granted this approach might be feasible
for small RAN deployments, it would limit the benefits of
the RIC, as some conflicting applications might be able to
coexist under certain operational conditions. For example,
xApp TM would increase resource utilization when there is
user demand, but would save resources when there is no
demand, which aligns with the goal of xApp ES.

Another naive approach would consider a centralized
entity overseeing the entire network. Unfortunately, this
approach is impractical as it needs a unified algorithm to
control thousands of RAN components and functionalities
simultaneously and in real-time, which is unfeasible due
to the combinatorial number of actions and network states
to be explored. On the other hand, a distributed intelli-
gence approach utilizing multiple xApps and rApps, each
controlling specific parts of the network to achieve indi-
vidual goals, provides a more practical, scalable, and pro-
grammable solution. However, how to guarantee that this
fabric of Al-based, multi-vendor xApps and rApps makes
decisions without generating conflicting control policies—
that might result in performance degradation—is still un-
clear, especially since conflicts can be diverse, observable
only at certain timescales, or affecting different network
components and Key Performance Measurements (KPMs).

Given the complexity of the problem, conflict manage-
ment has received increasing interest from the community
as an instrumental component to enable and promote O-
RAN adoption. Specifically, the O-RAN ALLIANCE has
classified them into direct, indirect and implicit conflicts
(discussed in detail later in the paper). Preliminary efforts in
O-RAN conflict management include detecting conflicting
control policies in real time [5], [6], coordinating Al-based
xApps and rApps via team learning to reduce the occur-
rence of conflicts [7], [8], as well as orchestrating xApp and
rApp selection and deployment to avoid conflicts [4]. De-
spite these works demonstrate tangible efforts in designing
solutions that can handle and mitigate conflicts in O-RAN,
they do not delve into the details of the severity of conflicts
and their impact on KPMs, and do not consider the fact that
certain conflicts might arise and be observable under certain
operational conditions only (e.g., xApps TM and ES might
have similar behavior when network load is low).

Main contributions. In this paper, we fill this gap by
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Fig. 2: PACIFISTA architecture and workflow.

proposing PACIFISTA, a framework to characterize, and

evaluate conflicts in O-RAN. Specifically:

o We design and present PACIFISTA, an empirical and
formal framework that leverages statistical information
on xApps, rApps and dApps [9] to detect, characterize
and mitigate conflicts that might arise between different
applications. PACIFISTA, whose architecture is illustrated
in Fig. 2} combines the use of a hierarchical graph with
statistical behavior of O-RAN applications to capture re-
lationships between control parameters and KPMs and to:
(i) determine if two or more applications will generate
conflicts; and (ii) quantify the severity of such conflicts.

« We design a profiling pipeline to test O-RAN applications
across a set of predefined sandbox tests, and derive a
mathematical model that uses statistical data generated
during the profiling phase to infer conflict existence and
severity. We present several statistical indicators and tools
that can be used to assess the severity of each conflict and
identify affected KPMs and control parameters.

« We demonstrate the capabilities of PACIFISTA via exper-
iments on the Colosseum wireless network emulator and
the OpenRAN Gym [10] platform with real xApps, show-
ing that PACIFISTA can predict the occurrence of conflicts
and provide accurate information on which KPMs will
be affected and to what extent. In this way, PACIFISTA
offers a-priori knowledge that can be used to evaluate
conflicts prior to the deployment of O-RAN applications,
so as to facilitate informed deployment decisions on which
xApps/rApps to deploy to mitigate conflicts.

2 RELATED WORK

Conlflict mitigation is a problem that applies in general to
distributed systems with multiple agents having access and
control over a set of objects/systems [11]. It is generally
tackled using a combination of game theory, access control
and coordination mechanisms [12], [13], [14]. In the O-RAN
context, the control surface is represented by the wireless
portion of the network (e.g., resource management, user
mobility, node scaling, among others), whose dynamics are
stochastic in nature and hard to predict. This makes conflict
management and resolution in O-RAN a substantially dif-
ferent problem than those involved in supply chain, control
and information systems where dynamics are instead more
predictable and slowly varying, thus making the approaches
mentioned above unsuitable and ineffective. Next, we pro-
vide a primer on the O-RAN architecture and discuss related
work in conflict mitigation.



O-RAN—A Primer. The O-RAN architecture combines
a disaggregated RAN with the RICs, deployed on an in-
frastructure composed of servers, hardware accelerators,
and virtualization solutions collectively referred to as the
O-Cloud. Fig. P provides a logical diagram of this archi-
tecture. The disaggregated RAN features Next Generation
Node Bases (gNBs) split into a Radio Unit (RU), Distributed
Unit (DU), and Central Unit (CU), implementing different
portions of the protocol stack. DUs and CUs are connected
to the Near-RT RIC through the E2 interface, while all gNBs
components connect to the network Service Management
and Orchestration (SMO) framework via the O1 interface.
The SMO embeds the Non-RT RIC, which connects to the
Near-RT RIC via the Al interface. More details on the O-
RAN architecture are discussed in [1]], [15].

Conflict Management in O-RAN. A systematic analysis
of the challenges of conflict control in the RAN and of the
strategies proposed to address them is presented in [5]. With
respect to literature on conflicts in wireless systems, which
primarily concerns the avoidance of interference in ad hoc
networks [16], [17], the focus in [5] and in our paper is
on avoiding conflicting configurations in the RAN protocol
stack. Specifically, preventive conflict mitigation activities
should reliably detect conflicts, also in a network with
dynamic conditions, provide optimal conflict resolution and
methodologies for testing, and evaluate conflict mitigation
methods.

A conflict detection and mitigation framework for xApps
at the Near-RT RIC is presented in [6]. Differently from
PACIFISTA, this framework only detects conflicts on xApps
already deployed on the O-RAN infrastructure. A frame-
work for orchestration of the deployment of O-RAN appli-
cations is presented in [4]. This framework performs conflict
avoidance only by ensuring that conflicting applications are
not concurrently deployed. However, this work does not
perform conflict detection and mitigation, as PACIFISTA
instead does. A team learning-based strategy to reduce and
eliminate conflicts among xApps in the Near-RT RIC is
defined in [8]. In this approach, xApps learn to cooper-
ate and avoid conflicts using a Deep Q-Network (DQN)
architecture. However, this solution requires coordination
during training, which might not always be the case in O-
RAN, where multiple vendors publish their individually
trained xApps and rApps. Building on this work, a case
study of multi-agent team learning for xApps controlling
different RAN parameters is presented in [7]. Although this
work mitigates conflicts after deploying xApps, it does not
prevent them from arising.

In [18], the authors provide an overview of how con-
flicts can generate misconfigurations in O-RAN, and discuss
how conflicts can impact all layers of the protocol stack
and how this can result in increased energy consumption,
performance degradation and instability. They also present
a solution to detect conflicts but limit their study to direct
and indirect conflicts, while mentioning that detection of
implicit conflicts requires a more complex and data-driven
solution, such as the one we present in this paper.

If compared to the previous literature on the topic, our
goal is to design and develop a full-fledged mathemati-
cal and operational framework that embeds pipelines to
characterize individual O-RAN applications, and leverage
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statistical analysis to accurately evaluate the severity of
conflicts and compute mitigation strategies both prior to O-
RAN application execution, as well as at run time.
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Fig. 3: Examples of conflicts and graphs used in PACIFISTA.

3 MODELING CONFLICTS IN O-RAN

We now introduce PACIFISTA’s conflict model, as well as
notation and graphs that will be used throughout the paper.
Let A be the set of O-RAN applications that can be
deployed on the RICs. For the sake of generality, in this
work, we consider rApps, xApps and dApps, applications
that extend O-RAN intelligence to the CUs and DUs [9].
Let # be the set of parameters that can be controlled by
applications in A, and K be the set of observable KPMs. For
each application a € A and parameter p € P, we define an
indicator a,,, € {0,1} such that a,,, = 1 if application a
controls parameter p, and a,,, = 0 otherwise. We can now
define the set P¢ = {p € P : @,,, = 1} C P to identify the
subset of parameters that are controlled by a. An illustrative
example with two applications a1 and a;, three parameters
with P4 = {p1, p2} and P! = {p,, p3} is shown in Fig.

KPM Graph GX: this graph GX = (VK, EX) is shown in
Fig.|3bland represents relationships between control param-
eters and KPMs. Nodes of GX are both control parameters
and KPMs, i.e., VK = PUK, and edges E K represent whether
or not a control parameter p €  impacts a certain KPM
k € K. Any 2-tuple (p,k) € P x K is an edge of G, ie.,
(p, k) € EX if and only if parameter p directly affects KPM
k. Let €, € {0,1} be an indicator variable such that €, =1
if p impacts KPM k, and €, = 0 otherwise. We define
EX = {(p,m) € P xK : €px = 1}. In Fig. we show an
example with two parameters (i.e., # = {p1, p2}) and three
KPMs (i.e., K = {k1, k2, k3}). p1 impacts k1 and k>, while p>
impacts ky and k3. Since both p; and p; impact KPM k2, this
causes an implicit conflict.

Parameter Graph G': this graph is illustrated in Fig.
and is used to represent relationships among control pa-
rameters. Specifically, nodes of G¥ are V¥ = £ and edges
EY are used to represent dependencies between parameters.
For any 2-tuple (p1,p2) € P x P, let np, p, € {0,1} be an
indicator parameter such that 7, ,, = 1 if parameter p;
impacts parameter py, 7, 5, = 0 otherwise. This graph aims
at capturing dependencies between parameters and indirect
conflicts, especially in those cases where the value of a
parameter p; affects directly the value that p, can take as
shown in Fig. For example, in the case that p; is used
to turn off a base station, and p» represents its transmission
power, then p, = 0 if the base station is off (i.e., p1 = 0).
Formally, we have E = {(p1,p2) € P X P : Tp,py =1}



3.1 Defining Conflicts

We now introduce the three classes of conflicts identified by
the O-RAN ALLIANCE, and then we convert them into a
formal definition.

« Direct Conflicts: arise when applications control the same
parameter (e.g., network slicing policies). An example of
two applications controlling the same parameter p, is
shown in Fig.

+ Indirect Conflicts: occur when multiple applications con-
trol a set of parameters that directly affect the value of an-
other set of parameters. An example is an rApp powering
off a base station and an xApp adjusting its transmission
power. An example of parameter p; indirectly affecting
parameter p; is shown in Fig.

o Implicit Conflicts: arise when multiple applications con-
trol different parameters that affect the same KPM. An
example is that of an energy-saving rApp that jointly
reduces bandwidth and transmission power to improve
energy-efficiency, while an xApp requests high resource
utilization to support video streaming applications. In-
tuitively, both applications will impact the throughput
experienced by served users. The former will negatively
impact throughput due to the reduction in achievable ca-
pacity of the cell, while the latter will use many spectrum
resources to deliver the highest throughput. An example
of two parameters affecting the same KPM k; is shown in
Fig.

Formally, we define these conflicts as follows.

Definition 1 (Direct Conflict). Let p € £ be any parameter.
Let a; and a; be any two applications in A. We say that a;
and a; are in direct conflict with respect to parameter p if
p € P, =Pay N Pa,.

a,az
Definition 2 (Indirect Conflict). Let a; and a; be any two
applications in A. We say that parameter p; € #,, controlled
by application a; indirectly conflicts with parameter p, €
Pa, controlled by ay if (p1,p2) € E® ie, Tppy = 1.

Definition 3 (Implicit Conflict). Let a1 and a; be any two
applications in A. We say that a; and a, generate an implicit
conflict with respect to KPM k € K if there exists at least
one 2-tuple (p1,p2) € Pa X Pa,, with p1 # ps such that
€pik = €ppk = 1.

4 PACIFISTA OVERVIEW

PACIFISTA has a modular architecture (Fig. with four
major logical blocks and a catalog of applications (e.g.,
rApps, xApps and dApps). In this section, we will give
a high-level overview of these blocks, while their detailed
description will be given in Sections These blocks will
be described briefly in the following of this section, but will
be described in detail in Sections [6H8]

4.1 PACIFISTA in a Nutshell

PACIFISTA executes four major tasks, namely application
profiling, conflict detection, evaluation, and mitigation. The
Profiler generates profiles that describe the statistical behav-
ior of O-RAN applications. The Conflict Detection Module
uses such profiles for detecting the occurrence of conflicts
and identifying the affected parameters and KPMs. Upon
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detecting the existence of conflicts, the Conflict Evaluation
Module generates a report that summarizes how severe the
conflict is, and how much it impacts the KPMs. Finally,
the Conflict Mitigation Module leverages the information
included in the report to make informed decisions on the
deployment of O-RAN applications. These decisions are
made by using conflict management policies specified by the
network operator, such as not to deploy an application that
would generate too large of a conflict, or remove a subset
of applications to reduce the severeness of conflicts below a
certain threshold.

4.2 |Integration with O-RAN

As shown in Fig. 2} PACIFISTA runs as a component of the
SMO and interfaces with the RICs and RAN nodes through
O-RAN interfaces. Specifically, PACIFISTA leverages the
internal messaging infrastructure of the SMO to access the
O1 termination, which is then used to communicate with
the RICs and RAN nodes (e.g.,, CUs and DUs). The O1
and R1 interfaces also allow PACIFISTA to collect KPMs
and logs necessary to profile dApps in DUs/CUs, xApps
running on the Near-RT RIC, and rApps on the Non-RT RIC.
This process is described in Section and is performed
by evaluating applications in one or more of the sandbox
environments in Fig.[2] (e.g., a digital twin or an isolated /test
segment of the network). First, PACIFISTA gathers raw data
and statistics on the decisions rApps, xApps, and dApps
make based on the live KPMs they get from the RAN nodes
directly (dApps), through the E2 interface (xApps), and
the Ol interface (rApps). RAN KPMs are also gathered by
PACIFISTA via the O1 interface. Then, PACIFISTA performs
profiling operations through statistical analysis on collected
data by extracting Empirical Cumulative Distribution Func-
tions (ECDFs) for parameters and KPMs, and generates the
application profiles to be included in the catalog.

As we will describe in Section [8} the operator can specify
conflict management policies that are used to determine
which rApps, xApps, and dApps can be deployed on the
RICs depending on the level of conflict they generate. Once
PACIFISTA makes a decision on the subset of O-RAN
applications to deploy, the O1 interface is used to deploy
xApps on the Near-RT RIC and dApps in RAN nodes,
while the internal messaging infrastructure of the SMO is
used to deploy rApps on the Non-RT RIC. In both cases,
applications are instantiated from a catalog hosted in the
SMO. Similarly, existing applications can be undeployed by
PACIFISTA in case they would conflict with new applica-
tions that need to be instantiated. The O-RAN interfaces
also enable PACIFISTA to manage and monitor applications
that have already been deployed. As an example, the O1
and the R1 interfaces can be used to perform health checks
on the status of the running applications, or to tune their
configuration.

5 PROFILING O-RAN APPLICATIONS

The Catalog hosts rApps, xApps, and dApps that can be
deployed on an O-RAN network. For each application a €
A, the catalog stores an application profile consisting of the
following components:

« Identifier: used to uniquely identify each application.
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o Parameter set: this field specifies the list of parameters
directly controlled by the application (i.e., Pq).

Statistical profile: it provides statistical information on
the behavior of the application under certain operational
conditions. We consider the case where applications are
profiled on a set C of pre-defined operational conditions
or use cases. Each operational condition ¢ € C can
specify, among others, the number of User Equipments
(UEs), cell load, Signal to Interference plus Noise Ratio
(SINR)/Channel Quality Information (CQI) conditions.
For each ¢, we store the statistical profile of the applica-
tion which includes Probability Density Functions (PDFs),
Cumulative Distribution Functions (CDFs), and ECDFs
used to characterize how application a configures the
parameters in #, when operating under conditions c. In
this paper, we use ECDFs as these are model-free and can
be extracted directly from data.

Remark 1. To properly capture conflicts in O-RAN, it is
important to notice that conflicts are strongly dependent
on operational conditions. It is generally incorrect to state
that two applications always generate conflicts. Indeed, two
applications a1 and a, might heavily conflict with each other
under operational conditions c1, but might not generate any
conflict under conditions c¢». For this reason, PACIFISTA
captures the statistical behavior of each application across
C and evaluates conflicts for each operational condition of
interest.

5.1 Creating Statistical Profiles

The creation of the statistical profiles is one of the most
important aspects of PACIFISTA as they allow it to detect
and evaluate conflicts for mitigation and management. In
PACIFISTA, we generate statistical profiles by executing
sandbox testing operations under each condition specified
in C. In this context, “sandbox” refers to an environment
that simulates (or emulates) real-world network conditions
and allows testing of O-RAN applications, network config-
urations, protocols, and services in a controlled virtual (e.g.,
digital twin) or physical (e.g., anechoic chamber) environ-
ment.

In this work, we achieve this by using the Colosseum
O-RAN digital twin [19] and the OpenRAN Gym open-
source O-RAN framework [10]. This procedure is illustrated
in Fig. [land described below.

Step 1: This step consists in creating testing scenarios to
be included in C and to be used as benchmarks to evaluate
conflicts. These are generated according to the availability
of the O-RAN testing environment. Digital twins, network
emulators, and testing equipment (e.g., RIC, RAN testers)
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are ideal platforms as these are controllable and repro-
ducible environments. However, this does not exclude the
use of over-the-air experimental platforms, lab setups, as
well as portions of production networks. In this work, we
leverage Colosseum to generate cellular scenarios by spec-
ifying topology (i.e., extracted from GPS coordinates from
OpenCelliD [20]), RF conditions (e.g., multi-path, fading),
mobility, and traffic profiles, among others. Details on these
scenarios will be given in Section[9} Note that an application
a € A can only control $,, and those not controlled by «, i.e.,
P_a = P\ Pa, can assume multiple values. For this reason,
we assume that each testing scenario ¢ also specifies the
values of parameters in _,. In this way, we can benchmark
the same application a across multiple testing scenarios that
have the same topology, RF conditions, mobility and traffic
profiles, but have different parameter configurations.

Step 2: We select an application a € A and execute
sandbox tests under testing scenario ¢ € C. PACIFISTA
collects and logs data transmitted over O-RAN interfaces
(e.g., O1, E2, Al) such as KPMs %, control parameters
# and enrichment information. We store both parameters
controlled by a and those that are not. Note that parameters
in $_, can be either fixed (e.g., assuming their default
value), or change dynamically due to deterministic policies
or due to other applications controlling them. In this latter
case, where tests involve multiple applications executing at
the same time (e.g., an xApp a; and an rApp az), we treat
such applications as a “virtual” application a controlling
Pu =Pa UPuy,.

Step 3: PACIFISTA processes the data generated in the
previous step to produce the statistical profile that describes
the control behavior of application a under testing scenario
¢, and the subsequent impact on KPMs. In general, one
could also store the original raw data in the statistical
profile. However, this might be impractical due to its sheer
size For this reason, we have designed our conflict evalu-
ation pipeline to only require statistical information of data,
i.e., CDFs of KPMs, while raw data is stored in data lakes.

Step 4: Once statistical profiles have been generated,
they are attached to application a and published to the
catalog.

Catalog Check Get profile of Compare
running > running > > XApps
XApps profiles
vES_| Confli_ct
Evaluation
| Applications Get new NO ™
| Network | todeploy XA ’ Conflict-
H pp profile . . onflict-aware
{_operator | > Conflict Detection | “nstantiation L)
— policy a

Fig. 5: Conflict detection module and interactions with other modules.

6 DETECTING CONFLICTS

The first step in conflict mitigation consists in detecting
the occurrence of conflicts. The Conflict Detection Module
takes as input the set of applications A* < A that the

1. A single benchmark on our prototype generates 1.66 Mbps/gNB
of data when serving 6 UEs and storing more than 30 KPMs for each
one of them.



operator wants to deployﬂ and (i) identifies the subset of
applications that will generate conflicts; and (ii) identifies
the set of parameters and KPMs that will be impacted.
Fig. [5| shows how the Conflict Detection module works.
Specifically, PACIFISTA first extracts application profiles
from the catalog, then compares the profiles to identify
conflicts as described in the following sections. Ultimately,
if no conflicts are detected, the applications are deployed
directly. Otherwise, detected conflicts are sent to the conflict
evaluation module described in Section [l

6.1 Detecting Direct Conflicts

Following from Definition |1} the set £PC of parameters
suffering from direct conflicts with respect to the application
set A* is

HDC(ﬂ*) — {p e

UK 1} )

aceA* aeA*

To identify these parameters, we augment the Parameter
Graph G' by adding an extra layer above that represents
the applications in A*. Specifically, we add as many nodes
as applications in A* and generate any edge (a, p) € A* X P
such that a,,, = 1.

Fig. [6] shows an example of this graph, which PACI-
FISTA also uses to identify indirect conflicts (see Section
with two applications and a total of three controllable
parameters. Application a; controls p; and pj, while a>
controls p and ps. Fig. [f] shows how the two applications
generate a direct conflict with respect to p; as this parameter
has more than one incoming edges. For each parameter
p € NIPS(A"), we also identify the subset of applications
in A* that generate a direct conflict on p as follows:

O (A ={ae A" 1aap =1} 2)

In Fig. 6]
{al’ a2}~

we have that [IPC(A*) = {p,} and @EZC(?(*) =

6.2 Detecting Indirect Conflicts

From Definition 2} and by using the augmented graph built
in Section [6.1] and illustrated in Fig. [6} indirect conflicts can
be characterized by identifying the following two sets:

nPc@ay=4pe U Py Z

ae A P'€Uaea Pa
OPC( A ={aec A" : @y, =1} (4)
p - - Ya.p =

Tprp>1p, (3)

for each parameter p € IT'°¢(A*). From Fig. E] (bottom part),
we notice that parameter p3 depends on p1, ie., 7y, p, = 1.
Since p; € Ay, we have that decisions taken by a; indirectly
affect the value of parameters controlled by ay, which is an
indirect conflict.

2. In practical applications, this set can be represented as A* = A"WU
A, where A"V and A are the set of new applications that need
to be deployed and the set of applications that are already deployed,
respectively.
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Fig. 6: Augmented graph GP to detect direct (p;) and indirect (p3)

conflicts.
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Fig. 7: Augmented graph GX to detect implicit conflicts (k1). The graph
also shows a direct conflict at p;.

6.3 Detecting Implicit Conflicts

Implicit conflicts are defined in Definition 3| Despite these
conflicts being harder to model as they depend on intrinsic
relationships between control parameters and observable
KPMs, they can be detected using a procedure that is similar
to that used for indirect conflicts. Specifically, we augment
the graph GX by adding nodes such that each node a
represents an application in A*. Moreover, we also add
edges (a,p) € A* x P such that o, , = 1.

Fig. [7] shows an example of this graph. We can detect
implicit conflicts by identifying which KPM nodes have
more than one incoming edge. In this example, a; controls
{p1,p2}, ax controls {ps, p3}. While the two applications
generate a direct conflict on p,, we notice that k1 depends
on both p; and ps. As the two applications control both
parameters, ki is affected by an indirect conflict. Implicit
conflicts can be identified via the following two sets:

mM@A) =3k e K : Z epi>1¢, (5)
PE€Uqcar Pa
OM(A) ={a e A" 1 aqp =1} (6)

for each parameter p € o™ (A*).

7 EVALUATING CONFLICTS

Another important aspect of conflict management in O-
RAN is that of conflict severity. This is particularly impor-
tant as some conflicts might happen frequently, but their
impact on network performance and efficiency might be
tolerable under certain conditions. The Conflict Evaluation
Module in Fig. [§| analyzes each conflict detected in the
previous phase over the application set A*, and outputs a
conflict report containing a set of indexes that measure the
severity of conflicts and their potential impact on network
performance. In our prototype, this procedure takes approx-
imately twenty seconds. In the following, we introduce a set



of metrics that we use in PACIFISTA to characterize con-
flicts, as well as methods to compute them via PACIFISTA’s
Conlflict Evaluation Module.

In Tab. |1} we summarize the metrics used by PACIFISTA
to provide an assessment of the severity of conflicts be-
tween O-RAN applications. To simplify the notation, we
provide their general definition for two one-dimensional
generic ECDFs Fi(x) and F>(x) with x € R being a ran-
dom variable. In our analysis, we have compared several
distance metrics. As we will show in Section we have
selected Kolmogorov-Smirnov (K-S) and Integral Area (INT)
for all numerical variables. The K-S distance is suitable for
detecting conflicts, while the INT distance is convenient
for measuring conflict severity. Fig. [f] shows a graphical
representation of the two distances. In case of categorical
variables, PACIFISTA uses the Pearson’s Chi-Square test,
where the distance between two applications is measured
using the resulting p-value [21], as indicated in Tab. [1} By
definition, all distances we consider take values in [0, 1].

PACIFISTA uses ECDFs, which provide an accurate
data-driven representation of the decision-making of each
application for a certain operational condition ¢ € C. The
evaluation process in PACIFISTA is executed as follows:

Step 1: We select two applications a” and a” and retrieve
their statistical profile. We also select an operational condi-
tion ¢ € C of interest. For each p € P, x P,», we extract
the ECDFs of the two applications with respect to p, say
Fa (plc) and Far(plc).

Step 2: We use Tab. 1| to compute the distance between
Fu (plc) and F,»(p|c) for each p € P, X P,+. We refer to
this distance as Dy, ,.(plc), where f represents the spe-
cific metric used to compute the distance as identified in
Tab.|1} For example, DE‘S (plc) represents the Kolmogorov-
Smirnov (KS) distance between applications a’ and a” with
respect to control parameter p under operational conditions
c. Similarly, for each k € K, we extract the ECDFs of a’
and a” with respect to KPM k. With a slight abuse of
notation, we denote these ECDFs as F, (k|c) and F,-(k|c),

LI KPMs of
CIE interest
|

Operational
°/ condition

\® LU: —® v 3 v Severity . @
u@ @ Compute Compute indexes A
> distances severeness v
indexes Py X Conflict
Conflict G{‘ﬁ T \Aj Conflict | Mitigation
i I report
- S?a“féi‘ Conflict Evaluation

Fig. 8: Conflict evaluation module and interactions with other modules.

TABLE 1: Distance functions used in PACIFISTA to evaluate conflicts
in O-RAN.

ID Equation Description

K-S max|Fj(x) - Fp(x)| Maximum vertical distance between the
two ECDFs.

INT % f |Fi(x) — Fo(x)| Integral of the absolute value of the dis-
tance between the two ECDFs, with L =
max(x) — min(x).

X 1 - p-value Likelihood that data from two categorical

distributions are different.

—— Fi(x) = = = Fa(x) -+---- Fi(x) - F2(x) «<—> K-S[_JINT

0.8
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Fig. 9: Graphical representation of the different distance metrics.

respectively.

Step 3: We compute the distance between F, (k|c) and
F.,»(k|c) for each k € K via Tab. [ We use DZ,’a,,(klc) to
indicate the distance between a” and a” with respect to KPM
k, under conditions ¢ and for a certain distance metric with
identifier f (from Tab.[T).

Step 4: We combine the above distance metrics with
respect to f to generate two arrays Di v (Pic) =
(D), o (PlO))pep and DY, (K.c) = (DL .(pl)ex
Di,,a,,(P, c¢) describes how applications a’ and a” differ
in terms of decision making policies (e.g., how differently
they control the same set of parameters), while DJaf,’a,, (K, c)
describes how the applications impact KPMs as a conse-

quence of their different behavior. Both Di,ya,,(SD,c) and

DZ,’a,, (K,c) are processed to generate a detailed report
describing conflicts between a’ and a”. The report con-
tains information regarding the existence of direct, indirect
and implicit conflicts, statistical information detailing how
conflicts impact KPMs and parameters, as well as a set of
indexes that are used by PACIFISTA to express the severity
of each conflict. The format of the report and the information
contained therein will be described in Section [Z.1]

7.1 The Conflict Report

PACIFISTA leverages the information produced so far to
generate the conflict report. The objective of this report is
twofold: (i) identify the existence of any type of conflict;
and (ii) provide augmented information on how severe
these contflicts are with respect to operators’ objectives. Its
generation is illustrated in Fig.

Operators can also specify the subset £* and K™ of pa-
rameters and KPMs that are relevant to operator’s goals and
should be therefore considered when mitigating conflicts.
For example, throughput might be an important KPM for
eMBB applications, but be less relevant for Ultra Reliable
and Low Latency Communications (URLLC) traffic. For a
given set A" of applications to be evaluated, and sets $*
and K, the report contains the following elements:

« Conflict Existence: the first elements included in the re-
port are the sets [1P<(A*), TT'PC(A*), T™M(A*), @?C(ﬂ*),
®£,Dc(ﬂ*), and ®£,M (A*) for each parameter p € P as
defined in (I)-(6). These identify types of conflicts, which
applications cause them and affected parameters and
KPMs. PACIFISTA also includes the augmented graphs
(Section [6) used to visualize conflicts (Fig. [6).

« Conflict Severity: for a given set A" of applications of
interest with cardinality A*, we have a total of A*(A*-1)/2



conflict pairsE] For each pair, PACIFISTA computes two
severity indexes ag,,a,, (P*|c) and o-clf,!a,, (%*|c). Each index
summarizes how severe the different types of conflicts
are by aggregating the distances Di,’a,,(zlc) computed in
Tab. [1| for variable z € £* or z € K* under operational
condition ¢ into a single value. To combine the above
distances and generate severity indexes for any given
condition ¢ and distance metric f, we use a combining
function H(-) such that o’f,ga,,(P*|c) = H(Di,’a,,(io*,c))
and o, (K*|c) = H(D/, ,,(K*,c)). Although H(:) can
take any form, suitable aggregator functions for an N-
dimensional array x = (x1,...,xy) are average (ie.,
H(x) = 1/N Zi]\il x;), median and maximum (i.e., H(x) =
max{x1,...,xy}) operators.

It is worth mentioning that PACIFISTA computes the
severity indexes based on the specific operational condition
c. This is important as applications might generate conflicts
only under certain conditions, and the severity of such
conflicts might vary considerably under diverse operational
conditions. For this reason, in PACIFISTA operators need
to specify the operational conditions of interest prior to
generating a report.

8 MITIGATING CONFLICTS

In practical deployments, conflicts can occur with non-zero
probability due to coupling between control parameters and
KPMs, limited amount of resources that result in competi-
tion between users, as well as conflicting intents (e.g., energy
minimization against demand for high performance). This
means that operators either decide to deploy a handful
of applications that can act in concert and serve a few
types of subscribers to deliver specific services, or need
to tolerate a certain degree of conflict. The first approach
minimizes the occurrence of conflicts, but it also makes it
difficult to satisfy performance requirements for a variety of
services and applications. For this reason, we consider the
second approach to showcase how the conflict evaluation of
PACIFISTA can be effectively used for more intelligent and
dynamic conflict mitigation.

PACIFISTA implements a threshold-based conflict mit-
igation strategy, where the tolerance level 67" is used to
identify the applications that would generate too high of
a conflict and should not be deployed at that time. In
PACIFISTA, operators set a certain conflict tolerance level
6TOL  which specifies the maximum level of conflict that
the operator is willing to tolerate when deploying O-RAN
applications. Since both K-S and INT distances are in [0, 1],
we set 57O € [0,1]. The operator can also submit a priority
index I, for each application a € A which reflects the
importance that the operator gives to each application and
is used by PACIFISTA to determine which application to
prioritize in case of conflicts.

Upon receiving the set A* of applications to evaluate,
the conflict mitigation module uses the severity indexes
0'5,,a,,(7>*|c) and o-}f,’a,, (K*|c) computed in Sec. to de-
termine which O-RAN applications to deploy to mitigate

3. Note that the commutative property applies to conflict evaluation,
i.e. evaluating the conflict for the pair (a’, a”’) returns the same values
as the evaluation for (a”, a’).
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Fig. 11: ECDFs of eMBB (left) and URLLC (right) PRB allocation for
A1-A5.

the occurrence of conflicts. Specifically, since operators are
more interested in tolerating conflicts with respect to their
impact on KPMs rather than on parameter configurations,
in the following we focus on 0'5 o (K c).

The procedures involved in our threshold-based algo-
rithm, shown in Fig.[10} are as follows:

Step 1: PACIFISTA identifies all of the applications in
A* that can be deployed without generating any type of
conflict. These applications are added to a set APTY of
applications to deploy, which is initially set to APTY = 0.

Step 2: We select the application with the highest priority
from A* \ APTY ie, a = argmax,e g-\ aory {4} We add a
to APTLY if maxa*eﬂnm{ofa* (K*|c)} < 6TOL. We update
A* = A*\ a. ’

Step 3: We repeat Step 2 until A* = 0.

The above procedure can also be extended to the case of
already deployed applications by setting APTLY = A0,

9 EXPERIMENTAL EVALUATION
9.1 Prototype Description

PACIFISTA has been prototyped on the OpenRAN Gym
framework [10] and tested experimentally on the Colos-
seum wireless network emulator [19]], which enables at-scale
experimentation with Software-defined Radios (SDRs) as
well as with realistic and heterogeneous Radio Frequency
(RF) scenarios representative of real-world deployments.
Specifically, we leveraged the SCOPE and ColO-RAN com-
ponents of OpenRAN Gym [10] to instantiate a cellular
network with a softwarized base station and 6 UEs, and to
deploy Near-RT RIC and xApps that interface with the base
station through the O-RAN E2 termination. We use this as a
sandbox environment to test a diverse set of xApps, collect
data on their decision-making, and create statistical profiles
used by PACIFISTA to verify the occurrence and severity of
conflicts.

To fairly compare all xApps against the same repeat-
able operational conditions ¢, we benchmark them on the



Rome Colosseum scenario [10]—which reproduces the real-
world cellular deployment in a section of Rome, Italy. We
consider 6 UEs uniformly distributed within 50 m from the
Base Station (BS), which allocates them in three network
slices (eMBB, URLLC, and Massive Machine-Type Commu-
nications (mMTC)) across 10 MHz of spectrum (50 PRBs
grouped into 17 Resource Block Groups (RBGs)). We lever-
aged the Multi-Generator (MGEN) [22] tool to serve down-
link traffic to the slice UEs as follows: (i) eMBB UEs are
served constant bit rate traffic at a rate of 4 Mbps; (ii) URLLC
are served Poisson-distributed traffic at an average rate
of 89.29 kbps; and (iii) mMTC UEs are served Poisson-
distributed traffic at an average rate of 44.64 kbps.

Our xApps act on a combination of two control param-
eters: (i) the network slicing policy, by adjusting the number
of PRBs allocated to each slice; and (ii) the scheduling policy
used in downlink transmissions, chosen among Waterfilling
(WF), Round Robin (RR), and Proportional Fair (PF). We
identify two groups: stochastic and Deep Reinforcement
Learning (DRL)-based xApps. Stochastic xApps embed pre-
dictable decision-making logic that will be used to showcase
PACIFISTA functionalities, and highlight the importance of
identifying and characterizing conflicts. DRL-based xApps
include a selection of xApps taken from the literature [23]
and embed DRL agents trained to satisfy intents and diverse
slice requirements.

9.1.1 Stochastic xApps (A1-A5)

This set includes 5 xApps controlling slicing policies gener-
ated via a Gaussian distribution with different mean values
per slice and standard deviation of 1.5. The ECDFs for
xApps Al-A5 and slices eMBB and URLLC are shown in
Fig. We omit the ECDF for slice mMTC, which receives
the remaining PRBs. xApps execute in real time and gen-
erate a new random slicing policy every 250 ms based on
the distribution assigned to the xApp. Each random draw
is rounded to the closest RBGs allocation to avoid allocating
more than the 50 available PRBs.

9.1.2 DRL-based xApps (A6-A8)

These xApps are taken from [23] and embed DRL agents
controlling a combination of scheduling and slicing policies
to satisfy slice-specific intents. Specifically, they all aim
at maximizing eMBB throughput and number of mMTC
transmitted packets, while minimizing DL buffer size for
URLLC traffic (as a proxy of latency). They all target this
goal via different action spaces. A6 controls the scheduling
policy only, A7 controls the slicing policy only, while A8
controls both the scheduling and the slicing policies. These
are referred to as Sched 0.5, Slicing 0.5, Sched & Slicing 0.5
in [23]], respectively. Our goal is to demonstrate that xApps
with similar intents are prone to generating low conflicts
even if they can control different parameters.

9.2 Experimental Results

In our experiments, we consider both K-S and INT distances
(shown in Tab. [I). The conflict analysis and report genera-
tion are performed by the Conflict Detection and Conflict
Evaluation modules. In our prototype, both modules are im-
plemented in MATLAB. In the following, distances between
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TABLE 2: K-S (Left) and INT (Right) distances for eMBB with respect to
xApp Al. The last row shows the severity index for the corresponding
XApp comparison.

K-S K-S K-S K-S INT INT INT INT
D]Z D],S D1,4 D],S D],Z D1,3 D1,4 D],S

PRBs 047 [JOI98] 00N 00N 029 049 0.64 081
Buffer Size [0.15 032 043 [085 029 049 045 [0.78
Throughput | 0.13 | 029 | 0.36 [0:82] [0.13 022 021 041
Severity o | 0.14 030 040 [ 0.84| 021 035 033 059
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Fig. 12: ECDFs of the number of PRBs assigned to the eMBB slice of
xApps Al, A3, and A5 and corresponding K-S and INT distances.

control parameters refer to direct conflicts, while distances
between KPMs refer to implicit conflicts.

9.2.1 Relevance of Different Distance Functions

We first illustrate how the K-S distance is a good indicator
for detecting conflicts, while the INT distance brings more
granular insights on conflict severity. This is shown in Tab.
where we compare K-S and INT distances taking xApp
Al as reference. In general, we notice that K-S distances
are larger than INT. This is better illustrated in Fig.
where we notice that the K-S distances between Al and
A3, and Al and A5 are both close to 1, thus showing the
existence of direct conflict. However, the INT distances in
the two cases are 0.49 and 0.81, respectively. This shows
that although there is direct conflict in both cases, this is
less severe in the A1-A3 case than in the A1-A5 case as
Al and A3 compute similar slicing policies. The last row
in Tab. |2| also shows conflict severity measured using an
average combining function H(-) with K* containing both
downlink throughput and buffer size. As expected, conflict
severity increases with KPM distances which, in this case,
are averaged via H(-). Severity indexes calculated using INT
distances for all stochastic xApps are also reported in Tabs.
and [ for eMBB and URLLC slices, respectively.

TABLE 3: Severity indexes o TABLE 4: Severity indexes X using

using INT distance for eMBB.  INT distance for URLLC.

Al A2 A3 A4 A5 Al A2 A3 A4 A5
A1 .00 21 35 .33 .59 A1 .0000 .0101 .0121 .0123 .0134
A2 21 00 28 .26 .55 A2 .0101 .0000 .0066 .0071 .0088
A3 35 28 .00 .19 48 A3 0121 .0066 .0000 .0047 .0064
A4 33 26 .19 .00 .00 A4 0123 .0071 .0047 .0000 .0000
A5 59 55 .48 .00 .00 A5 .0134 .0088 .0064 .0000 .0000

We notice that conflicts impact largely the eMBB slice
where xApps that allocate less PRBs to eMBB (e.g., A4, A5)
severely degrade throughput (i.e., target KPM for eMBB).
Instead, since URLLC requests less traffic, we notice that
conflict severity is very small and close to 0 in general, i.e.,
URLLC is minimally affected by implicit conflicts caused by



TABLE 5: Direct and Implicit conflict analysis taking A8 as the reference
XApp.

Slice  Variable A8-A6 A8-A7
-S -S
Dgs” Dss  Dgs Dg7 Dyy'  Dgy
eMBB PRBs 0 0 - 0.11 023 -
eMBB Scheduling - - 0.61 - - 0
eMBB Throughput 0.46 0.27 - 0.14 013 -
URLLC  PRBs 0 0 - 0.10 016 -
URLLC Scheduling - - 0.19 - - 0
URLLC Buffer Size  0.06 0.01 - 0.04 001 -
1
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Fig. 13: ECDFs of throughput of the eMBB slice for xApps A7 and A8,
highlighting the expected implicit conflict for that control parameter.

xApps with high direct conflicts as the buffer is emptied
even with the few PRBs allocated by Al to URLLC.

9.2.2 DRL-Based xApps

In the first experiment, we consider xApps A6-A8 which
use DRL agents with diverse action spaces to improve slice-
specific KPMs (Section 0.1.2). Due to space limitations, we
only present conflict analysis for eMBB and URLLC slices.
We report downlink throughput values for the former, and
downlink buffer size for the latter. Tab. [5 shows the K-S
and INT distances for numerical parameters (i.e., slicing
policies) and KPMs, and y distance for scheduling policies,
as well as the impact of conflicts on relevant KPMs. Recall
that A8 controls both slicing and scheduling policies, while
A6 and A7 respectively control scheduling and slicing only.
Therefore, there is no direct conflict on scheduling between
A8 and A7, and no direct conflict on slicing between A8
and A6. Since A7 and A8 both control slicing policies, they
generate a direct conflict with K-S and INT distance equal
to 0.11 and 0.23, respectively. The same holds for A6 and A8
which produce a direct conflict with respect to scheduling
with a y distance of 0.61, suggesting that the two xApps
selects different scheduling policies. In general, conflicts
have low values due to the shared goal. However, we notice
that controlling slicing policies (i.e., A7 and A8) results
in lower implicit conflicts for both throughput and buffer
size (i.e., the largest distance in this case is DSK’;S = 0.14),
suggesting that controlling slicing policies under a shared
goal makes it possible to achieve higher performance than
scheduling control alone [23], which allows the xApps to
better satisfy the shared intent and produce less conflicts. We
also notice that the larger action space (i.e., scheduling and
slicing) allows A8 to improve performance. For example,
Fig. 13| shows how A8 delivers higher eMBB throughput
than A7.
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9.2.3 Stochastic xApps

To highlight differences between xApps with conflicting
intents, we consider xApps A1-A5 from Section We
report allocated PRBs for all slices, while only down-
link throughput and buffer size are shown for eMBB and
URLLC, respectively. Tab. [f] reports conflict values for both
eMBB and URLLC, as well as performance variation when
two xApps with different severity indexes (i.e., A1, A2 and
Ab5) execute at the same time.

Since xApps Al and A2 have similar ECDFs (see Fig.[T1),
Tab. [6l shows low INT distance for eMBB and URLLC slices
with respect to both direct (i.e., PRB number) and implicit
(i.e., throughput and buffer size) conflicts. On the contrary,
A1 and A5 show high INT and K-S distances with respect to
PRB number and throughput (i.e., high direct and implicit
conflicts). However, Al and A5 have low implicit conflict
with respect to buffer size for URLLC, which has an INT
distance of 0.01. These differences are also illustrated in
Fig. where we focus on conflicts related to throughput
of the eMBB slice. This demonstrates the importance of
individually analyzing direct and implicit conflicts, as large
direct conflicts (i.e., INT distance between Al and A5 with
respect to PRB number for URLLC slice) can result in low
implicit conflicts (i.e., URLLC buffer size in the same case)
due, for example, to traffic demand.

TABLE 6: Direct and Implicit conflict analysis taking A1 as the reference
XApp.

Slice Variable Al1-A2 Al1-A5
sz‘SDll,’;’TVariation ["/o]ngsD{”;’TVariation [%]
eMBB PRBs 047 0.29 -8.64 1.00 0.81 -25.93
eMBB Throughput 0.13 0.13 -16.42 0.82 0.41 -31.80
URLLC PRBs 0.48 0.28 51.37 1.00 0.65 94.47
URLLC Buffer Size 0.07 0.01 -84.21 0.14 0.01 -76.53

0 1 2 3 4 5 6 7 8
Throughput [Mbps]

Fig. 14: ECDFs of throughput of the eMBB slice for xApps Al, A2,
and A5, highlighting the expected implicit conflict for that control
parameter.

9.24
KPMs

Mitigating conflicts is essential to avoid conflicting control
decisions causing performance degradation and unstable
behavior, as previously shown in Fig. |1, where Al and A5
were used as the xApp ES and TM, respectively.

In Tab. [, we associate K-S and INT distances with
performance variation. We consider Al as the baseline xApp
and evaluate distance and KPM values if compared to A2

Importance of Mitigating Conflicts and Impact on
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Fig. 15: Impact of conflicts on stability of the network for the eMBB
slice.

and A5. As shown in Fig. [TT|and summarized in Tab. [6} A1
and A2 have a low direct and implicit conflict with K-S and
INT with respect to PRB number allocated to eMBB of 0.29
and 0.13, respectively. If compared to Al, Tab. [f| shows that
A2 allocates ~8.6% less PRBs to eMBB with an INT severity
index a’fz = 0.21 (reported in Tab. , which results in a
~16.4% reduction in throughput. On the contrary, A5 has a
K-S and INT distance of respectively 0.81 and 0.41, and an
INT severity index o-llf5 = 0.59. This highlights a more severe
conflict that is demonstrated by the fact that A5 allocates
~26% less PRBs to eMBB (i.e., ~2.8x less than A2), which
results in a 31.8% reduction in throughput (i.e., 1.92x higher
than A2).

However, Tab. @] shows that URLLC still enjoys low
buffer size even in the case of xApps with high direct conflict
(i.e., Al and A5), and the severity of implicit conflicts
oK never exceeds 0.02. For example, Tab. |§| shows that
A2 allocates to URLLC 51% more PRBs than Al, which
results in a 84% reduction in buffer size. That is, what the
eMBB slice perceives as a conflict, actually benefits URLLC,
demonstrating the need for a fine-grained conflict analysis
framework such as PACIFISTA to evaluate how conflicts
impact intents and target KPMs.

Stability is another drawback caused by conflicts. In
Fig. we report the eMBB PRB allocation resulting from
a 8-minute coexistence experiment where we keep xApp
A1l activate and iteratively activate a different stochastic
XxApp every 2 minutes. We notice that the greater the direct
conflict between the xApps (reported in Tab. [2), the larger
the oscillations in the number of PRBs allocated to slice
eMBB. This might cause unstable behavior due to frequent
updates of control parameters using conflicting policies that
prevent a coordinated and orchestrated effort in satisfying
intents.

Finally, in Tab. [} we provide two examples for different
values of the conflict tolerance §™°F with respect to the
eMBB slice and its conflict severity indexes from Tab.
Specifically, we show how conflict tolerance specified by
operators impacts the number of xApps that can coexist in
the Near-RT RIC. We show the xApps that can be instan-
tiated for a certain value of §T°L in green, and those that
cannot coexist due to high conflicts in red. We notice that
low tolerance (i.e., 6T = 0.25) heavily limits the number of
coexisting xApps, while a larger tolerance threshold (i.e.,
6TOL = 0.5) leads to a more diverse xApp deployment.
Combining these results with the performance degradation
reported in Tab. |6} we show that PACIFISTA can effectively
help operators in preventing deployment of applications
that would impact KPMs above a certain tolerance thresh-
old. For example, setting 6T°F = 0.25 limits coexistence of
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xApp Al to A2 only (maximum decrease of throughput
for the eMBB slice of —16.42%) and prevents, for instance,
deployment of xApp A5 which would reduce the same KPM
by approximately 32%.

TABLE 7: Coexistence under tolerance § 0" =0.25 (left) and 6™°F=0.5
(right).

Al A2 A3 A4 A5

A1 0.00 0.21 [0I55 018 0158

A2 0.21 0.00 0128 [0126 0155

A3 [BI85 0128 0.00 0.19 |08

A4 [0I88[0128 0.19 0.00 0.00

A5 [159 0155 [o%8 0.00 0.00

Al A2 A3 A4 A5
A1 0.00 0.21 0.35 0.33 IS8
A2 0.21 0.00 0.28 0.26 [0I58
A3 0.35 0.28 0.00 0.19 0.48
A4 0.33 0.26 0.19 0.00 0.00

A5 [158 8188 0.48 0.00 0.00

10 CONCLUSIONS

In this paper, we proposed PACIFISTA, a framework to
detect, characterize, and mitigate conflicts in the O-RAN
ecosystem. PACIFISTA leverages statistical information on
O-RAN applications and a set of hierarchical graphs to de-
termine the likelihood of conflict emergence and the corre-
sponding severity. We derived a formal, data-driven model
that PACIFISTA uses to capture the impact of conflicts
on control parameters and target KPMs, thus providing
useful insights on how direct, indirect and implicit conflicts
affect network performance and operator’s intents. We also
proposed a tunable conflict mitigation strategy that uses
PACIFISTA statistical analysis to determine which O-RAN
applications can coexist, and which should not be deployed
to prevent performance degradation. We prototyped PACI-
FISTA on a real-world O-RAN testbed and carried out an
experimental campaign that demonstrated PACIFISTA’s ef-
fectiveness in characterizing conflicts and providing insights
for informed deployment decisions.
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